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About me

Senior Security Consultant at |OActive

Fuzzing & programming enthusiast

Computer systems engineer (not neuroscientist)
Passionate about security (~12 years now)
From Chiapas, Mexico
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Agenda

Why this talk?
Neuroscience 101
EEG / Brain Waves
(In)security aspects
I Design
I Encryption
I Authentication
I Resilience
I The "Tower of Babel" of EEG file formats
I Misc
A Regulatory compliance / best practices for digital EEG

A Conclusion / further research IOAct'
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This Is NOT an invasive-BCl talk to
become Johnny Mnemonic
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Why this talk?

A Nowadays we mostly care about
I Computer/Network/Information security
I Mobile security
I ICS/SCADA security
I Car security
I 10T security

I What about our biosignals?
A Any signal generated by our bodies
A EKG, EMG, MMG, MEG, EOG
A EEG (brain signals)

I Acquisition, storage, processing and
transmission
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Why this talk?

A EEG tech is being adopted more and more

A Brain stuff is cool, specially in
I Cyberpunk movies
I Sci-Fi literature
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