


Racking Driverless
Vehicles










m robo

ROBOTICS COMMUNITY

“" > w 74

L
. |




The Revolution Is Coming

® Advantages:
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The Revolution Is Coming
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Europe

connected
automated
driving.eu
® UK: Nissan testing autonomous LEAFs in London since 2017
® Jaguar Land Rover testing on public roads
® Government promises £200 million research fund

® Sweden: Gothenburg driverless Volvo trials start Dec 2017 through 2018

® Autonomous bus in northern Stockholm approved 2018
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EMPTY CZAR
PRIVE YOURSELF!

KEEP DASTARDLY ROBUTS OFF PUBLIC ROADS
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Autonomous/Unmanned Systems
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® No human driver/pilot on-board

® May have off-board controller/supervisor
® May have on-board safety pilot/passengers

® Military early adopters



UAS Uptake
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Northrop Grumman

“Unmanned Advanced Capability Aircraft and Ground Combat Vehicles

It shall be a goal of the Armed Forces to achieve the fielding of unmanned, remotely controlled technology

such that by 2015, one-third of the operational ground combat vehicles of the Armed Forces are unmanned.”
—National Defense Authorization Act for Fiscal Year 2001 (S. 2549, Sec. 217)



Some UGVs are designed with threats in mind...
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Civil Applications

® Priorities:
® Precision Agriculture

® Self-Driving Cars
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® Roadblocks: "
® Shared Infrastructure ‘a!\ R
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® Acceptance (Safety,
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Classm Fallures
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RQ-3 DarkStar
$10m Unit Procurement Cost (Units | 1-20, 1994 $)

I system the aircraft's porpoising
d the vehicle crashed.
ngineering, Vol. 1, No. S3, 1-5

On 1ts second flight, due to a soffyg
oscillations increased to a nose=hi
—InternationaFJourna QﬁUnm@anedSy 57

® Expectations of the desig"‘ne?fﬂe critical!

® Exploitation happens-as expectation boundary “cracks”™



Classic Failures




Autonomous Vehicle Logic Structures

Activity Hierarchy




Autonomous Vehicle Logic Structures

Examples

Lifesaving Drone Pizza Delivery

Dynamic “bombing run” : : .
— 7 , & : Dispense pizza to credit card €<—
easoners planner, impact point estimator easoners

Route planning from SLAM-
generated sensor map
discrimination & avoidance

Ry | San GESanb




Autonomous Vehicle Logic Structures

Mission Oriented State Machines




Autonomous Vehicle Logic Structures

Mission Oriented State Machines




Sensors

® Active vs Passive

® Common sensors:

o GPS

e LIDAR

e Cameras

® Millimeter VWave Radar
Ultrasonic Transducers

Digital Compass

b et




Sensors

Sources of uncertainty:

® Noise

® Drift

® |atency & update rate
Uncertainty must be modeled under assumptions

Sensor fusion:

® Fused/registered data can be more useful than separate
® What to do when sensors disagree!

Robot robustness may come down to:

® How smart is it at discounting | bad/spoofed sensor?



Sensor Attacks

® 2 kinds:

® Denial
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® Denial:

® Jamming

® Spoofing:

® Fake GPS satellite signals at higher power
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® 2D sensor highly orientation dependent

® |nclines can look like obstacles

® May miss low obstacles & discontinuities



LIDAR
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Use of reflective materials
to thwart laser designators



LIDAR
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® Spoofing: weaker sources cause false returns
® Can exploit curved glass refraction to alter location of false returns

® Depends on source strength
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light source

Shin, Kim, Kwon, Kim, KAIST, 2017



(L Multiple pulses
received due to divergence

Receiver

.,

/PRI (T)

Diverging laser beams

Delay Time diflerence due to position ¢
Component difference

' -| Transmitter

[adar receiving angle aligned |
toward the transmitter

Shin, Kim, Kwon, Kim, KAIST, 2017

® Spoofing: Relay attack
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® Timing is critical for placement of fake returns



Tesla Autopilot

Rearward Looking Side Cameras Wide Forward Camera Main Forward Camera

Mex cistance 100m Max distance 60m Max distance 15Cm
C

Rear View Camera Forward Looking Side Camera:
Mz cistance S50m Max distance 8m Max distance 80m

Narrow Forward Camera
Max distance 250m

Radar

Max distance 160m




Cameras
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Cameras

(b) Prediction

revolver, si
shield, buck

Athalye et al., 2018
® Spoofing deep learning recognition models

® Crafted adversarial examples

® So far generally white box techniques

® Do not currently work reliably in face of parametric distortions
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(a) Drive gear. (b) Autopilot. (c¢) Jammed.

® Jamming: Contactless Sensor Attacks
® Liu,Yan, Xu, DEF CON 24

® Spoofing & relay attacks theorized but not performed

Oscilloscope

Signal Analyzer

Signal Generator

Harmonic Mixer
Frequency Multiplier



IMU & Compass
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® Primary navigation sensor for some systems
® High fidelity models available

® Typical cumulative error:0.1% of distance traveled
® Denial/spoofing:

® Extremely difficult to interfere with

® Physical attacks with magnetic fields, thermal drift



Dvive mode

IMU oustic Attacks
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® MEMS gyroscope vibrates & has resonant frequency
® Can be perturbed with external acoustic source
® Similar to well-known attacks on spinning hard disks

® Successfully POC’d by crashing flying multirotor UAV

Son et al., KAIST, 2015



Wheel Oometry
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Echo pulse

Ultrasonic Sensor

>

e |

-~

I

K.
S
o~k

:/ Ul'\ ‘,‘\/\

¢ : tme of propagation

NILLYS
i\
-

(L EEIL DY Y YL
| (MY

\'MH“""I‘H ‘ ‘
vuUu\ vVyrTrvy

J\:’\J,'\/,f\-

® Automated parking sensor

® Only used at low speed
® Attacks:

® Jamming

® Spoofing

® Cancellation

Tesla Normal

NI FYWE I

Audi Jammed
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Audi Normal

Tesla Jammed
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Contactless Sensor Attacks (Liu, Yan, Xu, DEF CON 24)



Bond vs Robots

® GPS Jammer

® Smoke/Dust/Vapor
® |ightweight decoy obstacles
® Chaff

® Glass caltrops

® Qil slick



Bond vs Robots

® Active LIDAR Jammer/Spoofer
® Active Radar Jammer
® Acoustic Blaster

® Adversarial Turtle Dispenser
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The Map
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Exploiting the Logic Structure
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Logic-Based Physical Attacks




Trapping/Redirecting
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Clobbering

Goal: make robot run into something
Subvert collision avoidance
® |ncapacitate vehicle
® Damage/remove sensors
Subtle map deviations
Imitate light vegetation
Simulate obstacles at speed
Disguise entrance walls with reflective/absorbent material within GPS noise

Dynamic obstacles under overhead signs



Remember...
,,

Driverless vehicles are cool!




Would you buy a self-driving car that couldn’t
drive itself in 99 percent of the country!?
Or that knew nearly nothing about parking,
couldn’t be taken out in snow or heavy rain, and
would drive straight over a gaping pothole!?

If your answer is yes, then check out the
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U.S. Department 0. 0.0.0.0.¢
of Transportation

National Highway NHTSA
Traffic Safety Eeeaaua—a—s

Administration www.nhtsa.gov

DOT HS 812 014 August 2014

Vehicle-to-Vehicle Communications:
Readiness of V2V Technology for
Application




V2V Components

Scenario and warning type Scenario example

Forward collision warning

Approaching a vehicle that is
decelarating or stopped
Rear end
collision
scenarios
Emargency electronic
brake light warning

Approaching a vehicle
stopped in roadway but not
visible due to obstructions.

Blind spot waming

Beginning lane departure that
could encroach on the travel
lane of another vehicle traveling
in the same direction; can detect

vehicles not yet in blind spot,
Lane change

scenarios
Do not pass warning
Encroaching onto the travel
lane of another vehicle
traveling in cpposite cirection
can detect moving vehicles not
yet in blind spot

Blind intersection warning

Encroaching onto the travel lane
lntorsc'ction of another vehicle with whom
scenario driver is crossing paths at a blind

intersection or an intersection

without a traffic signa'.

® Just warnings for now!



V2V Components

Security system
Provides and verifies V2V security certificales to ensure trust between vehicles

GPS, DSRC
antennae

il In-vehicle components

2

/ Dedicated Short Range GPS receiver
/ Communications * Provides vehicle position Driver-vehicle
(DSRC) radio and time to DSRC radio interface
Receives and transmits * Provides limekeeping Generates warning
data thrcugh antennae signal for applications issued to driver

Memaory Safety application Vehicle's internal
electronic control unit communications network

Stores security certificates

applicaticn data, and Runs safety applications Existing network that
other information intarconnects componeants

' This in-vehicle equipment can consist of either a single,
integrated unit or a discrete set of components

® Both on-board and roadside communicators
® DSRC: Omnidirectional, 300m range, 200-500 bytes
® Basic Safety Message (BSM) protocol

® Not encrypted

® PKI authenticated (signed via certificates)



V2V Transmissions

Table V-1 Contents of BSM Part 1

Parel
} Data Frame (DF) Data Element (DE)
Position (DF)
Latituda®*
Elevation*
Lonzitude®
Positional accuracy®

Maotion (D)

Trarsmiessior state®
ﬂl‘wt'd
Steering wheel angle
Heading®
Lengitudinal acceleration®
Vertical acceleration
[ateral acceleration
Yaw rate®
Brake applied status
Traction contrel siate
Stablity contrel siatus
Auxiliary brake status
Brake status nct available
Antilock brake status
Rruk e hoost apphed
Vehicle size (DF) I
Vehicle wudth
Vehicle length
*Rexquired 12 S;l‘cl. Pilot Modkd Deplovment

Part |: Core

e Part ll: Appended when changed, vehicle-specific
e Note unencrypted GPS
® Spoofing feedback!?



V2V Security

Root CA

Misbehavior Authority

Intermediate CA Internal Global CRL
Blacklist Detection | Generator
Manager

Enrollment CA Pseudonym CA l - l -

Certification Lab

Linkage Linkage CRL
CRL St
Authority 1 Authority 2 ) ore Broadcast

Request Registration
Coordination Authority

Device Config. Location
Manager Obscurer Proxy

Intrinsically Central by Non
Central Choice Central

e — . — .

Device 1 Device 2 Device 3

ssss |nitial Deployment
=== Full Deployment




V2V Bottom Lines

=}
1

TR '
“.%? h \1“‘.”'!




Traffic Sensor Flaws
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® V2V/V2I aims to avoid mistakes of current traffic sensors
e Hacking US Traffic Control Systems, Cesar Cerrudo @IOActive, DEF CON 22
® No encryption/authentication, wireless transmission in cleartext
® Firmware updates neither encrypted nor signed

® No doubt will make others!
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. The car
= Itself while
you ‘SHAG!







