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Gergely Revay

Senior Security Researcher

LinkedIn: https://www.linkedin.com/in/gergelyrevay/
Twitter: @geri_revay
Youtube: https://youtube.com/aetherlabnet
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 Ghidra
» Ghidra Scripts
* Intro
» Python vs Java
 Headless Mode
* Flat API vs SDK
« P-Code
* Intro
« Raw P-Code
« High P-Code
« But Why?
« Examples
 Recap
« QnA
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What is Ghidra

NSA releases Ghidra, a free software reverse
engineering toolkit

NSA's Ghidra greeted with positive reviews by the infosec community.

MORE FROM CATALIN CIMPANU

https://www.zdnet.com/article/nsa-release-ghidra-a-free-software-reverse-engineering-toolkit/
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Securlty

Chrome willl soon try
HTTPS first when you
type an Incomplete URL

Security

Go malware |s now
commeon, having been
acdopted by both APTs
and e-crime groups

Security

Chinese cybersples
targeted Tlhetans with a
mallclous Firefox add-on
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Ghidra Scripts

The guy she tells
you nhot to worry

Like IDAPython pubtic cress men £ .
public static String reverseString(String str) {
. . StringBuilder reverse = new StringBuilder(); about
EXtend the funCtlonallty for (int idx = hello.length() - 1; idx >= 8; idx--) {
. . . reverse.append(hello.charaAt(idx)); hello = 'Hello world!"
Full automation is possible } print (hellof :: -1])

return reverse.toString();

Java or Python (Jython) :

public static void main(String[] args) {

FlatAPI VS SDK String hello = "Hello world!";

System.out.println(reversestring(hello)});

https://mwww.reddit.com/r/ProgrammerHumor/comments/66jj7f/java_vs_python/

Unrestricted | © Siemens 2021 | Gergely Revay | T RDA CST SES | 2021-10-07 SI E M E N S



ﬁ] Script Manager [CodeBrowser(3): flare2 1:/zyppe_7]

Help

¥ Script Manager - 240 scripts

D scoipts
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|jl:| Binary
El Cleanup

E] Codesnalysis
|EI Conversion
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| Data

|EI Data Types

:IEI Examples
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|5 HELP
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InTool |Status | Mame B, | Description Key Category Modified
[] AddCommentToProgramScript.java Examples 02/12/2020
] AddCommentToProgram ScriptPy.py Adds a comment to a program . DISCLAIMER.., Examples-=Pyt... 02/12/2020
[] AddReferencesInswitchTable java With cursor on switch's “add pc, .." command... ARM 02/12/2020
] AddSingleReferencelnswitchTable java With a user-inputed base address, this scrip... ARM 02/12/2020
[] AppleSingleDoubleScript.java Given a raw binary Apple Single/Double ima... Binary 02/12/2020
] ArmThumbFunctionTableSoipt.java Makes functions out of & run of selected AR... ARM 02/12/2020
[] AsdiToBinaryscript.java Converts an asdi hex file into binary file. W... Conversion 02/12/2020
[] Askscriptjava An example of asking for user input, Mote th... Examples 02/12/2020
[] AskScriptPy.py An example of asking for user input. Mote th... Examples-=Pyt... 02/12/2020
[] AssembleBlod:Soript.java Assemble hard-coded block of instructions. Assembly 02/12/2020
[] AssembleCheckDevScript.java Test assembly of the instruction under the c... Assembly 02/12/2020
] AssembleScript.java Assemble a single instruction, overwriting th... Assembly 02/12/2020
[] Assem blyThrasherDevSoriptjava Thoroughly test the assembler by attemptin... Assembly 02/12/2020
] AutoRenamelabel sSoript java Renames default [abels in a selected region,... Symbal 02/12/2020
[] AutoRenameSimplelabels java A ghidra script that renames simple function... Symbol 02/12/2020
] AutoVersionTrackingScript.java An evample of how to create Version Tradd... Bxamples-=Ver... 02/12/2020
[] BadInstructionCleanup java This script deans up the disassembly for kex... ios 02f12/2020
[] BatchRename.java Fecursively finds a folder that matches a str... Praoject 02f12/2020
[] BatchSegregatet4bitjava Separates co-mingled n-bit and 64-bit binari... Project 02f12/2020
[] BinaryToAsdiScript.java Converts a binary file into an asdi hex file, Conwversion 02f12/2020
[] BTreeAnnotationScript.java Annotates an HFS + attributes b-Tree file. ios 02/12/2020
[] BuildFuncDEB java Codesnal ysis 02/12/2020
[] Buil dGhidralarScript.java An example of building a single minimal Ghi... Examples 02/12/2020
] Call AnotherScript java Example of a script calling another script. Examples-=De... 02/12/2020
[] Call AnotherScriptForAllPrograms.java Shows how to run a script on all of the progr... Examples 02/12/2020
] Call AnatherScriptForallProgram sPy.py Shows how to run a script on all of the progr... Examples-»Pyt... 02/12/2020
[] Call AnotherScriptPy.py Example of a script calling another script. DLL.. Bxamples-=Pyt... 02/12/2020
] ChangeDatasettingsSoript.java Changes the dsiplay settings of the current ... Examples 02/12/2020
— N . . = | F i 5 Hre aper e = Evzrmmlae..~Cia N3 12090790




Python vs. Java
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imgflip-com-no-51807818.png
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Whatever your flavor is, nobody is judging
Ghidra is written in Java

Python scripting works pretty well through Jython (python 2)

Python 3: https://github.com/[justfoxing/ghidra_bridge
Java development environment is great

Ghidra plugin for Eclipse

Java dev is supported by NSA

You might need to let go of your principles

SIEMENS


https://github.com/justfoxing/ghidra_bridge

Headless Mode

analyzeHeadless /Users/user/ghidra/projects MyProject —-import hello.exe -preScript GetInfoScript.java

« Way to implement fully automated scripts

« Calling it could be nicer

https://sadanduseless.b-cdn.net/wp-content/uploads/2021/07/headless-gymnastsl.jpg
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Flat API

* Interface to write simple scripts

* Reliability in long term is the main goal

« ~147 methods available

« GhidraScript class is a subclass of
FlatProgramAPI

« Stick to it if possible
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NOTE:

1. NO METHODS SHOULD EVEER BE REMOVED FROM THIS CLASS.
2. NO METHOD SIGNATURES SHOTLD EVEE BE CHANGED I THIS CLASS.

This class is used by GhidraSeript.

Changing this class will break user secripts.

That is bad. Don't do that.

SIEMENS



Program API

» Practically everything that is Ghidra
« All classes are available
 JavaDoc:

https://ghidra.re/ghidra docs/api/index.html

 Source

https://github.com/NationalSecurityAgency/ghidra

https://tenor.com/view/boom-mind-blown-mind-blowing-eyeglasses-gif-15569009
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https://ghidra.re/ghidra_docs/api/index.html
https://github.com/NationalSecurityAgency/ghidra

Example 1: Listing imported functions
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& Listing: Lab07-02.exe

[Address Break T Plate T Function T Variable T Instruction/Data T Open Data T Array ]

Register Transition

Pre-Comment

Label ¥Ref Header | XRef
+ Address | Bytes | || Mnemaonic | | Operands | EQL Comment
|| PCode I
| Post-Comment . .
_ _ Space Right click -> Enable
» Intermediate Representation: §U2f200:4 = COPY 0:4
: = INT_SUB ESP, 4:4
lies between the assembly STORE rm{ZSP). §.27200:4
code and the decomp”ed code 00401005 ff 15 48 CALL dword ptr [-=0LE32,DLL::0leInitialize]
. 20 40 00
that the Ghidra Ul shows = INT_SUB ESP, 4:4
STORE ram(ESF), 0x40100b:4
. . CALLIND *[ram]0x402048: 4
Register transfer language, it 3040106b 85 cO TEST -
T = COPY 0:1
translates every individual ~ copy 0
processor instruction to a §U42580:4 = INT_AND E
i = INT_SLESS $U42580:4, 0:4
sequence of P-Code operations - INT_EQUAL $U42580:4, 0:4
$Ud900: 4 = INT_AND $U42580:4, Oxff:4
. . . . $Ud980:1 = POPCOUNT $UdS00:4
For each instruction it describes $Uda00:1 = INT_AND $Ud980:1, 1:1
i . = INT_EQUAL $Uda00:1, 0:1
t[he pr(.)cessor. Instruction, 0040100d 7c 76 L LAB_00401085 -
including all side effects §U8480:1 = INT_NOTEQUAL OF, SF
CBRANCH *[ram]0x401085:4, $UB480:1
0040100f 8d 44 24 00 LEA =>local_24, [ESF]
= COPY
00401013 50 PUSH
$U9780: 4 = COPY
= INT_SUB ESP, 4:4
STORE ram(ESF), $US780:4
00401014 68 68 20 PUSH DAT_00402068
40 00

<L

'Y
-

$U2F400:4 = COPY Ox402068:4

Y

T

Unrestricted | © Siemens 2021 | Gergely Revay | T RDA CST SES | 2021-10-07

SIEMENS




Raw P-Code

« This is what you see when you start printing P-Code from a Ghidra Script (we will see later)

« There are no higher-level connections (arguments, variables, etc...)

20401000 85 cO
(register, Ox200, 1) = COPY (const, Ox0, 1)
{re@iater_ , 1) = COPY (const, Ox0, 1)
(unique, . 4) = INT_AND (register, Ox0,
(register, Ox207, 1) = INT_SLESS (unique, C

(register, 16, 1) = INT_EQUAL (unique, O
(unigque, Ox ), 4) = INT _AND (unique, Ox
(unigque, Ox 1, 1) = POPCOUNT (unique, O
(unigque, Ox 1, 1) = INT _AND (unique, Ox
(register, 0x202, 1) = INT_EQUAL (unigue,

L]
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High P-Code

» Result of HighFunction()

+ “High-level abstraction associated with a low-level function made up of
assembly instructions. Based on information the decompiler has
produced after working on a function.”

 Closer to the C Pseudo Code

» Higher-level connections, such as function arguments, variables, etc...

(421081RYD) " BI]2MO L /IX{IM/WIOD" Wopue)-yredyinos//:sdny
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Why use P-Code?

« Because it’s cool

« Most of the binary analysis systems work with
some kind of intermediate language.

« Compilers also use IR to separate the processes
of parsing source code to a standardized format
and translating the code to the machine code of
the target architecture.

» Architecture independent

* Provides more information, then assembly (i.e.
side effects)
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Demo

You get a Demo!

You get a Demo!

|
|

o
l

o

A

Everybody gets a DEMOOOOOQOQ!
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Example 2: Print high P-Code at the COM functions’ call site

« Malware often use Component Object Model (COM) as
obfuscation

« COM offers standardized interfaces to various functionality
« Control IE through COM
« Control the firewall through COM

« Script identifies if binary uses COM objects

* Prints call sites for COM functions
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Example 3: Recover CLSID and IID to identify which COM object is used

« CLSID: globally unique identifier of a COM class objects

« CLSIDs and their associated programs are recorded in the

registry: HRESULT CoCreatelInstance(
HKEY_ LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{CLSID} REFCLSID rclsid,
LPUNKNOWN pUnkOuter,
 To find out what COM object is used we need the CLSID DWORD dwClsContext,

REFIID  riid,
LPVOID  *ppv

« |ID: the interface that will be used to talk to the object.
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Recap

« Ghidra is great

* Ghidra scripts and P-Code have a lot of
potential for automation

« Ghidra is relatively well documented

» There are still challenges when one starts to
dig deep

* Choose your tool for the task G”I”Bn

https://www.avira.com/de/blog/nsa-macht-ghidra-oeffentlich-zugaenglich

Unrestricted | © Siemens 2021 | Gergely Revay | T RDA CST SES | 2021-10-07 SI E M E N S



References and Thanks

» Alexei Bulazel and Jeremy Blackthorne:
https://www.riverloopsecurity.com/blog/2019/05/pcode/

* Rolf Rolles:

https://www.msreverseengineering.com/blog/2019/4/17/an-
abstract-interpretation-based-deobfuscation-plugin-for-ghidra

» Carlos Garcia Prado (@mOnQOsapiens) helped with his infinite
wisdom
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| Q&A

Gergely Revay

LinkedIn: https://www.linkedin.com/in/gergelyrevay/

Twitter: @geri_revay
Youtube: https://youtube.com/aetherlabnet
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