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What is Ghidra
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https://www.zdnet.com/article/nsa-release-ghidra-a-free-software-reverse-engineering-toolkit/
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Ghidra Scripts
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https://www.reddit.com/r/ProgrammerHumor/comments/66jj7f/java_vs_python/

• Like IDAPython

• Extend the functionality

• Full automation is possible

• Java or Python (Jython)

• FlatAPI vs SDK



Unrestricted | © Siemens 2021 | Gergely Revay | T RDA CST SES | 2021-10-07



Python vs. Java
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https://pics.me.me/oh-noone-is-judging-you-sweetie-thats-your-conscience-talking-

imgflip-com-no-51807818.png

• Whatever your flavor is, nobody is judging

• Ghidra is written in Java

• Python scripting works pretty well through Jython (python 2)

• Python 3: https://github.com/justfoxing/ghidra_bridge

• Java development environment is great

• Ghidra plugin for Eclipse

• Java dev is supported by NSA

• You might need to let go of your principles

https://github.com/justfoxing/ghidra_bridge


Headless Mode
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https://sadanduseless.b-cdn.net/wp-content/uploads/2021/07/headless-gymnasts1.jpg

• Way to implement fully automated scripts

• Calling it could be nicer

analyzeHeadless /Users/user/ghidra/projects MyProject -import hello.exe -preScript GetInfoScript.java



Flat API
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• Interface to write simple scripts

• Reliability in long term is the main goal

• ~147 methods available

• GhidraScript class is a subclass of 

FlatProgramAPI

• Stick to it if possible



Program API
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https://tenor.com/view/boom-mind-blown-mind-blowing-eyeglasses-gif-15569009

• Practically everything that is Ghidra

• All classes are available

• JavaDoc: 

https://ghidra.re/ghidra_docs/api/index.html

• Source 

https://github.com/NationalSecurityAgency/ghidra

https://ghidra.re/ghidra_docs/api/index.html
https://github.com/NationalSecurityAgency/ghidra


Example 1: Listing imported functions
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P-Code
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• Intermediate Representation: 

lies between the assembly 

code and the decompiled code 

that the Ghidra UI shows

• Register transfer language, it 

translates every individual 

processor instruction to a 

sequence of P-Code operations

• For each instruction it describes 

the processor instruction, 

including all side effects



Raw P-Code
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• This is what you see when you start printing P-Code from a Ghidra Script (we will see later)

• There are no higher-level connections (arguments, variables, etc…)



High P-Code
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• Result of HighFunction()

• “High-level abstraction associated with a low-level function made up of 

assembly instructions. Based on information the decompiler has 

produced after working on a function.”

• Closer to the C Pseudo Code

• Higher-level connections, such as function arguments, variables, etc...



Why use P-Code?
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• Because it’s cool

• Most of the binary analysis systems work with 

some kind of intermediate language.

• Compilers also use IR to separate the processes

of parsing source code to a standardized format

and translating the code to the machine code of

the target architecture.

• Architecture independent

• Provides more information, then assembly (i.e. 

side effects)

https://pics.awwmemes.com/do-you-ever-think-happen-com-do-you-ever-think-screw-49053453.png



Demo
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You get a Demo!

You get a Demo!

Everybody gets a DEMOOOOOO!



Example 2: Print high P-Code at the COM functions’ call site
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• Malware often use Component Object Model (COM) as 

obfuscation

• COM offers standardized interfaces to various functionality

• Control IE through COM

• Control the firewall through COM

• Script identifies if binary uses COM objects

• Prints call sites for COM functions



Example 3: Recover CLSID and IID to identify which COM object is used
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• CLSID: globally unique identifier of a COM class objects

• CLSIDs and their associated programs are recorded in the 

registry: 

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID\{CLSID}

• To find out what COM object is used we need the CLSID

• IID: the interface that will be used to talk to the object.



Recap
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• Ghidra is great

• Ghidra scripts and P-Code have a lot of 

potential for automation

• Ghidra is relatively well documented

• There are still challenges when one starts to 

dig deep

• Choose your tool for the task

https://www.avira.com/de/blog/nsa-macht-ghidra-oeffentlich-zugaenglich
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