Head Hacking :
The Magic of
Suggestion and

Perception
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Head Hacker

Security with Funny Accents

InfoSec Professional
Social Engineer
Hypnotist

Mentalist ©
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Types of Social Engineer
Best tool for the job

Journey to enlightenment

How it works
Become Mindful
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What S social engineering®

* Wikipedia - Social engineering is the
act of manipulating people into
performing actions or divulging
confidential information, rather than
by breaking in or using technical
cracking techniques; essentially a
fancier, more technical way of lying.
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Type 1: Opportun

Attractive Individual
Available

Got some skills

First timer
Infrequent




Type 2 : Natura! Confidence

* Talks the Talk

* Not always walking the walk
* Good communicator
 Comfortable interacting

* Lacks expertise




Type 3: Frofe

Skilled in InfoSec
Regimented
Knowledgeable

More Art, less Science
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TVpe 4 Seasoned

Repeatable process
Experience
Handles confrontation

Passionate

Knows everything
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Type 5: Master

Understanding of how and why
Has a game plan

Multiple outs

Passion and Dedication

Tried and Tested

Constant Evolution

Creative

Cocky




He The Master

Laﬁgzﬁa&iw& an ;d {} ata@ﬁ




1,680,000 MHz Pentium Processor
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Planned Path

Persuasion

Agreement
Choosing the right ear
We stay true to what we say ';;
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e Study of Therapy
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NLF Pattern Exampies

Redefinition — Change Focus and Question

Agreement — Agree on the negative, focus to
positive, your idea / requirement

Awareness — Bring attention to something, key
words

Interruption — Confusion, Overflow,
Derailment




Disappointed
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Frust Me 'm A Hypnotist




Hypnosis

Been around since the 1840’s
Based on neuro-hypntosism
James Braid (Scottish Surgeon)
Wakeful state of focused attention




Focused Attention

Subconscious Communication
Art of vagueness and assumption
Rapid Induction Techniques
Stateful Inspection

Keep It Simple
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Negative = Positive
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* Alter the scenario
* Modify the game
* Truth & Lies




Pacing and Leading
Direct and Indirect
Share the Experience

Perspective of the subject
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Pattern Interrupt

7+ Open Loops
Memory Processing Limit
Confusion | Ambiguity
Create a YES set
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Anacsthesia/ Analcesia
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Fosthypnotic Suguestion
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HEAD HACKER

impromptu, Rapid induction Hypnosis

('] Tube

http://www.youtube.com/use
http://www.headhacker.nét/videos/




Magic
lllusion

Cold Reading
Mind Control
Psychological Subtleties
Telepathy

Hypnosis




Visual — Auditory - Kinesics
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Why Worry?




Human Expioitation
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Hirot
Educate
Empower
Test
Communicate

Make it personal
Don’t be a target
Be Mindful

£ @
%;s;w o




TRABPIST |
ETEREN..

o

-
)
4 N

T

NESTVLE

i

4.....
@%
¥

0



R

% gr"ﬂ G 1) “N?Q ggmyu
- < W3
%; M AY Mg '5. . in ' bs

{Milton Erickson|
,":/-{Anthony Jacquin|
4 James Tripp
Igor Ledochowsk|
{Nathan Thomas|
'\1 David Calof

“{Dave Elman|

//{’Hypnosis

\

| Derren Brown|
+ Master Manipulato} \ e

_Jon Thompson|
lan Rowland
‘. ":'\‘{Annermann

N .
| '. ~ [Mentalism

|
|







ol me what you're not
thinking about

~ http://www.headhacker.net
6@headhacking @daleapearson
dale@headhacker.net




