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Cybersecurity Workshop

The Security Innovations Network

BRUcon, September 25th 2010, 

Agenda

• Start Thinking

• Some Examples

• Some Solutions?

• Other Solutions :

• About

* Sources : iDefense, Websense, McAfee, LSEC and others,  
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Which Switch turns on the light?

1 2 3

Which switch turns on the light?

Anatomy of a Hacker
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Anatomy of a Hacker

Anatomy of a Hacker
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Cybersecurity ?

Cybersecurity ?

http://www.upi.com/enl-win/b00bf188f7671cf2f939d18b1453852f/
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Cybersecurity ?

Source : LSEC Future Internet Security Seminar, Websense Patrik Runald, 2010

Reaction times?



9/26/2010

6

Reaction times?

Methods : Vulnerabiliities
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VM Obfuscation

Value of PIM
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Business Disruptors

Disruptors
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Disruptors

Disruptors
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Innovation

When you always do what 

you’ve always done, 

You will always get what 

you’ve always got !!

An innovator, A. Einstein

Innovative Solutions ?

• Sandboxing

• Mirroring

• Deep packet inspection

• Multi-layered security

• WARPS

• Certifications

• Trusted Computing

• ....
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About

About

Ulrich Seldeslachts

ulrich at securityinnovationnetwork.com

ulrich at lsec.be

+32 16 32 8541 

http://www.lsec.be/index.php/expert/expert/c_cure_information_security_architects/
http://www.lsec.be/index.php/expert/expert/zetes/
http://www.lsec.be/index.php/expert/expert/sun_microsystems/
http://www.lsec.be/index.php/expert/expert/is4u_identity_and_access_management/
http://www.lsec.be/index.php/expert/expert/ucl_crypto_group/
http://www.lsec.be/index.php/expert/expert/eid_company/
http://www.lsec.be/index.php/expert/expert/rsa_security_division_of_emc/
http://www.lsec.be/index.php/expert/expert/f_secure_corporation/
http://www.lsec.be/index.php/expert/expert/unisys/
http://www.lsec.be/index.php/expert/expert/d_soft/
http://www.lsec.be/index.php/expert/expert/zion_security/
http://www.lsec.be/index.php/expert/expert/vasco/
http://www.lsec.be/index.php/expert/expert/securit/
http://www.lsec.be/index.php/expert/expert/sealed/
http://www.lsec.be/index.php/expert/expert/mcafee/
http://www.lsec.be/index.php/expert/expert/philips/
http://www.lsec.be/index.php/expert/expert/microsoft/
http://www.lsec.be/index.php/expert/expert/kpmg/
http://www.lsec.be/index.php/expert/expert/emc2/
http://www.lsec.be/index.php/expert/expert/deloitte/
http://www.lsec.be/index.php/expert/expert/cisco/
http://www.lsec.be/index.php/expert/expert/certipost/
http://www.lsec.be/index.php/expert/expert/british_telecom/
http://www.lsec.be/index.php/expert/expert/verizon_cybertrust/
http://www.lsec.be/index.php/expert/expert/ibm/
http://www.lsec.be/index.php/expert/expert/telindus/
http://www.lsec.be/index.php/expert/expert/ku_leuven/
http://www.rim.com/index.shtml
http://www.lsec.be/index.php/expert/expert/aca_it_solutions/
http://www.websense.com/content/Home.aspx
http://www.lsec.be/index.php/expert/expert/axl_trax2/
http://www.lsec.be/index.php/expert/expert/ca/
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