RLOAAY,
et \'OJI

pointer %

\\\\\\\\\
.......

H|Ja ~C|entsoft refor



ALTERNATIVE TITLES | CONSIDERED

"l just met you and this is crazy but here's my
pointer so jump to it maybe" (too long)

"All your pointers are belong to..." (meh)
"How | fuzzed your mother" (FAIL)

Other names that could lead to discussion




= |ntroduction.

* Fuzzing 101. *yawn*

* The need for a different approach.
= Abusing the client.

= A possible implementation. Boyka.

= EXPERIMENT.

= Conclusion.
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" Interesting approach to software testing
" Touching things you are not supposed to
" Breaking stuff (if you're lucky!)

"= Multiple references to pop culture

= and chocolate!

Everybody ("

@}Z%Vé@late Look for the

ChocoQuiz Icon

\_




WAt TS 1s NOT Agour

" “Click & Hack" tool
® There is juicy code though

= Although | find this pretty AWESOME

" You may feel different about it
= | did this in my spare time
= You still have time to leave the room :)

- Re m e m be r th e Ch oco I ate petersilberman @petersilberman
if every academic paper were a "novel
idea” or "novel implementation” world

hunger would be solved, and I'd ride a

unicaorn to work.
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Fuzzing is like violence: e
if it doesn‘t solve your problems,
~ you are not using enough of it.

“stolen from the nokogiri guys &:E ZSey






MONSTER CONFIGHRATION

1 from sulley import * from sulley import *
2 from regquests import ftp # this is our Fip.pw file
3 8 initialize("user™)
4 5_static ("T3SER") EEEE = zessions.session(session filenawe="audits/freefloatftp.session”)
3 s_delim(™ ") target = sessions.target ("192.1658.1.11", 21)
& 2_string("yomama) target.netmon = pedrpe.client ("192.168.1.11", 26001) # NetMonitor (packets)
7 s static("\rin") target.procwon = pedrpe.client ("192,165.1.11", 26002) # DrocMonitor (craskes)
a8 target.procwon options = { "proc name™ @ "FTPIerver.exe" }
a 2 _initialize("pas=")
10 g _static ("PLIZT)
11 5_delim(™ "] sess.add target (target)
12 3 string("issofat'”)
13 g static("\rin")
14 SESS.CONnect (5 get ("user') )
15 g_initialize ("cwd") sess.connect (5 _get("user"), S5 get("pass")]
16 s _static ("CWD")
17 g_delim(™ ") Sess.connect (5 get ("pass"), 3 _get("cwd"))
" sess.connect (3_get("pass"), s_get|"dele"))
ot Sess.connect (s_get("pass"), sS_get|Mmdtm™)]

ZESZ.CONNECt (5 get ("passT), = get ("mkd")]

(LELE™) sess.fuzz()

1 r :: ‘;E?st LEXE") ‘H‘P__s%sior\fﬂ
W tppy - protocol
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CRASH! BOOM! BANG! HAHA!

tio... Hide-n-See... dc-immunit...

hen Extras Hilfe

' '5Ifiown load uTorrent 2.2.1 Build 25302 - ... (8 Sulley Fuzz Control

Sulley Fuzz Control

Total: 6 of 6,738 [ ] 0.089%
user: 6 of 1,123 [ ] 0.534%

Pause

Test Case # ' Crash Synopsis
000006 [INVALID):20202020 Unahle to disassemble at 20202020 from thread 472 caused access violation

[I* DOS Prompt - c:\Python25'python.exe ftp_session.py
File Edit Yew Help

. DOS Prompt - c:Pyth...
[02:10.06] xmitting: [1.3]
[02:10.07] netmon captured 285731 bytes for test case #3
[02:10.08] fuzzing 4 of 1123

[02:10.08] xwmitting: [1.4]

[02:10.09] netmon captured 287515 bytes for test case #4
[02:10.09] fuzzing 5 of 1123

[0Z2:10.10] xmitting: [1.5]

[02:10.11] netmon captured 284250 bytes for test case #5
[02:10.11] fuzzing 6 of 1123

[02:10.12] xwmitting: [1.6]

[02:10.13] netmon captured 284274 bytes for test case #6
[02:10.13] procmon detected access violation on test case #6
[02:10.13] primitive lacks a nawe, type: delim, default value:

[02:10.13] [INVALID]:20202020 Unable to disassemble at 20202020 from thread 472 c

e3s violation

[02:10.13] restarting target process

[02:10.22] fuzzing 7 of 1123

[02:10.28] failed connecting on socket

Exception caught: error (10061, 'Connection refusé&s

Restarting target and trying again

[02:10.28] restarting target process

[02:10.41] failed connecting on socket

Exception caught: error (10061, 'Connection ref

Restarting target and trying again

[02:10.41] restarting target process

[02:10.55] failgd—ﬂqpnecting on socket

Exception caught) i s (10061, 'Connectiol

Restarting targety \”iqg again =
-




PRECISE CRASH INF~ RIMTION

_1 http://localhost:26000/view_crash;/6 | 4+ l

L

[INVALID] :20202020 Unable to disassemble at 20202020 from thread 472 caused access violation
when attempting to read from 0x20202020

CONTEXT DUMP
EIP: 20202020 Unable to disassewnble at 20202020
EA¥: 00000216 | ) N/ A
EBEX: 00000002 | ) N/ A
ECX: 0014d3c0 | 238) F unt authorityhisystemzlk (heap)
EDX: 7c¢90e514 | ) N/ A
EDI: 003b19dS | ({heap)
E3I: 0040a44e N/ A
EEP: 003b1298 N/ A
O0OhZfeoze

[
-] ™
7l

wm
')
W

N/ A
N/ A
N/ A
N/ A
N/ A
N/ A

o
L]

wm
')
W

+10:
+14:

wm
')
W

o

M)
W 0 0 o 0= W

w0 oo
=] a] A A A AN ] W
0 00 00 O d:n 0o W
D0DDDD e

wm
')
Xu]

disasm around:
0x20202020 Unable to disassenble

SEH unwind:
-> kernel32.dll:7c83%add push ebp




THERE'S ALWAYS A BUT

4 )

That’s all very nice.

But what if | don‘t
know the protocol?

J




There is NO
documentation at all.

{{{{{




o

| CAN ALWAYS TRY DHME FUZZI

FE by




THINK ABOUT CHECKSHMS...

Packet

Data Checksum

Checksum = SHA1l(Data)

SHAL: 160 bits ) -

P(right) = 172160 =~ 1/10%
1048 = 1k-1T-1T-1T-1T-1T

Dumb Fuzzing...












In a nutshell..

WE ARE SECURE.
NOBODY KNOWS OUR mnmcnh

LA f'

|

S
-

"~ THE GlIEN'I"IlllES

e V




apHEDICEXnt)
apHIMAGELIST(int)

MapHMEMLI(INE)
apHWHDnE) —

| ArithmeticSender0l

| callSender02

| callSender03

| callSender04

| callSender0s

| sendCaller0l

| sendCallernz

| sendCallerd3

gekSystemCP{int)
(7] i_fin1z_12
[F] i_fin13_27
= .

Ling 2370 of 3206

B, Graph overview B X

E Qutput window

IDA View-A

Hex View-fy Structures

OFFFFFFFFh
arithmetic

p+l1i0h _
, OFFFFFFFFh
wort loo 40

P S
100.00% [{240,901) [(212,592) [000OCFEA |0040DEEL: cogp ArithmeticSender0l:loc 40DEEL

| MILF initialized



cgp_ArithmeticSender 01

Nﬁcgp_send6a119r01 sub_4UDAAL




nderd] (char *buf,
r

rd ptr -0OFCh
= dword ptr -0F4h
r 4= ord ptr -4
buf= dword ptr 4

ord ptr &

duword ptr 0OCh

sp+100h+var 4], eax
ebp
ebp, [esp+l04h+buf]

int len,

int)







Detours

= userland hooking

= amazing stuff
intel) 3TN

= dynamic binary
instrumentation

[= AWESOME stuff !!!g




MMICROSOFT DETOVIRS

Library for intercepting arbitrary Win32 binary functions.
Interception code is applied dynamically at runtime.
Replaces the first few instructions of the target function

with an unconditional jump to the detour function.

Replace or extend the target function.




= Executable instrumented before running
— Delay noticeable
— Finds new code at runtime !!!
— Packed/protected code is not a problem
— Nor is Antidebugging :)










o Proprietary Protocol

A

Developer:

“Can‘t touch this!“ WEll wnv 'I'""
NUGK NOT4




WHAT CAN POSSIBLY GO WRONG?

“Hmm... Can‘t touch this?“

Proprietary Protocol

Client (software)

s

Zgu]ﬂ-yr»}bﬂ“n‘mr 18

: |E




WHAT CAN POSSIBLY GO WRONG?

“Actually, | can!“

s Proprietary Protocol

Client (software)
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Communications
module

Server
software
BoykaMonitor

Server

OVERVIEW (FROM A MILLION MILES ANMY)

Debugger

AAASSSAASRSEEsesea e a s e,
~
4




Save state

hooking

Restore state

Client software

) This step works

like so... so... rigH— Now






NOT SURE IF THIS MAKES SENSE

OR I'M STARTINGJTO/BELIEVE MY OWN
Ve BULLSHIT



| can "inject" some data into the server

By hijacking client execution at certain points

.. aha...

Which. Points. Do. I. Use. ?1?1?1?
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Pythonrimm = ia. imm compares(ge)
Pythonsfor k,v in imm iteritems=s({):
Pythons print hexik), "cop %=, %¥=" % (w[0] ,w[l]}
Python=

O0x43bb38]l cmp dword prcr [=ax], O

0x45a62]1 ecmp [ebptwar 1], 0O

Oxd4tcacd cmp =ax, Z74ch

Ox43baa7 cop dword 515184, 0O

= Mark d f i ouputwndon
ar angerous unCtlonS Qutput window mp [ebptwar 8], OFFFFFFFFh
H : : Pythonsnet_dict = ia.locate net_ioc() gr bYF'E ptr [=bx], 3kh
. Flnd ImmEdIate Compa res DIython=for caller, imp list in net_dict.iteritemsi(): wp esi, OFFFFFFFFh
. Dythons= print GetFunctionWNameicaller) mp =ax, Z735h
| M k h Iythons for 1 in imp list: mp word ptr [eaxt8], 2
ar SWItC eS Pythons print " -, Nameil) mp byte ptr [esi+0Ch], O
. Iythons op cl, E
= Show paths between functions ||« im0 up (ebphvaz 11, 0
. . - WEASend op word ptr [eaxt0ih], 4
[} Flnd FIIe IO - WBAGetLastError np byte ptr [edil, Z0h
sub_4$z§§l L . wp [ebptwvar_ 1], 0O
. - stlastError wp [ebptwar 11, O
. Flnd Network IO sub_43DFO3 tp edi, OFFFFFFFFh
- WeASetLastError by byte prtr [edi] tEL
s i d II . sub_ 469916 v byke p .
Fln A Ocatlons - recwirom Possible_¥ictims'utorrent',utorrent.idb (utorrent.exe)
- b o sub_43FADE File Edit 3 5 - b i : Deb : Opki : Wind |
m F d d g p . WeAWaitForMultg bie Edit Jump Search Wiew Debugger Opfions Windows Help :
ind dangerous ,,size params aizeias e (U8 e o T B | e ) O] BB F o+ # e X[
- =2 as rroa
sub_46340E s window (5] Hot spots tallocs) [ |4 =] Hex View-£, = IDA Yiew-fs :
- WEhZendTo : follow -
. b, 43708 i e
= Create IDA (connection) graphs | ierciacescss _ —
Python=ia. locate_alloeosiinteractive = True)
- WEAEmmMNetwork {4597652: [E034408], 4735362 [5034764], 4903
sub_427210 [E035368], 4359315: [5034408], 4649515: [5024
- WgAGetLastErra [5035348, LO35368], 4442917: [5035364, S0364Z
. «“ sub_463003 [5035364, GO35368], 4756775: [5034404], 44077
u Create custom viewers  WeiGetLastErro 4710700: [5035424], 4413863: [S03E364, S03E3E
» sub 443614 4365488: [5034536], 4407486: [5035368], 44108
. WEATaitForMilt [5035345, GO35368], 4351685: [5034408], 43098
[E034892], 4783696: [5035364, LO3E368], 47831
4369450: [5034072, 5034076], 473531E: [50347€
4430299: [5035368], 4309725: [5034436, 503443
u etc_ 4433505: [5035368], 4437604: [5034408], 44100
4835052: [5034892], 4836845: [5034740, 503431

E024736], 4784113: [E0O3E264, EOZL32E2], 444030
[E03E252], 43L5710: [L024402], 44F£879: [L03E

Python




ArithLog Rating: [2000  — f————— | [100.00 W Exclude Zeroing
Basic Blocks size: IE. —J—J I 100 W Looped Blacks only
Allowed calls: ||:| aa I 1 [ Group by Functions

28 blocks From a total of 13292 blocks matched with the above settings.

fddress 5 | Marme |Bluck Addressl # Instr | ArithreticfLogic Rating | ﬂ
13 Dx433c30 CRZ32 Ox433F20 g ¥5.00
14 D=433c30 CRC32 Q=433cch 114 71.55
15 D=433c80 CRZ32 0x433ed0 19 65,42
16 Ox428791 | ¥orChainEncrypk Ox4287a5 & S0.00
17| Ox4286bb| Basef4Decode 0x428767 q 33.33
15 423520 Rc4 0x42854b 19 36,54
19| Ox427b37 DecryptString D42 7hdd 12 33.33
o | Ox427b01 | StringEncrypt_... Ox427b16 q 33.33
21 Dx42633c | MersenneTwister OxdZa3aZ 14 714
) O=42633C | MersenneTwister O=426355 14 5714
23| 0426307 |MersenneTwist... DxdZ6315 11 54.55 j

http://pnx-tf.blogspot.com


http://pnx-tf.blogspot.de/
http://pnx-tf.blogspot.de/
http://pnx-tf.blogspot.de/
http://pnx-tf.blogspot.de/

Hook every function -> log hits.

1st run. Exercise as many functionality as possible.
2nd run. Focus on the interesting feature.
Compare both -> filter out.

Function_1
GUI_stuff
Windows_stuff
Function_2

Thread_sync

Function_3

[...]

Function_1
GUI_stuff
Windows_stuff
Login_stuff
Thread_sync
Encryption_stuff

[...]




Hook every function -> log hits.

1st run. Exercise as many functionality as possible.
2nd run. Focus on the interesting feature.

Compare both -> filter out.

Function_1
GUI_stuff
Windows_stuff
Function_2

Thread_sync

Function_3

[...]

Function_1
GUI_stuff
Windows_stuff
Login_stuff
Thread_sync
Encryption_stuff

[...]

Login_stuff

Encryption_stuff
[...]







WAKE UP!

You're gonna miss
the good stuff!!!




R FIIDIIIGWIBLE WEAK SPOTS s

File Edit Jump)
“H| e
IE Funictions window

|8 &0 & |8 |

\,I“Ij @IH Eu—]w ﬂl':*

7 X

Funckion narme

[l

ﬂ j__abort

i__assemblePacket

7] j__atexit
[7] i__atoi
= . M

Awesome Client

Login

IType your password here

Login |

Frfmw X|[TFFEH
(% l =] Hex View-A ] E Struckures l =

[=ln4hnrne]
s hDlg
thlgltemTeth(x, X, X, X

ec ]-..E D

4 i)

[ebp+login]
s login
entrlePacket

nted3tring

; hlMem



111}.& _E.I,_Faﬁwarel, 0]

File Edit Jump ° Wieww Debugger Options  Sine

sl IRk k- S K BEE

ﬂ Functions wi g X

D i assemhlePacket

|j i__atexit

;j j__atoi

lj]j atol

lﬂ j__encryptLogin
(7] i__exit

,ﬂ i__Fclose

[#] j__fAush

,ﬂ i fputwc

,ﬂ i free

lﬂ i__get_crtdouble_arg
,ﬂ j__get_intb4_arg
F|i__get_int_arg
lﬂ i__get_short_arg
,ﬂ j__is_wckype

,ﬂ i__isleadbyte

lﬂ i__iswalnum

,ﬂ i__iswalpha
lE]j iswascii

|j i__iswcntrl

Help
@0

e FINDING POSSIBLE WEAK SPOTS

Lttributes: bp-bhased Lframe

: char * cdecl assenblePacket (char *login, char *szPacket,

_assenblePacket proc near

var F3= byte ptr -0F8h
s=iecretitring= hyte ptr -34h
szPktlen= hyte ptr -2Z0h
delimiter= dword ptr -0Ch

var 4= dword ptr —i

login= dword ptr &

szPacket= dword ptr

len= dword ptr 10k

push ebhn

o ebp,

=ub esh,

push ebx

push e=i

push edi

lea edi, [ebp+var F8]

o ecx, 3Eh

o eax, OCCCCCCCCh

rep stosd

o eaX,  Security cookie
®xOor eax, ebp

o [ebp+var 4], eax

o [ebp+delimiter], offset a_ ; "_"

o eax, dword ptr ds:aBruconrocks ;| "BruCONrocks"™

o dyord ptr [ebp+sziecretltring], 8%
o ecx, dword ptr ds:aBruconrocks44

o dyord ptr [ebp+sziecretitring+4], ecx
o edx, dword ptr ds:aBruconrocks4S

moey dword ptr [ebp+szlecretltring+8], edx
lea eqax, [ebp4+=szSecret3tring]

push eax ; Sro

Enums

unsigned int len)




= Calculate login length

= Append the length (ASCII) to the login string.
= Append a “custom® string

= Encrypts everything

Server: Length value used to malloc() & strcpy()




STAND BALCIKk

ks

I'M GOING TO TRY

SCIENCE



WHERE TO GO FROM HERE

= Better static / dynamic analysis
= Automatization
= Heuristic based

= Save / restore snapshot
* Full emulation (Thx @pleed !)
= Qemu-dbi?



You can lulz at my code at:

https://github.com/carlosgprado/Boyka

@mOn0Osapiens
carlos.g.prado@gmail.com



BEEN
LOVELY
BUT
| HAVE TO
SCREAM

NOW




