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WHO ARE YOU

= T ASSUME SOME EXPERIENCE WITH
— BINARY REVERSING?
— DEBUGGING?
— EXPLOITATION?
— PYTHON?



WHOAMI!

= NERD (ZOMBIES, CYLONS...)
= GEEK (REVERSING, PYTHON...)

= CONSULTANT :)



SECURITY PEOPLE
HIGHLY SKILLED TEAM

HARDWARE, MOBILE, BINARY, WEB, SOURCE
CODE, NETWORK ...

FUN, RESEARCH, CONS, ETC:

CONSULTANCY / BUSINESS ORIENTED
TALK TO ME!



AGENDA

= CHECKING OUT THE APPLICATION
— STATIC ANALYSIS
— WINAPPDBG
— INTEL PIN
— VDB / VTRACE

= FREEDOM
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I JUsT TYPED
import onti

l/ﬂfb.m*fy
.. L ALS0 SAMPLED

EVERYTHING IN THE

[
BUT T THINK THIS
1S THE PYTHON.

MEDI\CINE CABINET

FOR COMPARISOM.

THATS 1T?

R

(it 0

-

COME Join US!
UP HERE!

PROGRAMMING
1S FUN AGAIN!
BUT HOW ARE
YOU FLYING?

ITS A WHOLE
NEW WORLD

N

A

WHITEGRRCE?

T DUNNOD...
DYNAMIC TYPI

¥

/

T LEARNED IT LAST

/

HELLO WORLD 15 JusT

NIGHT! EVERYTHING

15 SO SIMPLE!

print "Hello, world




SETTING THE SCOPE

2 HOURS 1S NOT VERY LONG
JUST AN INTRODUCTION

BASICALLY A COMPILATION OF THINGS VERY
INTELLIGENT PEOPLE DID

A NICE OVERVIEW IF YOU DON'T HAVE A
DEEP KNOWLEDGE OF THIS TOPIC



STATIC ANALYSIS

?

—
S






STATIC ANALYSIS

IDA PRO SCRIPTS

= IDC

= IN C LANGUAGE

= MUST RECOMPILE EVERY TIME
= IDAPYTHON

= PYTHON BINDINGS

= ME GUSTA...



NAIVE CRYPTO SEARCH

E Oukput window

[*] Analysing. ..

[!] Potential Crypto: sub 41DACE: 13762846 %
[!'] Potential Crypto: sub_ 41DeFF: 13 762546 %
[!] Potential Crypto:  security _init cookie: 15.750000 %
[!'] Potential Crypto: sub 41BEF71: 1l4.414414 %
[!] Potential Crypto: =sub 41C3IF7: 14 371257 %
[!] Potential Crypto: =sub 41EEF3: 14.117647 %

[*] End of analysis



NAIVE CRYPTO SEARCH

i IDA Signsrch
1D Signsrch plugin,
Wersion: 1.03 , build: Jan 192013 |, by Sirmabus

[ Alkernate endian search,
[ ©ukput ko debug channel,
v Include code segrments,

v Place signature comments,

Opensuppnﬂfnnﬂn| Signsrch page |

Continue Cancel | Help |

=N

(11,137) |[0001EF71 [O041EF71: subk 41EF71

mow
xor
MOwZ X
xor
MOwZ X
xor
mow
and
mow
xor
MOwZ X
xor
MOwZ X
xor
MOwZ X
mow
mow
and
mow
xor
MOwZ X
xor
MOwZ X
xor
MOwZ X
mow
mow
and
mow
xor
MOwZ X
xor

edx,
edx,
edi,
edx,
edi,
edx,
edi,
edi,
edi,
edi,
ebx,
edi,
ebx,
edi,
ebx,

ds:dword 45BESO[edx¥4]
ds:dword 45BASO[edivg]
byte ptr [eax+o]
ds:dword 45BES0[edivg]
byte ptr [eax+3]
ds:dword 45B250[edivg]
[eax+1dh]

es1

ds:dword 45BESO[edivg]
ds:dword 45BESO[ehx¥4]
byte ptr [eax+7]
ds:dword 45BaS0[ehx¥4]
byte ptr [eax+11h]
ds:dword 4

pyee et |DA Signsrch from L

[ebp+var 207, el

edi,
edi,
edi,
edi,
ebx,
edi,
ebx,
edi,
ebx,

[eax+15h]

es1

ds:dword 45BESO[edivg]
ds:dword 45BASO[ehx¥4]
byte ptr [eax+0EL]
ds:dword 45BES0[ehx¥4]
byte ptr [eax+0EhL]
ds:dword 45B2S50[ehx¥4]
byte ptr [eax+l1:2h]

[ebp+var 1C], edi

edi,
edi,
edi,
edi,
ebx,
edi,

[eax+1Ch]

es1

ds:dword 45BESO[edivg]
ds:dword 45BES0[ehx¥4]
byte ptr [eax+0Fh]
ds:dword 45B2S50[ehx¥4]

=

s

uigi Auriemma



NAIVE CRYPTO SEARCH

0041BF71:

sub 41EF71

mow
add
Moz
mowvEx
arndl
o
®or
MoV Ex
xor
Moz
xor
o
and
o
xor
MoV ZH
®or
mowvEx
xor
Moz
mow
o
and
o
xor
MoV EH
xor
mowvEx
xor
MoV ZH
o
o
and
o
xor
MoV EH
xor

edx,
2o,
edi,
eh=,
ed=,
edx,
edx,
edi,
edx,
edi,
ed=x,
edi,
edi,
edi,
edi,
ehx,
edi,
eh=,
edi,
ehx,

[eax+10h]

edi

byte ptr [eax+0Dhk]
bvte ptr [eax+0.Lh]

es1i

de:dyord 45BESO[edx*4]
ds:dword 45BLS50[edi®4]
bvte ptr [eax+o]
de:dyord 45B650[edird]
byte ptr [eax+3]
ds:dyord 453Bz250[edi*4]
[eax+1dh]

esi

ds:dword 45BESO[edi®4]
ds:dword 453B650[ehx*4]
bvte ptr [eax+7]
ds:dword 45Bz250[ebx*4]
byvte ptr [eax+11hk]
de:dyord 45BAS0[ehx*4]
byte ptr [eax+15hk]

[ebp+var 207, edi

edi,
edi,
edi,
edi,
ehx,
edi,
eh=,
edi,
ehx,

[eax+18h]

e=i

ds:dword 45BESO[edi®4]
ds:dyord 45BAS0[ehx*4]
bvte ptr [eax+0EhL]
d=:dword 45BeS0[ebx 4]
bvte ptr [eax+0Eh]
de:dyord 45B250[ehx*4]
byte ptr [eax+1l:zZhk]

[ebp+var 1C], edi

edi,
edi,
edi,
edi,
ehx,
edi,

[eax+1Ch]

e=i

ds:dword 45BESO[edi®4]
ds:dyord 453B650[ehx*4]
bvte ptr [eax+0Fh]
d=:dword 45BZ50[ebx¥*4]

<fignsroch>
<iignsrchz

<fignsroch>
<fignsrochx
<iignsrchz
<§ignsrohs
<iignsrchz

<fignsrochs

<iignsrchz
<§ignsrohs

<fignsroh>

<fignsrochs

<iignsrchz
<fignsrochx

<fignsrohs

"Eijndael
"Rijndael

"Hijndael

"Eijndael

"Rijndael

"Eijndael

"Rijndael

"Eijndael

"Rijndael
"Eijndael

"Rijndael

"Eijndael

"Rijndael
"Eijndael

"REijndael

Tel
Tez

Tel

Ted

Tes

Tel

Teld

Tel

Tes
Tea

Tel

Tel

Tes
Tel

Teld

[0x63 6385061
[0x63a5c663 1)

(DxaScE63631)

[Oxc6a3a3as)

{0x6363a5061]

[OxaScaoia3l)

(OxCEE3 63851

(0xE3aScE63T)

(Ox6363a5061]
(0x63aSce63)

(OxaSca63 631

[DxcE6363a5T)

(Ox6363a5061]
(OxaSca63 631

(OXCE6S 63851

[5z2.
[5z2.

[3z.

[3Z.

[32.

[32.

[32.

[32.

[32.
[3z.

[32.

[32.

[32.
[3z.

[32.

le.
1e.

le.

le.

1e.

le.

1e.

le.

1e.
le.

le.

le.

1e.
le.

le.

10z4]"
10z4]"

10z4]"

102471

10247 ™

10247 "

10247 ™

10z4]"

10z4]"
10z471"

10z24]™

10z4]"

10z4]"
10241

10247 ™




FIND SPECIAL X86 INSTRUCTIONS

Speciallict = dicti()
gspecial instructions = [Mxchg", "in", "sidt", "sgdt", "sldC", "smsw", "rdtsc’]

print "[Debugy] Looking for =special x86 instructions..."™

# Inspect the whole bhinary
for func addr in Functions():
for ins in Funcltems{func addr):
dizasm = GetDhisasm{ins)
mnem ins = GetMnem{ins)
for spec ins in special instructions:
if mnhewm ins == sSpec 1ins:
# found funky instruction
speciallict[inzs] = disasm
setColor{ins, CIC ITEM, Oxff£53500})
elif 'f=:' in GetOpnd{in=s, O0) or 'f=:' in GetOpnd{in=s, 1):
# found reference to TEB/PEE
speciallict[inzs] = disasm
SsetColor{ins, CIC ITEM, Ox0O0SSLL)
elze:
pass
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WDA - Chtrnphsamplelcaled
Edit  Jump Search  Miew

EEEEN RN

‘_:| Toolbag

Help

Options Windows

Debugger

g x | [[Z] DA View-A
_text:0181206C _Winta

View _text:6101206C
_text:@1612D06C FUNCTION CHUN

History Giobal Marks fext:8101206C

File System Queuss

Address _text:G1812D6C ;

.text:01812D60
_text:91812D6C
_text:01812071
_text:@1@12D73
_text:01912078

_text:@1@12D8F
_text:91612096
.text:8191209D
_text:@18120A3
_text:61012DA6
_text:@1812DAB
_text:@1912DAB loC 19812DAB:
_text:01012DAB
_text:61812DAD
_text:@1612DAE
.text:019120AF
_text:61012D85

Description Locatien Group

1612pC8
4812006 loc_1612DC0:

4

?_-l Qutput window

/ (*1 db.py= Processing ox01032406
! Clear History | (4] db.py: Processing 0x0103b028
{*] db-p¥: Processing ox01044727

0x0105070=

| {*] db_py: Processing
cess ¥ functiens

-
] Save History
[*] Failed toc PO

| Show Import Calls | [+] Successfully process

/ (*1 ¥No longer any data in the ke
i Add Edge(s) || (e
Python

ay: idle Up Disk: 156GB

= FUNCTION CHUNK AT

_text:01012D6C ; FUNCTION CHUHK AT
. FUNCTION CHUHK AT

Mame
_text:01812D6C ;3 FUNCTION CHUNK AT

WinMainCRIStartup+?

inCRTStartup proc near

K a7 .text:@181217F SI

call
push
push
call
xor
nov
nov
1lea
push
call
noy
noy
nov
nov
nov

push
push
push
call
test
jnz
xor
inc

(1250 of 1333)

_fext:@1817CB6 SI

.text
_text:9182DEAB ST

security_il

58h
offset duword_
__SEH_prnlogh
ebx, ebx
[ebp-1Ch], eb
[ebp-4], ebx
eax, [ebp-68h
eax
ds:
duord ptr [eD
duword ptr [eD
eax, large fs
esi, [eax+i]
edi, offset

a

esi

edi

ds:

pax, eax
1oc_162DDF5
esi, esi
esi

{1500 of 1533}
(1750 of 1933}
(1933 of 1933}

ed 1924 functions
y store:

File iz mot a 21p

SERIOUS PLUGINS

mpliFiFlE.IDP.scope 1.0

" Function Ing i
spection I i
meAPIBmwsing ] Bcryt di
pto Identificatian

EEVNSNBAY
Address

S o mmb_%FFz o [ Fsea] m
o . . T Ws2
0

E e P pre— 0
|3 [oxa079n7 sub_407987 |2
0x407FF3 |sub_an7rra |

Functions:
10Ns: 171 - Tagged: 43 - Displayed: 43

1
1

]

[ e Ar— o
|7 |oxa1524 sub_401524 |2

a
o]
. o
w4077cc [sub_4077. |g a
v
III (40 ;

Q3f57 sub_403F57 (g o]

olwlalals

o
Q 1] 0 o
[t} o 2 2 o
a 0 0 a 0
0 0 0 0 )
a Ii] 0 a o
a 1] 0 s A
0 o 0 0 o

&lected Function conts 5 the Following reference, th parameter.
!
S ted Funct; £, the f, APT s With paramet
s

You can not go
without them

IDA Pro Plugins



HOW'S EVERYONE DOING?







KEEPASSADA

Copying data to the clipboard:

= OpenClipboard()

= EmptyClipboard()

= hClipboardData = GlobalAlloc() // Get RetValue

= pchData = (char*)GlobalLock(hClipboardData)

= strcpy(pchData, LPCSTR(strData))

= GlobalUnlock(hClipboardData)

= SetClipboardData(CF_TEXT, hClipboardData) // Hook this
= CloseClipboard()



KEEPASSADA

Just checking if the arguments are o
the previous function calls and read

from the =stack.
I 11

if args[0] == CF_TEXZT and args[l] == hCliphDardDat;?\\\\X__/

# bt the moment of the call, [EIPF + 0x1Z]
# points to the password A3CII =string

def ZetClipbhoardbataHook{dbg, args): |

Enter video!

parameter addr = dbg.context.Esp + 0Ox1C

shddress = dbg.read process memory{parsmeter addr, 4}
shddress = struct.unpack({ L™, siddress)[0]
sCredential = dby.get _ascii string(siddress)

print "[*] Credential copilied to cliphoard: =27 % z3Creden

return DBG_CGNTINUE




HOMEWORK!




WINAPPDBG

= WIN32 APT WRAPPER
— FUCK YEAH PYTHON!™

= WRITTEN BY MARIO VILAS
— THIS IS MARIO
— BUY HIM A BEER IF YOU MEET HIM




WINAPPDBG

CASE STUDIES

" TRACER.PY
" WTFDLL.PY

= TRACER_DOT.PY



WINAPPDBG

= TRACER.PY
= PERFORMANCE PROBLEMS (-1)
= SLOW (-1)
= NEED FUNCTION LIST (IDA) (-1)
= IT IS PYTHON (+500)
= PYDOT FTW (+500)



TRACER & DERIVATIVES

CRE R E SRR R R e R R R R e R E R e R E R e g

def simple debugger{address file, program file, arg check):

process = Hone
debug = Debug{HitTracerEventHandler{address file, program file, arg check))

try:
# Lookup currently runhing processes
delbug.systew.scan processes()

for {(process, name) in debug.system.find processes by filensme{programm file):
print "[*%] Found sd: =" % {(process.get pid{), name)

# Attach to it
debug.attach{process.get _pid{})}

if process == Hone:
print "[*] Fatal. Process not found. Is it running?™

sys.exit{l})

# Wait for all debugeezs to finish
debug. loop( )

# Cleanup actions
finally:
debug.stop()




TRACER & DERIVATIVES

def

class HitTracerEventHandler( EventHandler): l
print "[¥] Preparing breakpointzs. Pleazse wait...'™

-k

£ for f ztr in functionlddresses:

1 func start _address = int{f str.strip(}).splic{'-"}[0], 1&})

£

if zelf.ary check:
# Zets a permanent breakpoint (hit every time)

__init_ {self, address event.debug.break at{pid, funz start address, check args callback)
self.address file = else:
gelf.program file = # ZSets a one-shot breakpoint (removed after first hit)
self.arg GhEEk = event . debuy. stalk at{pid, func start address, loy eip callback)

def

nr of breakpoints += 1

create process{self, &

3 r 2, i r i
# I need the process § print "[Debug] Installed %d breakpoints" % nr of hreakpoints

module = event.get moduwreEyy

if module.match name{self.program file):
pid = ewvent.get pid{}

# Bead the file containing the function Eis

f = open{self.address file, "t}
functionkddreszsezs = L.readlinez(})
f.close()

nr of breakpoints = 0
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QUESTION

CAN YOU IMAGINE WHY IN HELL couLd
THIS BE USEFUL TO ANYBODY?

= FACEBOOK CTF

= TMPRESS CHICKS
= A LOT MORE



WATCHING DLLS LOAD

HHEH R R R R TR R R R H e
class HitTracerEventHandler({EventHandler):
't Let's hook some APT calls ''!

the flag = 0O
inspect_dll handler = 0

apiHooks = {
'kerneliz.dll': [
{'LoadLibraryil' , 1),
{'GetProciddress' , 2)

# PRE-HOOES
def pre LosdLibraryl{self, event, ra, pfilename):
[ |
HMODULE WINAPI LoadLibrary(
in LPCTSTE lpFileMame

sfilename = event.get process().peek string{pfilenamwe, fUnicode = True)

if inspect dll in sfilename:
print "LoadLibraryW called with param: 3" % 3filename
self.the flay = 1

else:
fprint "LoadLibraryW called with param: %3" % =filename
self.the flay = 0




TRACER & PYDOT

bededeodoodededeodedogopidgidodifopododofedoidigogopipgiddiip idegodiipi g ditgiddiipidigidiiig iy gidqiipidididiidqedpiyyigpgipgidsidy
def log eip callbhack{event):

global graph, last node, last eip

address = event.get _thread().get_pc()
current eip s = HexDump.address({address)

current node = pydot.MNode{current eip s, style = "filled”, fillcolor = "green')

if current eip s not in hit functions:
hit functions.append{current sip s5)
graph.add node{current node}

distance = asha{addresz - last eip)
if distance < O0x1000: # arbhitrary
graph.add edge{pydot.Edge({last node, current hode))
else:
graph.add edge{pydot.Edge(last node, current node, color = "red’))

last_nnde = current_nude
last _eip = address




TRACER & PYDOT
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INTEL PIN




INTEL PIN

CASE STUDIES
= A MORE EFFICIENT TRACER

= DETECT BUFFER OVERFLOWS
= EIP OUTSIDE TEXT SECTION



INTEL PIN

= A MORE EFFICIENT TRACER

TRACE AddInstrumentFunction{Trace, U} A bhasic block analysis
ING AddInstrumentFunction{imageload ch, U); A dimage activities

PIN AddThreadStartFunction{threaditart ch, 0): /4 thread start

PIN AddThreadFiniFunction{threadFinish ch, 0}: Af thread end

1:'II'-I_ELn:ln:J_FiniFuru:tin:In{Fi]:li,r | -

fprinctf{LogFile, "———-----—-—-—-——— Aatarting FPin Tracer ----—-—-—————————— STty g

F% It newer returns, sad 1] %/
PIN StartPFrogram()

return :




INTEL PIN

{

f* Do I want to log function arguments as well? +/F

const BOOL log args = EnobLoghrgs.WValue():

const BOOL log bh = EnobLogBE.Valuei{): . \

const BOOL loy ins = KnobLoglns.Valuel): anu\é\ﬂW‘
‘C‘BHDCkLgr

f% Iterate through basic blocks 7
for(BBL bbl = TRACE BblHead(trace); BEL Walid{kbl); bbl = BBEL Next{kbl})

i

woid Trace{ TRACE trace, woicd #*w)

A% Inatrument at hasic block lewvel? */
if(log bh)

i

if{loy ins}

i

Bas

/% instrument BEL InsHead to write "loc XXHEX", like in IDA Pro #/
IN3 head = BEL InsHead{hbbl}:
INS InsertCall({head, IPCINT BEFORE, AFUNPTR{LogEasicElock), IARG IN3T FTR, IARG END});

A% log EVERY instruction. Thiz kills performance of course %/
for{IN3 ins = BEL InsHead(bbl); IN3 Valid{in=z): ins = IN3 Next{inz}))
{

ING InsertCall{ins,
IPOINT EEFORE,
LAFUNPTE{LogInstruction) ,
Tape INST PTER,
TARG PTE,
ING Dizassewble{insy.c sctri),
TaRs END

):




INTEL PIN

LET'S HUNT A BUFFER OVERFLOW!

DOES EVERYBODY KNOW THE SEH OVERWRITE
EXPLOITING TECHNIQUE?

(I READ THE IDEA ORIGINALLY AT
HTTP://SCRAMMED.BLOGSPOT.COM)




INTEL PIN

# Immunity Debugger - vulnerable.exe

File Wiew Debug Plugins Immlib Options  MWindow Help  Jobs

5 SEE X P Il w¥Hliej 1l emtwhocPkVDbzlr
ra

88481730 POP ESI
ARLO173E 1 FOP EBP
aeLae173F \ b

HB8481742 INT3 % 3 SEH chain of main thread
A1 743 IMT3

e a1 7h4h INT3 Addres=s |SE handler

AA12EZ?8C ntdll. 7CA32BC
08481745 INT3 AA12FFAR |bulnerah.BB40173D
0481746 INT3 9A9AAGER | *==x CORRUPT ENTRY xx

B8481747 IHT3 .
00481748 INT3
88481749 INT3
884817 4A INT3
884817 4B INT3
88481740 INT3
a048174D INT3
“9h8174E INT3
AT




INTEL PIN

CPU - main thread

AA12FD93 HOP

B812FD9Y HOP
8012FD95 NOP B calculator
B812FD96 83 SHORT B812FD9B Edit

BE12FD98 POP ECX
BE12FD99 a5 SHORT 8812FDAA |
BE12FD9B FBFFFFFF ae12FD98

8812FDAB DEC EDI Backzpace

BE12FDA DEC ECX

BE12FDAZ DEC ECX
BE12FDA3 DEC ECX

BE1Z2FDAL DEC ECX
BE12FDAS DEC ECX Lly 4

BE12FDAG DEC ECH
BE12FDAY PUSH ECH M5 1

8812FDASB FOP EDX
BE12FDAD PUSH ESI bl + 1]
BE12FDAA PUSH ESP

M=l E3
Wiew  Help
0.
CE ‘ C

kA Fi a 9 £ zart
5 B * 4

2 3 144

+/- + =

BE12FDAB POP EAX
BE12FDAC X0OR ESI,DWORD PTR SS5:[EAX]
- PUSH ESI
POP EAX
#0R AL,
#0OR BYTE PTR DS:[EDX+36],AL

DEC EAX

% DEC EAX
1042 33 XOR BYTE PTR DS:[EDX+337],AL
042 n3 XOR BYTE PTR DS:[EDX+43],AL
5 PUSH ESI
3 POP EAX
242 ny XOR AL,BYTE PTR DS:[EDX+44]
A2 INC EDX




INTEL PIN

DETECT EIP OUTSIDE TEXT SECTION

void appstart ch{void *v)
i
A

4 This calculates an initial list of .text section addresses.

S NOTE: use the load module callback to update this in real time
A

codesection t code ;

for({IMG imy = AFPP ImgHead{); IMNG Valid{img); iwg = IMG Next{img))

{
for{ZEC sec = IMNG SecHead{img): SEC Valid{sec); sec = ZIEC Next{sec))
i
if({3EC Type(sec) == IEC TYPE EXEC)
{
code.begin = 3EC Address{sec):
code.zize = ZEC Size{sec);

fprintf{logfile, "[+] Adding section %= (Ox%p) for %shWvn™,
|SEC_Name{5ec}.c_str{}, code.begin, ING Name{img).c stri)):
codesections. push back{code) ;




INTEL PIN

DETECT EIP OUTSIDE TEXT SECTION

woid check bh{ADDRINT eip, wvoid® ins)

{
ECOL in code section = FALSE;

/% C++ is so... convoluted */
for(std::vector<codesection tr:i:iterator it = codesections.begin{); it != codesections.end{}); ++it}
{
if{eip »= it->hegin && eip == {(it->hegin + it->=ize}))
{
in code section = TRUE;
hreak:

A% TODO: Define exactly what iz main code )/
if{eip < MAX CODE ADDREZ3)

{

if{'in code zection)

{
fprintfi logfile, "esswawawswsss EEECUTION OUTIIDE THE CODE SECTION DETECTED sw@w@dawdww®®h ity »
exit{l):

¥







INTEL PIN

= VALGRIND-LIKE FOR WINDOWS
= CHECK. MEMORY ALLOCATIONS
= DOUBLE FREE(S)



INTEL PIN

WASTE HELPS THE ENEMY
~—

Y UNO FREE

AFTER MALLOC?

FREE YOUR
MALLOCS







VDB / VTRACE

= YEP, IT IS PYTHON

= IT DOES PRETTY MUCH WHAT OTHERS DO
— AND LINUX... AND ARM... AND PPC... ETC.

" LOOK, I'M SO CcOOL!

I [ [ | > |
44217 =19 - S

— NO DOCUMENTATION




VDB / VTRACE

/* ENCRYPT data into bufl. bufl len must be atleast (data len + 8) */
tmp1_outlen = tmp2_outlen = 0;

/* Create cipher context */
EncContext = PK11_CreateContextBySymKey(cipherMech, CKA_ENCRYPT,
SymKey, SecParam);
vl = PK11 _CipherOp(EncContext, bufl, &mp1 _outlen, sizeof(buf1),
32 ST yata here means
rve = PK1T_DigestFina cleartext mp1_outlen, &mp2 _outlen,
sizeof(bul T L L 1)
PK11_DestroyContext(EncContext, PR_TRUE);
result_len = tmp1_outlen + tmp2 _outlen;
if (rvl 1= SECSuccess || rv2 1= SECSuccess)
goto out;

fprintf(stderr, "Encrypted Data: ");

for (i=0; i<result_len; i++)
fprintf{stderr, "%02x ", buf1[i]);

fprintf(stderr, "\n");




VDB / VTRACE
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VDB / VTRACE
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class coBreakpoint({vtrace.Breakpoint):
def notifv{self, ewvent, tLrace}):

Esp = trace.getPegister{x86.REG ESF)

if enc flag:
# Encryption mode (zlear text is at Sth argument already)
ptr data = struct.unpack{”"l", apptrace.readlemory{Esp + =0, 4)})[U]
data len = struct.unpack{"l", apptrace.readfMemory{Esp + =4, 4))[U]
else:
# Decryption mode (clear text will he stored at Znd argument)
# Let it run until it hits the bhreakpoint at function's end

return

clear data = apptrace.readMemory{ptr data, data len)
Dutput_fd.writE{"SENDING:HH"}
hex dump{clear data)







QUICK RECAP

e PYTHON BASED:
- PAST PROTOTTPING BUT.
— DAMN SLOW
* INTEL PIN
— FAST AND INTELLIGENT BUT..
— CONVOLUTED
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