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LSEC

You're welcome to join us
to become
a leader in security

Ulrich Seldeslachts ,
Gent. Sentember 27th. 2013

Disclaimer

I’m not a security expert, | don’t want to be a security expert, but | want to understand to be able to explain. We address
security issues to others and help you to make others understand that there are many security challenges and
issues, to highlight some of them and to encourage people, organizations and institutions to do something about
them. | don’t know anything (or at least less than you) about botnets and I’m not planning to be an expert on
them. Please make me understand how this works and where you could help us with.
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About Information Sharing?

n EUROPEAN Hack victims urged to share the gory details

COMMISSION
Advanced Cyber Security Cener fosters voluntary informalion sharing among private
organizations as a way of staying ahead of the bad guys
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NSA Director: Information-Sharing Critical 2013/091213-hack
To U.S. Cybersecurity

DIRECTIVEC N GA Director and U. 5. Cyber Command chief Gen. Keith Alexander discusses challenges to
. protecting U.5. interests in cyberspace
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Information Sharing?

IODEF-extension for structured cybersecurity information
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Information Sharing

" Effective Cyber Threat Intelligence
and Information Sharing
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Information Sharing?
Language
Specify Capture Characterize Communicate
Cyber Threat Information
Community-driven
Consistency Clarity Support automation
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Information Sharing?

STIX

 other
Sources

s, e, oo
- sharing Cybar 3
| sensors ) Theeat
/ P
_K cwcrrut: mi | b ‘f— 4
N

o

Cylett Thizat Data
Potcy what o
o cybe P— spmh«lnl . (-
e el e —»- Indicator Patterns
lo-cvbwmm:s
(—» w ( A

(Managing Cyber Threat
mmm_. Response Activities

ver Theas

Sharing
Communities

Iternal Organizationsl seope | | _'f]'_
A

(ybermm.ﬂlnmr

Freucrsian

=
E“-"";:::“—, om-mmJ |m«l‘hm'—b m-m | ‘

- §T'I'x'|':'r'6v'idé5'a' common mechanism for addressmg structured cyber
threat information across and among this full range of use cases improving
consistency, efficiency, interoperability, and overall situational awareness.

© Leaders in Security — LSEC, 2013, Public, p 7 http://stix.mitre.org/ l_@ S E C

Information Sharing?

STIX

Trusted Automated eXchange of Indicator Information

The goal of TAXII is to facilitate the exchange of
structured cyber threat information

Designed to support existing sharing paradigms in a more
automated manner
Rei?

oA

TAXIl is a set of specifications defining the network-level
activity of the exchange
Defines services and messages to exchange data
Does NOT dictate HOW data is handled in the back-end, WHAT data is
shared or WHO it is shared with
TAXIl is NOT a sharing program

© Leaders in Security — LSEC, 2013, Public, p 8 http://stix‘mitre.org/ |—e s E E
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Information Sharing?

Consider these questions:
What activity are we seeing?

What threats should | look for on my
networks and systems and why?

Where has this threat been seen?
What does it do?
What weaknesses does this threat exploit?
Why does it do this?
Who is responsible for this threat?

What can | do about it?

© Leaders in Security — LSEC, 2013, Public, p 9
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Information Sharing?

GitHub

vz-isk /' VCDB

Browse Issues

No milestone selected

Labels

I Brexch
Dos
Defacement

J Enor

 Hacking

| Waware

| Misuse
Nesds Detais
Nezds Edit
Needs Review
Outage

1 Physical

I socal

1 Update

(L2

J entancemsnt

This repostiory -

Milestones

Everyone's Issues ]

fre

4
4
5
7
4
H
3
4

Search or type a command o

Explore Features Enterprise Blog

[m—
-234-

910pen | 304Closed  Sort Mewest ~

@ Factbox - Eleven cases of Americans charged criminally for media leaks

e by Bwidup 5 fours 290

@ LA County Sheriff's Warn of Gas Station Skimming Devices Found - Mobil
Openeg by EwBup 5 hours 330

@ DAMIAN LEWIS BLAMES HACKERS FOR HOMELAND LEAK - 20th Century Fox

Opened by Ewidup §

@ University employee fired for inadvertently emailing student data - Atiius
University E) CE3
Openes by swup 5

@ Barclays employee fined £3,360 for illegally accessing customer data
Opene by swoup &

@ HLTV.org Disrupted by DDOS Attack DOS

Openeg by EWp & hours 330

@ Website of Asian/Pacific/American Insitute at NYU Hacked and Defaced
=

Openes by EwOUp &

@ Palestine Ministry of Justice Website Hacked and Defaced by Jordanian Hacker
Daacement

4 Star

L Fork 2

o

|
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Information Sharing?

H Thia repository ‘Search or type a command Explore Features Enterprise Blog p Sign in
ign
vz-risk / VCDB 4 Star 0 P Fork 2
Browsekssues | Milstones [ Hew oo |
Back to issue list #1
o

@ blackfist opened this issue 14 hours ago
stolen laptop from partner organization

@ comments
[ blackfist is assigned No milestone Labels
Incident is being recresled in response to qulity sample 363 m

sches/documents/impaimment-sedgwick-201

ocuments/impaimment-resource
mpsinment%20Resources%20Notice.pof

1 partcipant i)

Sign up for free o join this discussion on GitHub. Already have an scoount? Sign in fo comment

https://github.com/vz-risk/VCDB/issues/371

© Leaders in Security — LSEC, 2013, Public, p 11 Le S E C

Information Sharing?

1. ldentifying attack factors

1. “CiSP has recognised trends within certain groups of
attackers and the means by which they infiltrate their victims”

2. Spear phishing emails continue to persist using topical subjects as
a means to fool recipients into opening the email and clicking on
the malicious contents.

3. Multiple members have been able to share the information they
have gathered, posts enriched, providing additional means of
prevention for other members in the form of indicators, and
attribution to a recognised attack group.

2. capability to provide actionable intelligence
3. Operational services such as risk mitigation, incident response, and
information sharing
4. Fast response on accurate, actionable and  relevant information
5. Empower business resiliency through security planning, disaster
response and recovery execution.
© Leaders in Security — LSEC, 2013, Public, p 12 L@ S E E
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Objective

1. Share knowledge on info-sharing models,
methodologies, best practices

2. Find info-sharing partners, learn from market
experiences

3. Develop info sharing platform in Belgium — build
support centers

4. Engage potential members

5. Find barriers to entry and capabilities
6. Find additional resources to moderate platforms
and provide
© Leaders in Security — LSEC, 2013, Public p 13 L@ S E C

Creating Security Awareness

1. Publications
2. Seminars, Conferences, Workshops
3. International representation

Virtual and Cloud
C

© Leaders in Security — LSEC, 2013, Public, p 14 L@ S E E
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About LSEC : Thought Leadership

© Leaders in Security — LSEC, 2013, Public, p 15
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http://www.lsec.be/index.php/expert/expert/c_cure_information_security_architects/
http://www.lsec.be/index.php/expert/expert/c_cure_information_security_architects/
http://www.lsec.be/index.php/expert/expert/zetes/
http://www.lsec.be/index.php/expert/expert/zetes/
http://www.lsec.be/index.php/expert/expert/is4u_identity_and_access_management/
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http://www.lsec.be/index.php/expert/expert/eid_company/
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http://www.lsec.be/index.php/expert/expert/rsa_security_division_of_emc/
http://www.lsec.be/index.php/expert/expert/unisys/
http://www.lsec.be/index.php/expert/expert/unisys/
http://www.lsec.be/index.php/expert/expert/zion_security/
http://www.lsec.be/index.php/expert/expert/zion_security/
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http://www.lsec.be/index.php/expert/expert/vasco/
http://www.lsec.be/index.php/expert/expert/securit/
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http://www.lsec.be/index.php/expert/expert/sealed/
http://www.lsec.be/index.php/expert/expert/mcafee/
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http://www.lsec.be/index.php/expert/expert/philips/
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http://www.lsec.be/index.php/expert/expert/microsoft/
http://www.lsec.be/index.php/expert/expert/emc2/
http://www.lsec.be/index.php/expert/expert/emc2/
http://www.lsec.be/index.php/expert/expert/deloitte/
http://www.lsec.be/index.php/expert/expert/deloitte/
http://www.lsec.be/index.php/expert/expert/cisco/
http://www.lsec.be/index.php/expert/expert/cisco/
http://www.lsec.be/index.php/expert/expert/certipost/
http://www.lsec.be/index.php/expert/expert/certipost/
http://www.lsec.be/index.php/expert/expert/verizon_cybertrust/
http://www.lsec.be/index.php/expert/expert/verizon_cybertrust/
http://www.lsec.be/index.php/expert/expert/ibm/
http://www.lsec.be/index.php/expert/expert/ibm/
http://www.lsec.be/index.php/expert/expert/ku_leuven/
http://www.lsec.be/index.php/expert/expert/ku_leuven/
http://www.lsec.be/index.php/expert/expert/aca_it_solutions/
http://www.lsec.be/index.php/expert/expert/aca_it_solutions/
http://www.websense.com/content/Home.aspx
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http://www.oracle.com/
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About LSEC : ACD Project & information sharing

Advanced Cyber Defence Center
I

anti-botnet pilot project

© Leaders in Security — LSEC, 2013, Public, p 17 l—0 S E I:

ACDC
&
The European Commission's

Cyber Security Strategy

Trust and Security
DG CONNECT - European Commission
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What Botnets do

Bot-herder Owner and Operator

Online Black Market

ﬂ // Identity theft
Spammer @ //V ﬂ

Spam runs

- 27 27 27
o7 &7
Phisher
BOTNET Phishing attacks
Thousands of =
compromised 9
computers -
Attacker
DDos attack on Web server

Spam and host Mahware to lure more nodes

© Leaders in Security — LSEC, 2013, for ACDC — public , p 19 Source : PCWorld L.G SEC

Fragmented response

Source : ENISA, 2012 : DG INFSO CIP PSP

© Leaders in Security — LSEC, 2013, for ACDC — public, p 20 20 Lo S E C
Theraes v dhceniny
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(@ AcDE

ECO Association of the German
Internet Industry

Technikon Forschungs- und
Planungsgessallschaft mbH

ACDCTeam

Atos Spain 5.A

Bulgarian Posts PLC

Croatian Acadsmic and
Research Metwork - CARNst
and Croatian National CERT

Romanian National Computer
Emergency Response Team -
CERT-RO & Romanian Partners

Cognitive Security s.ro.

Cassidian (EADS Company)

CyberDefcon

DE-CIX

DFMN CERT Services GmbH

Engineering Ingegneria I
Informatica

FCCHN - Foundation for Mational
Scientific Computing

© Leaders in Security — LSEC, 2013, for ACDC - public, p 21

@ AcDE Consortium Structure

28 partners — 14 member countries

zaterdag 28 september 2013

Fraunhofer FKIE

G Data Software AG

Institute for Internet  Security,

Gelsenkirchen
Applied Sciences

University  of

INTECO - National Institute of

Communication Technologies

KU Leuven

LSEC - Leaders in Security
Microsoft EMEA
SignalSpam

Telecom italia

Telefonica 1+D

University of Technology - Delft

XLAB  Razvej  programske
opreme in svetovanje d.o.o.

Fundacié Privada Barcelona
Digital Centre Tecnolagic

Istituto Superior:

re: Delle
Comunicazioni e

delle

Tecnologie dellinformazions

Montimage

21

e C O \\ ==STELECOM
. - i Wik TR v
Internet )
Services

Providers

—_

/‘\\

Banks and
other critical

k CERTs infrustructures

CARNet \

/ / Security

,/ Public Agencies - Tec]hnology i
{ evelopers an
\ B kA Integrators

\ Academia

\

—
Zi Fraunhofer
Fie

© Leaders in Security — LSEC, 2013, for ACDC — public, p 22

internet security.
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Component :Detect - Network Behaviour

Core Processina Self-Monitorina | | Auto-Adantion Policies
0 e Expioes Gt Biog Help Fouemmage [ X B
C Montimage / MMT_Security Gonewen© 3 W 1 Frem o
N
Flo Agplication Report: Traffic distribution per Appication or Protocol a8
& aponame e o] PiCont E———
IPFl
"4
Fiows
3
o
"
- B r. -
2 README.md ) file (pcap format).
to upload i
FEL. Try itt. Drag and drop the
MMT_SECU icon,or click here to get a
test trace
Versircf e WANT_Securly
© Leaders in Security — LSEC, 2013, for ACDC — public, p 23 23 I—e S E I:

Example

16,497 Newly Discovered Malware Samples (1 month)

Undetected b 13,256 samples Of those samples, 7,918
traditional AV venliiors generated Internet generated evasive traffic
traffic
© Leaders in Security — LSEC, 2013, for ACDC — public, p 24 Source : Palo Alto March 2013 24 LQ s E c
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Preliminary ACDC Results - impact

Weitere empfohlene Malnahmen

= ol ol R

Updates einspiclen

AT

http://www.check-and-secure.com
ki : 7|

ttps://www.check-and-secure.com/completion/_de/index.html '—0 S E E

© Leaders in Security — LSEC, 2013, for ACDC — public, p 25 h

Preliminary ACDC Results — impact

https://www.initiative-s.de/de/index.html

. ey
- 28 S
'“N|T|AT|VES eco @i
SpmimN
Startseite Schiitzen Saubern Uber das Projekt Teilnehmer Kontakt LB
Vorbeugen. Untersuchen. E
H H H SEITENCHECK
Sicherheit genieRRen.
Schitzen Sie Ihren Webauftritt und Ihre Besucher
vor unbemerkten Manipulationen und erhalten Sie
professionelle Hilfe. —~—~— Q{ SAUBERN
Geben Sie hier den Namen Ihrer Internetadresse ein
und registrieren Sie sich kostenlos.
‘ SCHUTZEN
(o} KOSTENFREI ANMELDEN
A
8008

Herzlich wilkommen beim Seiten-Check der

Initiative-S! TASK FORCE
IT-SICHERKEIT IN DER WIRTSGHAFT

LOSEC

© Leaders in Security — LSEC, 2013, for ACDC — public, p 26 https://www.initiative—s.de/de/index.html
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Preliminary ACDC Results —impact sharing

™

Effective Cyber Threat Intelligence
and Information Sharing

CXACD@ B ACDC STIX Demonstrator L@ S E E

Query:

wordpress.com| X

Query
[Jinclude testData?

STIX_Package:ID Created stix:Title Value
stix-package-cc5af045- Malware URL with potential
8ade-478d-b76b- [2013-09- malware sample from hitp: fbuytwi : com/
763d6804054f 19714:02.01.337361 CARNet Honeypot
sticpackage-cabffd7d- |0 o Malware URL with potential
c260-453a-9f7f- 19T14:01:48.882510 malware sample from http: fiwww martincrowed4 wordpress.com
a5b5476caabc CARNet Honeypot
stixpackage-41da7841- [0 Malware URL with potential
0889-4f37-961F 19T14:02:21.493909 malware sample from http:firussiancasino wordpress.com/
614a8be3f316 CARNet Honeypot

© Leaders in Security — LSEC, 2013, for ACDC — public, p 27 http://stix.mitre.org/ L! S E E

_L.ij_';(;f%cn@ STIX Demonstrator Architecture -

STIX Demonstrator
Tool System | —
1 eXist DB
Tool | | ResT N REST
e | e [ .
i ~ TLS port 443 i | Jetty
| | n
- Web i Indexes
g — |-
Web Interf V",) I
ebInterface \y i P i ST Documert

© Leaders in Security — LSEC, 2013, Public, p 28 Le s E c
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\ AcDE  STIX Demonstrator via REST L]

PUT method:
/ q ‘ +Validates the XML against the
STIX schema
*Stores the valid STIX
document

Tool STIX XML

DELETE method:
+Allows a tools to remove
‘ information that is no longer
valid

*Can only delete “own”
Tool documents

Query method:
*Allows contents of the
‘ database to be searched based
on STIX fragments

*GET method allows retrieval of

Tool full documents
© Leaders in Security — LSEC, 2013, Public, p 29 I—e S E E
(@ ACDE STIX Demonstrator via CLI E

mmm) REST

/ = py 7R

Tool createstix.py STIX XML

Also deletestix.py to provided a CLI for deleting information.

Interface documentation and the python CLI available
from the WP2 workspace.

© Leaders in Security — LSEC, 2013, Public, p 30 Le s E c
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Workshop Sharing Exercise

self-awareness in relation to sharlng sensitive information

* Sensitive : information which carries an element of risk to
you as a person but could benefit another

* based on a model for sharing which came from some recent
research conducted among a number of sharing forums in
the UK

* assessment contains a number of statements, printed on
cards

* sortinto two piles

* from your viewpoint the statement is true they go on
the TRUE pile

* Other cards go on the FALSE pile

* take no longer than 10 minutes to complete

* atthe end, you can analyse your results and see a
visual representation

© Leaders in Security — LSEC, 2013, Public, p 31 L@ S E C

Workshop : Sharing Exercise

> ¥ Waning, advice

i & reporting point
Trust is vitally important in a * WA R P
community. | am confident 2 ¥ Warning, advice
that others will act in good ot &reporting point

faith because we all gain from
sharing in the long term.

TRUE

* Be able to make judgements :
* Trustin the person with whom you are sharing;
* Value of the information you are sharing;
* Effort you need to expend to share;
* Reward you would expect from sharing.

© Leaders in Security — LSEC, 2013, Public, p 32 L@ 5 E E
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Workshop : Sharing Exercise

Vh -1 know that what |
share will help others

Tc-1know I can 3|

control what v 'J‘::‘;‘;
:‘:h ore 3 th what information is
2 Important
1
Ti-1know Trust— Value
others will act i Er - I know how to
with my v get the information
interests at Reward * Effort to the right people
heart / \
RE- 1 know Ee -I1know I am
| am trustworthy empowered to share

Rr - know others
will reciprocate

For example:
Assess yourself.
© Leaders in Security — LSEC, 2013, Public, p 33 L@ S E C

Information Sharing

. ISACs Sector approach

Eg FS-ISAC, ISACs in NL

* Trusted entities established by CI/KR owners
and operators.

* Comprehensive sector analysis

* Reach-within their sectors, with other sectors,
and with government to share critical
information

e All-hazards approach

* Threat level determination for sector

© Leaders in Security — LSEC, 2013, Public, p 34 L@ 5 E E
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ISACs

Communications ISAC

Electricity ISAC

Emergency Management & Response ISAC
Financial Services ISAC

Highway ISAC

Information Technology ISAC

Maritime ISAC

Multi-State ISAC

rs in Security — LSEC, 2013, Public, p 35 L®SEC

ISACs

Private & Confidential

National Health ISAC

Public Transit ISAC

Real Estate ISAC

Research and Education ISAC
Supply Chain ISAC

Surface Transportation ISAC
Water ISAC

aders in Security — LSEC, 2013, Public, p 36 L-o S E E

zaterdag 28 september 2013
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ISAC EXAMPLE: FS-ISAC Information
Sharing and Analysis Tools for Members

* Cyber &Physicalalerts  « Bj-weekly Threat calls
from 24/7 Security Ops

* Special info sharing
Center

member conference calls

* Briefings/white papers * Crisis Management

* Risk Mitigation Toolkit process— CMLT, CINS

* Document Repository + Semi-annual conferences
* Anonymous Submissions « \\ebinars

* Committee Listservs * Regional Program

* Member surveys * Viewpoints

Electricity ISAC

* The ES-ISAC’s coverage includes bulk power system
entities and 18 Reliability Coordinators and covers
the entire continental United States and Canada

* Working on developing the necessary
communication and participation with non-bulk
power system entities and their critical suppliers

* www.esisac.com

L°SEC
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Financial Services ISAC

* The only industry forum for collaboration on critical
security threats facing the financial services sector

* Over 4,200 direct members and 30 member
associations

* Ability to reach 99% of the banks and credit
unions and 85% of the securities industry, and
nearly 50% of the insurance industry

* www.fsisac.com

© Leaders in Security — LSEC, 2013, Public, p 39 L®SEC

Information Technology ISAC

* Reaches 90% of all desktop operating systems,
85% of all databases; 76% of the global
microprocessor market; 85% of all routers and
65% of software security

* Www.it-isac.org

© Leaders in Security — LSEC, 2013, Public, p 40 L-o S E E
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National Health ISAC

* The NH-ISAC serves to protect the nation's
healthcare and public health critical infrastructure
against security threats and vulnerabilities.

* Founded in 2010 leveraging Center for
Technology Innovation at Kennedy Space Center

* Healthcare and Public Health organizations
* www.nhisac.org
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DNS Cache Poisoning

When the DNS Cache Poisoning vulnerability was
discovered in July 2008, ISACs alerted each
other and shared mitigation strategies:

— Sector Call

— Information Sharing via ListServ

— Information Sharing via trusted relationships
— Weekly Inter-ISAC calls

— Joint Bulletin published by IT, Communications
and FS ISACs
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/(@ acoe Support Center : botvrij.be 'H

1. Under developments
2. Key Roles
« first point of contact of victims suspecting cybercrime
* resource of:
» Information and knowledge for prevention
* Awareness
+ Dissemination
« Interact directly with end users — first level support
3. Tools:
« Initiative-S: scan websites for possible infection
« Botvrij.be: inform about botnets, clean infected computer clients, prevent future
infections
* ABBZ Anti Botnet Advisory Center : national support center consisting of a
website and an user helpdesk with telephonic support
4. Business Service : sharing platform
5. Other services:
*  Support forum
» Social network
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NOT THE END

More information and follow-up

www.acdc-project.eu

This presentationandotherstuff (follow the BruCon link tomorrow) :

www.lsec.be -
gm} 7 G i

European
Commission

_ QorC
W] =9 Ulrich Seldeslachts

agentschap voor Innovatie
door Wetenschap en Technologie

§ Flanders Investment & Trade +32 475 71 3602
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._:'_-CACD@ Links to Policy Documents

* Council conclusions on Critical Information Infrastructure Protection

* Commission Communication on Critical Information Infrastructure Protection — "Achievements and
next steps: towards global cyber-security" - COM(2011) 163

* Digital Agenda for Europe - COM(2010)245 of 19 May 2010

* The EU Internal Security Strategy in Action: Five steps towards a more secure Europe COM(2010)673

* Commission Communication on Critical Information Infrastructure Protection — "Protecting Europe from
large scale cyber-attacks and disruptions: enhancing preparedness, security and resilience" -
COM(2009) 149
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mailto:ulrich@lsec.be
http://register.consilium.europa.eu/pdf/en/11/st10/st10299.en11.pdf
http://ec.europa.eu/information_society/policy/nis/docs/comm_2011/comm_163_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2010:0245:FIN:EN:PDF
http://ec.europa.eu/commission_2010-2014/malmstrom/archive/internal_security_strategy_in_action_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF

