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About me

Senior Security Consultant at |OActive

Fuzzing & programming enthusiast

Computer systems engineer (not neuroscientist)
Passionate about security (~12 years now)
From Chiapas, Mexico

o Jo I To T

\'-\.-\.-\.—’
\\. '_r_
ANV Tt MEXICO
NN AVESAY
A A
oA A}
AN T
AR /
SN N I
AT I

A | u
’ v __+._ 0%—_\——= here | Ive
I0Active, Inc. Copyright E2015. All Rights Reserved. T aa vy ™


http://www.ioactive.com/

Agenda

Why this talk?
Neuroscience 101
EEG / Brain Waves
(In)security aspects
I Design
I Encryption
I Authentication
I Resilience
I The "Tower of Babel" of EEG file formats
I Misc
A Regulatory compliance / best practices for digital EEG

A Conclusion / further research IOAct'
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This Is NOT an invasive-BCl talk to
become Johnny Mnemonic
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Why this talk?

A Nowadays we mostly care about
I Computer/Network/Information security
I Mobile security
I ICS/SCADA security
I Car security
I 10T security

I What about our biosignals?
A Any signal generated by our bodies
A EKG, EMG, MMG, MEG, EOG
A EEG (brain signals)

I Acquisition, storage, processing and
transmission
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Why this talk?

A EEG tech is being adopted more and more

A Brain stuff is cool, specially in
I Cyberpunk movies
I Sci-Fi literature
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Neuroscience 101

A Cerebral cortex
I The outer layer
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Axons and
dendrites from
various layers

To other
arts of
rain
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-* matter
Descending
nerve fibres
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Neuroscience 101

A Lobes

Primary somatic
sensory cortex

Primary motor cortex

Skeletal Motor association area

miisscle (premotor cortex and Parietal lobe | Sensory information
movement supplementary motor from skin,
cortex) Sensory musculoskeletal
association system, viscera,
. and taste buds

\ - Visual association

Frontal lobe area
Occipit — Vision
— Prefrontal aliohe,
association Visual cortex

ﬁm:;;‘n’f om Auditory association
other association e —Hearing
areas, controls Auditory cortex
some behaviors
Olfactory
Reasoning skills Smell s
Copyright © 2007 Pearson Education, Inc., publishing a5 Banjamin Cummings, Flg 9-15
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Neuroscience 101

A Neurons
I Electrically excitable cells

I Processes and transmits information through
chemical and electrical signals

Cell body

Telodendria

Axon hilm Synaptic terminals

b/ Golgi apparatus
Endoplasmic L
reticulum .
~
Mitochondrion Dendrite

AY
/ \Q Dendritic branches
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Neuroscience 101

A Synapse
I The pass of chemical or electrical signal to another cell

I A .
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Neuroscience 101

The Effects of Drugs and Disease on Synaptic Transmission

NORMAL + CAFFEINE CAFFEINE

At synapses where adenosine is the
primary neurotransmitter, a high
postsynaptic firing rate leads to
sleepiness. Caffeine inhibits sleepiness
by inhibiting adenosine
neurotransmission.

Postsynaptic Neuron
Firing Rate Comparison

100% 40%
NORMAL +CAFFEINE

The Effects of Drugs and Disease on Synaptic Transmission
http://outreach.mcb.harvard.edu/animations/synapse.swf
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Neuroscience 101

A Want more?
i Googl e hdmanrtain is $0 complexo

T http://www.med.harvard.edu/AANLIB/

the whole
brain

IaS

Keith A. Johnson, M.D.

J. Alex Becker, Ph.D. I B [
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Neuroscience 101

hR-PD

hR-T2

SPECT-Tz
o JDays
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Neuroscience 101
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EEG / Brain Waves

A Invasive vs Non-invasive

Fig. 2.1 Different types of
sensors most commonly used
in BCI research. A:
Electrodes are placed
non-invasively on the scalp
(electroencephalography
(EEG)). B: Electrodes are
placed on the surface of the
brain (electrocorticography
(EC0G)). C: Electrodes are
placed invasively within the
brain (single-neuron
recordings). (From [112])

Schalk, Gerwin, Mellinger, Jirgen. (2010). A Practical Guide to Braini
Computer Interfacing with BCI2000. General-Purpose Software for Brain-
Computer Interface Research, Data Acquisition, Stimulus Presentation,
and Brain Monitoring. 1t Edition. Springer-Verlag London.
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EEG / Brain Waves

A Invasive vs Non-invasive
T Invasive

How Brain-Computer Interfaces Work

22007 HowStufWorks

How Brain-Computer Interfaces Work
©2007 HowStuffWorks

Targst [ ] I8 patient mentally
visualizes the cursor

reaching the target

Electrode
translates
v‘a Jsignal

9 The computer monitor
displays the interpreted
thought activity

/!

9 The brain activity
is interpreted by
computer software
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EEG / Brain Waves

A Invasive vs Non-invasive

I Invasive
A E.g. BrainGate

R |
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http://www.braingate.com/press.html

EEG / Brain Waves

A Invasive vs Non-invasive
I Non-invasive: EEG is the most used non-invasive
method
A EEG (Electroencephalography)
i Electrodes on the scalp
A Not MRI (Magnetic Resonance Imaging)
A Not TMS (Transcranial Magnetic Stimulation)

o m—

IOActive.
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EEG / Brain Waves

A What is EEG?

i NRepresentation over ti me
electrodes recorded at different regions of the brain.
The EEG is produced by synaptic activity of cortical
neurons. O

dedefd o,
\
|
-
|

Krauss, G., Fisher, R., Kaplan, P. (September 1st, 2011). The Johns Hopkins
Atlas of Digital EEG: An Interactive Training Guide. 2nd Edition. Johns

[
Hopkins University Press. I A IV
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EEG / Brain Waves

A What is EEG?

T Ease of use non-invasive method to measure the brain
activity over time

I Susceptible to noise

IOActive.
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EEG / Brain Waves

A What is EEG?

I Arhe current brain technologies are like trying to
listen to a conversation in a football stadium from a
bl i mpobn Donoghue

Disruptions: Brain Computer Interfaces Inch Closer to Mainstream
http://bits.blogs.nytimes.com/2013/04/28/disruptions-no-words-no-gestures-

just-your-brain-as-a-control-pad/
IOActive, Inc. Copyright E2015. All Rights Reserved.
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EEG / Brain Waves

A Brain waves / Frequencies

I EEG activity is quite small, measured in microvolts
(UV) with the main frequencies of interest up to
approximately 30 Hertz (Hz).

IOA .
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Physically and
mentally relaxed,
awake but drowsy

GAMMA

30 Hz and above Heightened perception <
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EEG / Brain Waves

A Electrodes / Montages
I 10-20 System (Internationally recognized method)

10/20 System Electrode Distances
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EEG / Brain Waves

A Electrodes / Montages
I 10-20 System (Internationally recognized method)
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EEG / Brain Waves

A ADC (Analog to Digital conversion)
I Brain Waves = Analog Signals
I Digital EEG = Digital Signals
A Filters and amplifiers in between

IOActive.



EEG / Brain Waves

A Sampling

SHz Sine
T

5 Hz wave

9 Hz sampling

L 1
0.5 06
Time (s)

7 Hz sampling

I I |
0.5 06 07
Tirre (5)

Gotman, J. Digital EEG - From Basics to Advanced Analysis. ™
Montreal Neurological Institute. McGill University. IOACtlve
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A Patterns / Artifacts

Fpl1-F7

F7-T7

T7-P7

P7-01

Fp2-F8

F8-T8

T8-P8

P8-02

EEG / Brain Waves
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EEG / Brain Waves

A Patterns / Artifacts
I E.g. Stages of sleep

Awake NREM sleep REM sleep

Stage 1 Stage 2 Stages 3 and 4

EEG »«mw\m\w\
High
[—]

Level of

consciousness ey R —
—_
Tonic REM
Low with periods of
Type of sleep Light Intermediate Slow-wave phasic activity

S0 minute cycles throughout the night

Nature Reviews | Immunology
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EEG / Brain Waves

A Patterns / Artifacts

I Artifacts: EEG recording events not due brain activity
A Eye movement / fluttering
A Blinking
A Sweating
A Muscle movements
A Electrode shake
A Etc. etc. etc.
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EEG / Brain Waves

A Patterns / Artifacts

Atlas of .
FEG
PATTERNS

John M. Stern
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EEG / Brain Waves

A Acquisition
T Commercial

A Clinical use

I Expensive hardware
(thousands of USD)

A Cheap hardware
I NeuroSky MindWave
I EMOTIV EPOC
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EEG / Brain Waves

A Acquisition
I Non-commercial
A OpenEEG
A OpenBCl

A Many open
source software

. ' C — -
IOActive, Inc. Copyright E2015. All Rights Reserved. ctlvem



EEG / Brain Waves

A Acquisition
T Demo: Visualization of brain waves with
NeuroSky MindWave
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