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About me
Å Senior Security Consultant at IOActive

Å Fuzzing & programming enthusiast

Å Computer systems engineer (not neuroscientist)

Å Passionate about security (~12 years now)

Å From Chiapas, Mexico

http://www.ioactive.com/
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Agenda
Å Why this talk?

Å Neuroscience 101

Å EEG / Brain Waves

Å (In)security aspects

ï Design

ï Encryption

ï Authentication

ïResilience

ï The "Tower of Babel" of EEG file formats

ïMisc

Å Regulatory compliance / best practices for digital EEG

Å Conclusion / further research
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This is NOT an invasive-BCI talk to 

become Johnny Mnemonic
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Why this talk?

Å Nowadays we mostly care about

ïComputer/Network/Information security

ïMobile security

ï ICS/SCADA security

ï Car security

ï IoT security

ïWhat about our biosignals?

ÅAny signal generated by our bodies

ÅEKG, EMG, MMG, MEG, EOG

ÅEEG (brain signals)

ïAcquisition, storage, processing and 

transmission



IOActive, Inc. Copyright É2015.  All Rights Reserved.

Why this talk?

Å EEG tech is being adopted more and more

Å Brain stuff is cool, specially in 

ï Cyberpunk movies

ï Sci-Fi literature



IOActive, Inc. Copyright É2015.  All Rights Reserved.



IOActive, Inc. Copyright É2015.  All Rights Reserved.



IOActive, Inc. Copyright É2015.  All Rights Reserved.

Neuroscience 101

Å Cerebral cortex

ï The outer layer
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Neuroscience 101

Å Lobes
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Neuroscience 101

Å Neurons

ï Electrically excitable cells

ï Processes and transmits information through 

chemical and electrical signals
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Neuroscience 101

Å Synapse

ï The pass of chemical or electrical signal to another cell



IOActive, Inc. Copyright É2015.  All Rights Reserved.

Neuroscience 101

The Effects of Drugs and Disease on Synaptic Transmission

http://outreach.mcb.harvard.edu/animations/synapse.swf

http://outreach.mcb.harvard.edu/animations/synapse.swf
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Neuroscience 101

Å Want more?

ïGoogle hint: ñhuman brain is so complexò

ï http://www.med.harvard.edu/AANLIB/

http://www.med.harvard.edu/AANLIB/
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Neuroscience 101
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Neuroscience 101
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EEG / Brain Waves

Å Invasive vs Non-invasive

Schalk, Gerwin, Mellinger, Jürgen. (2010). A Practical Guide to Brainï

Computer Interfacing with BCI2000. General-Purpose Software for Brain-

Computer Interface Research, Data Acquisition, Stimulus Presentation,

and Brain Monitoring. 1st Edition. Springer-Verlag London.
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EEG / Brain Waves

Å Invasive vs Non-invasive

ï Invasive
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EEG / Brain Waves

Å Invasive vs Non-invasive

ï Invasive

ÅE.g. BrainGate

http://www.braingate.com/press.html
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EEG / Brain Waves

Å Invasive vs Non-invasive

ïNon-invasive: EEG is the most used non-invasive 

method

ÅEEG (Electroencephalography)

ïElectrodes on the scalp

ÅNot MRI (Magnetic Resonance Imaging)

ÅNot TMS (Transcranial Magnetic Stimulation)
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EEG / Brain Waves

Å What is EEG?

ïñRepresentation over time of the voltage generated by 

electrodes recorded at different regions of the brain. 

The EEG  is produced by synaptic activity of cortical 

neurons.ò

Krauss, G., Fisher, R., Kaplan, P. (September 1st, 2011). The Johns Hopkins 

Atlas of Digital EEG: An Interactive Training Guide. 2nd Edition. Johns 

Hopkins University Press. 
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EEG / Brain Waves

Å What is EEG?

ï Ease of use non-invasive method to measure the brain 

activity over time

ï Susceptible to noise
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EEG / Brain Waves

Å What is EEG?

ïñThe current brain technologies are like trying to 

listen to a conversation in a football stadium from a 

blimpò -- John Donoghue

Disruptions: Brain Computer Interfaces Inch Closer to Mainstream

http://bits.blogs.nytimes.com/2013/04/28/disruptions-no-words-no-gestures-

just-your-brain-as-a-control-pad/

http://donoghue.neuro.brown.edu/
http://bits.blogs.nytimes.com/2013/04/28/disruptions-no-words-no-gestures-just-your-brain-as-a-control-pad/
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EEG / Brain Waves

Å Brain waves / Frequencies

ï EEG activity is quite small, measured in microvolts 

(µV) with the main frequencies of interest up to 

approximately 30 Hertz (Hz).
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EEG / Brain Waves

Å Electrodes / Montages

ï 10-20 System (Internationally recognized method)
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EEG / Brain Waves

Å Electrodes / Montages

ï 10-20 System (Internationally recognized method)
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EEG / Brain Waves

Å ADC (Analog to Digital conversion)

ï Brain Waves = Analog Signals

ïDigital EEG = Digital Signals

ÅFilters and amplifiers in between
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EEG / Brain Waves

Å Sampling

Gotman, J. Digital EEG - From Basics to Advanced Analysis. 

Montreal Neurological Institute. McGill University.
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EEG / Brain Waves

Å Patterns / Artifacts



IOActive, Inc. Copyright É2015.  All Rights Reserved.

EEG / Brain Waves

Å Patterns / Artifacts

ï E.g. Stages of sleep
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EEG / Brain Waves

Å Patterns / Artifacts

ï Artifacts: EEG recording events not due brain activity

ÅEye movement / fluttering

ÅBlinking

ÅSweating

ÅMuscle movements

ÅElectrode shake

ÅEtc. etc. etc.
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EEG / Brain Waves

Å Patterns / Artifacts
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EEG / Brain Waves

Å Acquisition

ïCommercial

ÅClinical use

ïExpensive hardware 

(thousands of USD)

ÅCheap hardware

ïNeuroSky MindWave

ïEMOTIV EPOC
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EEG / Brain Waves

Å Acquisition

ïNon-commercial

ÅOpenEEG

ÅOpenBCI

ÅMany open 

source software
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EEG / Brain Waves

Å Acquisition

ï Demo: Visualization of brain waves with 

NeuroSky MindWave

http://neurosky.com/

