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Hacking	Popularity





Easy	Hacking



Explaining	99%	of	breaches



End-Users



Establish	teams



Castle	and	Archers















Technology	over	
Talent





AUTOMATION



When	are	we	going	to	be	
John	Henry	vs.	the	

Machine?
-Chris	Nickerson







PUPPY	MILLS



I	do	believe	this	industry	
is	headed	for	a	crash.	–

John	Strand







Red	and	Blue	
Working	
Together







Standardize



Good	Ideas	- Defense
• Disabling local administrator accounts, or randomizing.
• Rotating domain admin account passwords.
• EMET deployed to systems on perimeter and endpoints.
• AppLocker to disallow PowerShell execution for normal 

users.
• Disallowing executables to be run through TEMP and other 

directories.
• Network segmentation of user workstations.
• Focus on detection capabilities over anything. 
• Removing basic attack vectors just defaults. 






