Leveling




o A~
?




“contact”: {
“email”: “mhillick@riotgames.com”,
“twitter”; “@markofu”

},
“work™: {"Riot Games™: "LoL” , "cert” : {"GIAC GSE”: true},
"life”; {"Everything”: "busy”} },

“tags”: [ {"infosec”: 13, {"challenge”: 13, {"IR": 13, {"growth™: 13,
{"scale”: 1}, {"tons of damage™: 1}, {"fun™; 1},
{"DDoS™: 1} ],

“learning”; [ {"Riot”; true}, {"Industry”™: "so much change”},

{"Sharing”: true} ]
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Important Security Update and Password Reset

BY TRYNDAMERE

The security of your information is critically important to us, so we're really sorry to share that a
portion of our North American account information was recently compromised.

What we know: usernames, email addresses, salted password hashes, and some first and last names
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Related Content

Privacy policy update

Digital RP Codes on Amazon

Riot Games Engineering Blog
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The first recipients of the reward are Rioters who saw something suspicious, went above and beyond to make their project as
secure as possible, or helped Riot as a whole stay secure. These awesome dudes & dudettes will receive a token of our

appreciation tha hes their mega-sized dedication to security!

Here’s the first batch of Rioters who received our Gnarly Security Award!
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Technology /... / RFC Library

RFC 0242 - Secure Office

(¥ Created by Jason Clark, last modified by Cameron Dunn on Apr 28, 2015

SECURE OFFICE

Action Items

By accepting this RFC, you agree to:

« Strive to implement a secure infrastructure in your office

« Strive to maintain an infrastructure that enables InfoSec to have visibility to aide in Incident Response

« Strive to protect the resources and Intellectual Property in your office as outlined by this rfc

« Strive to ensure that all engineers in your office are familiar with the security practices outlined in this rfc and that training is received when applicable

Problem Statement

As Riot grows its physical footprint, creating a baseline design for a secure office becomes increasingly important in order to maintain the confidentiality of our Intellectual Property and to offer a secure foundation on which to build additional products and teams.
Version History / Status
> Click here to expand...

Stakeholders

> Stakeholders

Criteria

~ Assumptions
Category Criteria Description
General Security ~ Only offices that require access to Riot IP will have access to it.

Security Logical controls are in place around centralized resources so that the default access policy is drop
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Secuiricy @fnm

AWS Audit ; Sightstone ; Network Scanner



AWS Audits

EC2 Instances

CloudTrail Events

Reports

Required Tags

Old EC2 Instances

Admin

Accounts

EC2 Instances

Stopped With Public IP

Running

2547 30.0%

Miscellaneous

235 12041 95585

RFC 26 Compliance



AWS Official Blog

Amazon Inspector — Automated Security Assessment Service

Amazon Inspector, Re:lnvent | Permalink

As systems, configurations, and applications become more and more complex, detecting potential security and compliance issues can
be challenging. Agile development methodologies can shorten the time between “code complete” and “code tested and deployed,” but
can occasionally allow vulnerabilities to be introduced by accident and overlooked during testing. Also, many organizations do not have
enough security personnel on staff to perform time-consuming manual checks on individual servers and other resources.

New Amazon Inspector
Today we are announcing a preview of the new Amazon Inspector. As the name implies, it analyzes the behavior of the applications that
you run in AWS and helps you to identify potential security issues.

Amazon Inspector
Amazon Inspector enables you to analyze the behavior of the
applications you run in AWS and helps you identify potential security
issues.
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THE HUNT IS ON: INTRODUCING 107°S
BUG BOUNTY PROGRAM

Posted on 11-21-14
S =B %W ¥

HUNT 3 ON

There it was, a vulnerability that a Rioter had missed, an obscure weak point on the

. With enough savvy, a malicious hacker could steal another player's identity on forums and make
posts to impersonate them. We're not talking full-blown identity theft or account hijacking, but a pretty
serious vulnerability nonetheless. And definitely something we should fix as soon as possible.
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= HackerOne Dashboard

GAMES

STATISTICS

General Stats
Bug Types
Researcher Statistics
Initiatives
Teams

Products

iS Stats

KPI stats of all time
# Days
Average time

Number of Bugs

General Stats

Years

iS Tickets

iZ Jira Ticket Issues

Acknowledgement  Verification
1.7 11.18
593 429

All j

KPI stats of the last 30 days

Duplicate  Fix # Days Acknowledgement
8.32 49.49 Average time 0.41

89 275 Number of Bugs 68

Submit Query

Verification

5.70

50

Duplicate

8.99

Fix

22.41

21

Version: 0.0.13
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EC2 Dashboard
Events

Tags

Reports

Limits

INSTANCES
Instances

Spot Requests
Reserved Instances

IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK STORE
Volumes

Snapshots

NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups

Launch Instance
4

Actions v

Q Filter by tags and attributes or search by keyword

Name v

frontend-wor...
irc-jumpbox
front-end-dvwa
Kali01
infosec-ircd
front-end-Pw...
Scoreboard
front-end-no...
front-end-for...
jump-box
infosec-ircd-...
nat-gateway

backend-mysql

Instance ID ~

i-d3f64011

i-5ea2d09¢c
i-aa18af68
i-4919ae8b
i-d70a9615
i-84dabcd6
i-4c82318e
i-2b64d2e9
i-a918aftb
i-d007b012
i-d60a9614
i-abe75169
i-139828d1

Instance Type ~

m1.small
t2.small
m1.small
m3.medium
t2.small
t2.medium
t2.micro
m1.small
m1.small
m1.small
t2.small
m3.medium

m1.small

Availability Zone ~

us-west-1c
us-west-1c
us-west-1c
us-west-1c
us-west-1c
us-west-1c
us-west-1c
us-west-1c
us-west-1c
us-west-1c
us-west-1c
us-west-1c

us-west-1c

Instance State ~

@ running
@ running
@ running
@ running
@ running
@ running
@ running
@ running
@ running
@ running
@ running
@ running
@ running

Status Checks ~

& 2/2 checks ...
& 2/2 checks ...
& 2/2 checks ...
& 2/2 checks ...
& 2/2 checks ...
& 2/2 checks ...
& 2/2 checks ...
& 2/2 checks ...
@ 2/2 checks ...
& 2/2 checks ...
& 2/2 checks ...
& 2/2 checks ...
& 2/2 checks ...

Alarm Status

None
None
None
None
None
None
None
None
None
None
None
None

None
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- Engage, Align & Support

Learn & Iterate

Remember Your Audience






