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Smart Sheriff, Dumb ldea

The wild west of government assisted parenting

presented by:
Abraham Aranguren - @7a_
Fabian FaBler - @samuirai




A story about a Korean law...

* Some background information

« Case MOIBA: Smart Sheriff, Smart Dream
« Case mobile operators: KT, LGU, +SKT

* What now?

,In the end we hope you share our disbelieve*



Takeaways from this talk

* Insight into South Korean culture and politics

* Some basics in Android reversing

* Difficulties with the ethics of disclosing issues



Who are we? @) CUIr

Abraham Aranguren (@7a_) - blog.7-a.org
OWASP OWTF Project leader - owtf.org
abraham@cure53.de

Fabian FaBler (@samuirai) - smrrd.de
fabian®@cureb53.de

Cureb3 is led by handsome Mario Heiderich (@20x6D6172696F).
Bullshit free pentests, sometimes public &

https://cureb3.de/#publications



http://blog.7-a.org/
///ppt/slides/owtf.org
http://smrrd.de/
https://cure53.de/#publications

Why did we do this”

OpenNet Korea brought this to Citizen Lab
http://opennetkorea.org/

Citizen Lab, Toronto

"Citizen Lab Summer Institute on Monitoring Internet
Openness and Rights 2015

http://citizenlab.org/

Open Technology Fund supported it
https://www.opentech.fund/



http://citizenlab.org/
https://www.opentech.fund/

Once upon a time...

... in a country far far away.



South Korea — Ssmartphone

Usage
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... the country with the highest Smartphone usage on the planet!

Source: Spring 2015 Global Attitudes survey. Q71 & Q72.



South Korea — Child Protection
L aws

Article 32, Section 7 of Korean Telecommunications
Business Act

mobile network operators have to provide adult content
filtering service for legal minors

Introduced 15.10.2014



South Korea — Child Protection
L aws

Article 32, Section 7 of Korean Telecommunications
Business Act

mobile network operators have to provide adult content

filtering service for legal minors
Introduced 15.10.2014

Implementation Details Article 37, Section 8
Notify children and parents about features of the blocking
Monthly notification if the blocking means was deleted or
had not been operated for more than 15 days

Introduced 14.04.2015



South Korea — Mandatory apps

Mandatory installation of a surveillance app when the
phone is purchased for a teenager.



South Korea — Mandatory apps

Mandatory installation of a surveillance app when the
phone is purchased for a teenager.

No opt-out.




South Korea — Mandatory apps

|

apps have Yo be="
o'.“..ll‘d on
Juveriles’ phones

Photo: Lee Jin-man/Associated Press



Mobile Internet Business Association (MOIBA)

The Korean Communications Commission (KCC) gave MOIBA
USD $2.7 million to create these mandatory apps




MOl

BA - Smart Sheriff / Smart Dream

MOIBA created 2 mobile apps

208
A\ (,:\:?P =%
'S- ok
Smart Sheriff Smart Dream

(mandatory) (additional service)



Alternative Korean Child Protection Apps

22 XHHE Y =2
¢ KT COFPOI’athnI https:// q KT Corporation 2401 5 2 £ - .
o

play.goosgle.com/store/apps/details? | o s
id=com.kt.ollehkidsafe ' o

TH 4 W QAL

i SKTelecom: httQS// SKTelecom 2§05 A€}y *d

play.google.com/store/apps/details?
id=com.skt.thug.hazard

3 usK: UHOIE 2

A

: U+ XHAZ X[ Z 0]
e LG U+: https://play.google.com/ LOBEEIA00 Uphus Coporstion)  Z10|ZAEHE .
store/apps/details?

id=com.lguplus.cleanmobile

Pousk: Mol 87t



https://play.google.com/store/apps/details?id=com.kt.ollehkidsafe&hl=ko
https://play.google.com/store/apps/details?id=com.skt.thug.hazard&hl=ko
https://play.google.com/store/apps/details?id=com.lguplus.cleanmobile&hl=ko

Smart Sheriff: Parent vs. Child mode

* Operating mode chosen on first usage
« Parent-Mode: Smartphone usage management
 Child-Mode: For filtering and activity monitoring

Ps000

Activate device administrator?

Parent Child



Smart Sheriff: Block phone access

L/"_g\_/y:;',&,e HOME | Crirenchoics | Addchid mgistasion

Use time management App management Web Site Management

And child-instalied apps and infermnet siies can use the time of!
{off e after setting Lisslection bution)
and use time blockdng speciiic apps are avallabio at <app management>(") hours off each dlay of tThe woolk:. www

" Parentofime Parents can deny phone
S— g access for certain times
18:00 ~ 24:00 % | fOI‘ the Ch]ld

Logout Change password TYeorms of Use FAQ



Smart Sheriff: Ins

See installed apps on
child’s phone and deny
or enable access to
them.

alled apps

C 2!‘2!1' HOME | Crikhenchoion | Add child mghstion
Use time management App management Web She Management

And child -nstafled apps st

and 10 block use <OFF «-Ohos, the

Tounblock <ON = OFF>change ") App Name is selectod, <aepbyeci hours ofts Setting svadiabie (off Sy
Aer inputt seloction bution) (ON off state, OFF- state svadinbie)

Tocheck the lxtost st refresh |, press the bution.

App name

® KakaoTalk

# Cacao page

Hangouts

Effects applied Voice Changer

900666

5 After the squall

Logout Crange password Torms of Use FAQ




Smart Sheriff: Websites

(/’\Qiié_.@ HOME | Cridwnchokn | Add child mglsttion
T _——
Use time management App management Web She Management
And child -instaled apps st
and 10 block use-<OFF «» Ofts, the

Tounblock <ON = OFF>change (") App Name is selectod, <aepbyeci hours oft> Setting avaliabie (off Sy
Aherinpet selection bution)) (ON off state, OFF- state svalinbie)

Tocheck the lxtost st refresh |, press the buion. m

App name

T

© KakaoTalk

# Cacao page

Hangouts

Effects applied Voice Changer

06686:

5 After the squall

Logout Crange password Torms of Use FAQ

Manage/Block access to
websites.

Implemented in the app,
but not usable by parent.



Sensitive Data — Smart Sheriff (+others)

« Family Association (Parent - Child)
* Children‘s names, birthdays

* Installed apps and usage statistics
(time browsing or playing games)

* Visited/Blocked URLSs

Smart Dream

* Private SMS and KakaoTalk messages (!)



Round 1 — Setup Challenges
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anguage  Barrier

unpack, translate,
repack with apktool

7 selection regions

http://ibotpeaches.github.io/Apktool/



http://ibotpeaches.github.io/Apktool/

Language  Barrier

strings.xml

unpack, translate,
repack with apktool

stnings_transiated.ml

op_name” >smart sherrifi</ >
4 e="device no e">Please activate security policies to
manage your child's smartphone.</ s

< e="restric removal of smartsheriff">"

[Smart sheriff's]
service is deleted is forbidden. Settings> Location and Security>
Device Manager first, and then you release, please proceed to
delete."</
‘restarting service">"[smart sherrif]] The restart of
is arbitrarily shut down. Select Settings> Location
r> Device Manager] Please re-enter your password."</

ime">Guardians (parents) have

“>Available since used
7 selection regions < name="confirmation">confirm</ >
< "not_available_age_rate_or_blocked_info">Rating not
available in the information age, a parent or selectively blocking.
< e="use smart sheriff please click the cancel button™>
If ) ou disable the device administrator smart
her i not working properly. To use smart sherrifi
erv case click the Cancel> button.</ >
S . e vl - : i

10 selection regions Spaces: 4

http://ibotpeaches.github.io/Ap



http://ibotpeaches.github.io/Apktool/

Language  Barrier
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Unfortunately ...

strings.xml is not
enough for a app
because WebViews
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"Google Translate

\

Language Barrier ...

Targes Spkder | Scanner | Intreder | Regeater | Sequencer | Decoder | Comparer | Dxtender | Options | Alerts
[ incercese | susony. | Oprions |

Fiter. Showing all nems

MOME | Cridenchokos | Add chilkd mghsttion

N S N N S NN NN Ny Ny -

|8 & Mo | Memhod | URL | Params | Edmed
16 b /2112533471 GET  Jjs/comjuti_vert 2 O O 200 4621 serpn p‘m
|18 Bups /2102530471 POST [ /man/legi 1] @ o 200 11056
16 hups//211.253.0471 GET Jimages /BI_userchesce.pag o o 200 8875 PNG prg
17 hups//210.253.1471 GET Jess/resercss o U 200 8387  CSS et
18 hps /2102530471 POST  /man/legie R4 U 200 11057
19 hups /2102530471 G /images /bg_toprost pag (¥} o 200 7005 PNG prg
20 heps /2112530471 G limages /by, dotine 01 gng o o 200 10833 PNG png
21 Bttpa //213.295.0471 oy Jimages /by _rybox png o =] 200 38515 NG png
22 hups 2102530401 (73] Jimages /bg_rybox_top.pag o o 200 $167 MNG prg
23 hups /2112530471 cEY Jimages [icon_lockpng o o 200 1826 NG prs \
24 hups /2102531471 CET Jimages i _lochscreen_emergency.. () g 200 2897 PNG poy ¢ .
25 hups/ /2112531471 GET Jimages /footer_moba pag o U 200 @9 PNG oy \ 01506-20 | W Lookup
26 hrps / /2102530471 GET Jimages [ic_lockscreen_forgotpass.. (¥} u 200 board PNG [
ELS — - o o e | \ 3 hours 46 8 minutes
Lo e |
= = \ 18:00 o'clock 10 24 (2 howrs)

</tbodyr \WMW).W(‘ 06%)

</table>

e

</aa>

</dl»
<p class="btnocenter” style="margin-top:lopx >
<button type=“"button® ide="login bt™ name="login br*
class="btn_orgbox” cmclick="javascript:fn_login();" style="width:96.3%%;
PATgin-right10%; ">BI2¥</button>
<hrr»<he>»
“button type="button® id="useltatus_bt" name=‘uselStatus_bt"*
class="bun_graybox™
emelicks"javascrips ivindow, locat lon="hetpt//n.lape.or . ke/lape/laperain, ndo ' ; ">A0NE §§
U /batton>
<button type="button” id="useStatus_bt” name~usedtatus_bt”
clasa="ben_graybox® onclicke"javascript:fn_restCemter();  »A0|SgMei</button>

</p>

«<dl class="cecenter” style="margin-top:i0px">
<dt>¢ HUNBE UCHMUR?Y <o hrof«"javascriptivoid(0):”
onclick="fn_passwvordSearch( ) *»MUNHEII</ar <!~ <button type=“buttos”
onclick="fn_pasewordsearch() ">MEULRN</button> ~-></dt>
</dl>
<br/»
<div id="divCont™ mame="divCont “></div>

| ? H < “ - lt > ‘ ..'..tvn—u.'-rr-n

| 0 manches

. 18 am 10 24 pm (Social)
t”: 1800 1o 24 o'clock

(1 hour 55.4 minutes)
(1 hour 4.2 minutes)
{31.2 minutes)
: (4.8 minutes)
(3.6 minutes)
minutes), Tuesday (5 hours
2 minutes)




Debugging

Patching debug messages in smali code for logging

move-result-object vO
const-string v1l, "SAMU"
invoke-static {v1l, v0}, Landroid/util/Log;->i(Ljava/lang/String;Ljava/lang/String;)I

private static final String TAG = "SAMU";
Log.i(TAG, result);



Round 1 — Shoot




RCE with insecure WebView

Accessing Java methods from JavaScript in Android 2.4 to 4.1

String url = "http://ssweb.moiba.or.kr/pushAlarm";

WebView webview = (WebView)findViewById(0x7£f070000);
webview.getSettings().setJavaScriptEnabled(true);

webview.addJavascriptInterface(new JavaScriptInterface(),

"SmartSheriff");
webview.postUrl(url, obj);

var String = window.jsinterface.getSomeString();
/' / window.jsinterface.getClass().forName(‘java.lang.Runtime’)

https://www.securecoding.cert.org/confluence/pages/viewpage.action?pageld=129859614
https://labs. mwrinfosecuritv.com/bloq/webview-addiavascriptinterface-remote-code-execution/SMS'01 -001



https://www.securecoding.cert.org/confluence/pages/viewpage.action?pageId=129859614
https://labs.mwrinfosecurity.com/blog/webview-addjavascriptinterface-remote-code-execution/

What is SSL?

String url = "http://ssweb.moiba.or.kr/pushAlarm";

SMS-01-003



What is SSL7?

(©

String url = "http://ssweb.moiba.or.kr/pushAlarm";

SMS-01-003



Fast forward to the fix...

Smart Sheriff — SSL v2.0




Smart Sheriff — How to SSL like a pro

SMS-01-003 No use of any SSL/TLS-based transport security

./ /api.moiba.or.kr/MessageRequest_New

They switched to SSL for real 0.0 ?



Smart Sheriff — How to Ssk like a pro

public final void onReceivedSslError (WebView
paramWebView, SslErrorHandler paramSslErrorHandler,
SslError paramSslError)

{

paramSslErrorHandler.proceed() ;

implements HostnameVerifier ({

public final boolean verify(String paramString,
SSLSession paramSSLSession)

{

return true;

SMS-02-008



moibagtwigsystemsfightinghhhkkkkok

« But SSL is not necessary, when you do your own crypto Layer...

"15Z\\WSVAB5]" "05555215554"

SMS-01-005



moibagtwigsystemsfightinghhhkkkkok

"15Z\\WSVAB5]" "05555215554"

XOR Key: m\x00oibagtw\x00igsyste\x00msfight\x00inghhhk\x00kkkok

SMS-01-005



Fast forward to the fixes...

Smart Sheriff — Crypto v2.0



moibalcybar8smart4sheriffdsecuri

"+y1d3N...avVIjgteA==, { “action”:”CLT MBR GETCL...
"MOBILE":"3ZP[QVDC6]UKQJC",
"DEVICE ID: ... }

 MOIBA added more crypto...

SMS-01-012



moibalcybar8smart4sheriffdsecuri

"+y1d3N...avVIjgteA==, { “action”:”CLT MBR GETCL...
"MOBILE":"3ZP[QVDC6]UKQJC",
"DEVICE ID: ... }

» Useless AES layer with static key

SMS-01-012



APl Design

Request

request="+yld3N...aVIjgteA=="

{ "action":"CLT MBR GETCL...
"MOBILE":"]5Z\\WSVAB5]",
"DEVICE ID: ... }

"05555215554"

Fail SSL

Response

{"SYNC_APP LIST":
{"BLCK_ACT DIVN":[],

"CHILD BIR YMD":"20050105",
"CHILD BLCK GRADE":"2", "PAS
SWORD":"***%" "DIVN":"CHILD

"}}

SMS-01-012



STORY TIME!

SMS-01-018



SMS-01-018



SMS-01-018



Smart Sheriff — Bully AP

child:
[055-5353]

SMS-01-018



Smart Sheriff — Bully AP

child:
[055-5353]~ — —— ~--/4 ----- S

Eareh+3 /
bss-1234] .7
<-- - —_—

SMS-01-018



Smart Sheriff — Bully AP

hild: 9
(055-5353[-~ === ~ = - PR
o pare "‘+ : / ’
’ P 7
) lboss-17234] .
vt e 7 gl and harrr d rformation - -—
i = - -
|
l
[ - B

SMS-01-018



Smart Sheriff — Bully AP
child;

(055-5353

SMS-01-018



Smart Sheriff — Bully AP

child; 2z
@55-53531 """"" ==
2 L 7
i @55‘-7234, 7
W% Sagel andhamed A ormaten -
= == --
.|-th”1qmu"l:’" arent) 20
'» Password { Tt T T >
1 %OR
| passwol’d J—
T < T T

API response with the password (XORed)
SMS-01-018



Smart Sheriff — Bully API - Pass Leak

curl -v -s 'http://api.moiba.or.kr/MessageRequest \
--data '{ "action":"CLT MBR GETCLIENTMEMBERINFO", "MOBILE MACHINE INFO":"XXX", "MOBILE":"\
\5Z\\WSVAA5[", "DEVICE ID":"unknown" }'

POST /MessageRequest HTTP/1.1

Host: api.moiba.or.kr

User-Agent: curl/7.48.0

Accept: */*

Content-Length: 141

Content-Type: application/x-www-form-urlencoded

upload completely sent off: 141 out of 141 bytes
HTTP/1.1 200 OK

Date: Sun, 15 Oct 2015 17:05:20 GMT

Server: Apache/2.0.65 (Unix) DAV/2 mod jk/1.2.37
Content-Length: 242

Content-Type: text/plain; charset=euc-kr

>
>
>
>
>
>
>
*
<
<
<
<
<
<

{"CHILD GRADE TYPE":"","CHILD BIR YMD":"","MEMBER YN":"Y","CHILD BLCK GRADE":"","PASSWORD":"
\\2\\]", "PARENT_MOBILE":"\\5Z\\WSVAAS5[", "REGISTRATION ID":"","DIVN":"PARENT"}

\5Z\WSVAA5[ 15555215652

\2\] 1234
SMS-01-018



Smart Sheriff — Bully AP

python sheriff raid.py

CHILD : 0l0XXXXXXXX pw: 0879 parent number: 010XXXXXXXX
CHILD : 010XXXXXXXX pw: 8493 parent number: 010XXXXXXXX
PARENT : 010XXXXXXXX pw: 8493
PARENT : 01l0XXXXXXXX pw: 0878
CHILD : 010XXXXXXXX pw: 0878 parent number: 010XXXXXXXX
PARENT : 010XXXXXXXX pw: 2580
CHILD : 0l0XXXXXXXX pw: 2580 parent number: 010XXXXXXXX
CHILD : 010XXXXXXXX pw: 2580 parent number: 010XXXXXXXX
PARENT : 010XXXXXXXX pw: 5912
CHILD : O0l0XXXXXXXX pw: 1004 parent number: 010XXXXXXXX
PARENT : 010XXXXXXXX pw: 1004

Parent passwords. 4 digit strong!

Smart sheriff has so many users, you can find valid phone

numbers by just trying random numbers.
SMS-01-018



3. samuirai@redstar-os: ~/coding/sherrif (zsh)
(sherrif) ~/coding/sherrif » |}

Bruteforce numbers - Skip to 2:54




Smart Sheriff — Bully APl - Fake usage

S\’lll,d.\r l Searcl'\ Pr@n
[065-5383 - c e = S === o >

API

No authentication for the child application.

There is a DEVICE_ID as session cookie, but most API
endpoints simply accept the phone number to perform

updates.

SMS-01-018



Fast forward to the fixes...

Smart Sheriff — Bully APl v2.0



Smart Sheriff — Bully AP

child; 9
655-53531 _______ '_____>
(3w RJYG""I.' /,
o 7
) bs55-17234] .
I e
|= B >
I [
| | POSTTTET ot gt
orws "7

Guess what happened using a different User Agent :D SMS-02-009



Smart Sheriff — Bully APl v2.0

E\MLd' . l Seo\rclﬂ Pr@n
(065-53853-~ == = S === 2 S

No authentication for the child application.

You can still fake the phone usage (kid installs pOrn
app)

SMS-02-010



XOS

* SMS-01-008 Reflected XSS
on ssweb.moiba.or.kr via CHILD _MOBILE

But...

 SMS-02-008 Reflected XSS
on ssweb.moiba.or.kr via H_TYPE ???!



_

€« C f [ https://www.google.de Y @ q] ® =

Gmail Images :i: m

Google

Deutschland

Google Search I'm Feeling Lucky

Google.de offered in: Deutsch

9 A privacy reminder from Google REMIND ME LATER
Advertising Business About Privacy Terms Settings

You really screwed up when even Google indexes your vulns!



Why not? — Tomcat 6.0.29 e o0

[Y Apache Tomeat 60 - Doc X

CnH apimoibaorkr/d

@ Apache Tomcat 6.0 N'APaChe

Software Foundation

http://www.apache.org/

Apache Tomcat 6.0

Documentation Index

This 5 the wop-level entry poant of the documentation bumdle for the Apache Tomcat
Servlet JSP contawer Apache Tomcat version 6.0 mnplemsents the Serviet 2 5 and

JavaSesrver Pages 2.1 specificancas from the Java Comanunaty Process, and wsclhodes
many additional features that make 1t a useful platform for developang and deploving

. d4AA web applications and web services
alims and AAA

6)
1) Secunty Magager

INDI R Select one of the hinks from the navigation men (10 the left) %o drll domm 10 the more
39 ) LesouIces

detasled documentation that 1s avadlable. Each avaslable manual 1s descnibed m more
detas] below

Apache Tomcat User Guide

The followmg docunsents will asssst you ws downloadang. wstalling Apache Touscat 6
and using many of the Apache Tomcat features

Intreduction - A brsef. Bugh level overview of Apache Toment
Setup - How to mstall and run Apache Tomcat on a vanety of platforms
First web application - An weroduction 10 the concepts of a wed applicanon as

{Bean Descripor
) Defaule Serviet

1
-
2
3

18) Clustenne



Block websites

function shouldOverrideUrlLoading()..

if(s.startsWith("market://") || s.startsWith("tel:")

|| s.startsWith("http") && !s.contains("ssweb.moiba.or.kr"))

blocked allowed :D
http://blocked.com http://blocked.com/?blah=ssweb.moiba.or.kr

SMS-01-002


http://blocked.com/
http://blocked.com/?blah=ssweb.moiba.or.kr
http://blocked.com/?blah=ssweb.moiba.or.kr

Insecure Storage on SD card

Object obj = new File((new StringBuilder())
obj.append(Environment.getDataDirectory());
obj .append( );

Object objl = new File(Environment.getExternalStorageDirectory(), )



Unlicensed Fonts
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Test and dev. snippets everywhere

C—

- [ api.moiba.orkr/aaa/ 3%

¢« C A [ api.moiba.or.kr/aaa/ W=
%7B%22a1%22%3A%22%21%40%23%24%25%5E%26*%28%29_%2B%22%2C%22a2%
22%3A%22%2F%22%2C%22a3%22%3A%22%5CH5CH22%2C%22a4%22%3A%22%5C%
22%22%2C%22a5%22%3A%22%27%27%27%27%22%2C%22a6%22%3A%22aaa%ED%
05%OCKEAXBBYBO+ EDXBSHBCHECKBAXAGKEDREALBSS . . . . 22a%22%7D

"\

= HIAE ... .aaa"}

Ol1 oo

{na . ! #So/\&*() +n na2u:n/n,na3
\ 4": \"ll, a5":llllllll,lla6":"aaa

.

Test URLs: http://api.moiba.or.kr/test/
http://api.moiba.or.kr/aaa/
http://api.moiba.or.kr/aaa2/



http://api.moiba.or.kr/test/
http://api.moiba.or.kr/aaa/
http://api.moiba.or.kr/aaa2/

Test and dev. snippets everywhere

http://220.117.226.129:8082 http://
hikdev.cafe24.com/demo-gcm-server
http://ssadm.moiba.or.kr/

<li><a href='/index'>&2|X}HQl</a></1i>
<li><a href='/subMain'>MEHQIHIQl</a></1i>
<li><a href='/harm/app/list'>R{™¥E&2|</a>
<ul>
<li><a href="/harm/app/appList">¥&2|</a></1i>
<li><a href="/harm/site/list">A[O|EZtE|</a></1i>
<li><a href="/harm/accept/acceptList app">%/AIO|E & &2|</a></1i>
</ul>
</1li>
<li><a href='/member/admin/memberAdm'>7}X}E2|</a>
<li><a href='/minwon/minwonList'>2I&2t2[</a>
<li><a href='/home/report/list'>=0|X|</a></1i>
</ul>
<p> <a href='/html/filelist.html'>C|XI®l</a><br/><br/>
<a href='/minwon/minwonPushTest'>Push TEST</a><br/><br/>
<a href='/minwon/livePushTest'>Live Push TEST</a><br/>
<a href="minwon/logPushTest">1log Push Test</a></br>


http://220.117.226.129:8082/
http://hikdev.cafe24.com/demo-gcm-server
http://ssadm.moiba.or.kr/

Big pile of‘

XSS

Leaking personal data over the API

No authentication

No Transport Security

Even a SQL injection inside their mobile app for the .db

Seriously:
https://cureb53.de/pentest-report_smartsheriff.pdf
https://cureb53.de/pentest-report smartsheriff-2.pdf



https://cure53.de/pentest-report_smartsheriff.pdf
https://cure53.de/pentest-report_smartsheriff-2.pdf
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Some media attention
CBCNEews |Technology & Science . )

Home Workd Canada Poltics Business Heath Arts & Enterainment
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Trending Viaeo

Smart Sheriff child surveillance app leaves South Korean

kids vulnerable to hackers

Citizen Lab, Cure 53 find government-mandated app has Jiterally no security at ali

... but reaction was a
bit underwhelming
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,hanks for the free pentest!”

It kinda backfired...



Did we just help improving surveilance software?




Citizen Lab publishes updated report

€ C f By citgenlab.org 1 t # . =
Teaching  News Lab
GLA2010 N the News Aot

Events Opgonunites

Search

The Kids are Still at Risk: Update to Citizen Lab’s “Are the Kids
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News about the app removal
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Time to celebrate!
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But something is shady...

€« C M O https://citizenlab.org/2015/11/smart-sheriff-update/
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| Search |

: at Risk: Update to Citizen Lab’s “Are the Kids
Alright?” Smart Sheriff report

NOTE: On October 31, 2015, Citizen Lab learned that MOIBA removed the Smart Sheriff application from the Google Play Store.
However, the Smart Sheriff APl remains available and therefore constitutes a continued security risk to users. Additionally, MOIBA
appears to have republished Smart Sherif under another name (A0S 24 & — translated as “Cyber Safety Zone™) on the
Google Play store. A briefinspection of version 1.7.8 indicates that, beyond cosmetic changes, the application is functionally the
same as Smart Sherif 1.7.7 — which we analyze here. This new program inherits all the same security concerns as the original
application.

T mMINOT CNIaren ana parentar users or e appiicaton atSerous Tsk:

« MOIBA, the Korean industry consortium responsible for the Smart Sheriff application, has been slow to respond to the
issues raised (of which it was notified more than 90 days ago); the fixes that have been applied do not adequately or
effiectively address the issues, especially for users; and MOIBA has not communicated transparently to the public about
Smart Sherif's known risks.

« The Citizen Lab recommends immediate withdrawal of Smart Sheriff from the public market, and that existing users
discontinue their use ofthe application.

NOTE: On October 31, 2015, Citizen Lab learned that MOIBA removed the Smart Sheriff application from the Google Play Store.
However, the Smart Sheriff APl remains available and therefore constitutes a continued security risk to users. Additionally, MOIBA
appears to have republished Smart Sherif under another name (AHO| 2 2H4 & — translated as “Cyber Safety Zone®) on the
Google Play store. A briefinspection of version 1.7.8 indicates that, beyond cosmetic changes. the application is functionally the
same as Smart Sherif 1.7.7 — which we analyze here. This new program inherits all the same security concerns as the original
application.




Did we fail?
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FiInd the difference!

Aas) SHPEEER

Y 2H2aE= (Y4 NS MY 25 o pNo@
+RE0 AT ¢ ASeUO HEISI0] OB Y 4 SouU
;’d' .I
g7 \\
—— ——
DAME] : 1566-8274
MOBA @ vivivan

ADFE SOk Afo|HorAlZ

| I T

(Smart Sheriff) (Cyber Safety Zone)




The old MOIBA
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The new MOIBA
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Web Interface — Cyber Safety Zone
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Web Interface — Cyber Safety Zone
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Smart Sherift / Cyber Safety Zone

* MOIBA didn‘t deprecate the API
* MOIBA renamed the app
* MOIBA is trying to hide the issues

But what is up with Smart Dream?



The new MOIBA — Login for Parents
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Smart Brear Nightmare

« Parent-Mode: Check messages and searches containing
dangerous words

» Child-Mode: Monitoring SMS/KakaoTalk and google
searches. installs as accessibility service

Use Smart Dream?

A :83Yy B8

155-5521-+54

AJORITOHR TAER) QU 9NN
o~ o

Parent Child



How do they read KakaoTalk”

* Very clever solution - request accessibility permissions
« Abusing functionality intended for text2speech, ...




Web Interface — Smart Dream
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Smart Brear Nightmare ‘

Parent App
monitoring SMS

=  155-5521-#+54

© MO|HRA0LRE MBI : B 0/22

HSUSpoous letter to let you know my parents are
preferable to judgment after checking the entire
text Content DECaUSE extracting only a word that
mpiies abusive, bullyng, extorton, etc

WALRL: svensSh
4200 (A2

D SAYR: 2016-05-11 0008:44

» Character information

Q 2016-05-11 00008:44 &2 (ac)
teacher whispering W™ to herself today?
Q 2016-05-11 00:07:13 ©W (S5)
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XSS via SMS/KakaoTalk messages (no authentication)... and no SSL?



Register an account
-

&  C ff _ sd.moiba.orkr/SmartDream/member/memberjoin_02.do w @ 8 ‘ o = (

i ﬂ Bements Console Souces Network Resouces Timelne Profiles Securty  Audits X
Sourc.. Come. Soipp. [ eembedein 0240 x  jquary-171minjs S, t o
= e retern; - R wich + C '
& sdmoba.cekr 30*?)' A e 00, § | v Call Stack
SmantDeesm 307 jelse if(forms.pw.value == “*) { memberjoin 024305
" 3e8 alert("HINVER BoAME."); go_next
* O (no domaing 309 forms, ow. focuse(): i
omm 310 memberjoin,
- {} Une 208, Comn 8 oncick
I SR N e el et
Conscle Search X
O V¥V wp Presecas kog
[ Fiter | Regex H&mﬁwo Emors Wamings Info  Logs Debug  Handled

> forms.suth_ok.value

> forms,suth_ok,valee = 'Y’
¢ -y

Korean number needed. And wait for verification SMS...
Or simply change forms.auth_ok.value = "1"



Register an account

—— s — —

B

'
I
€  C fi | sdmoiba.orkrSmartDream/member/memberjoin_02.do 9D Qo =E |
|
|

Korean number needed. And wait for verification SMS...
Or simply change forms.auth_ok.value = "1"



+ 700k Messages from +55k
Children

python nightmare.py

### Messages from Child:

From: ".2IE4l" (5)
[KakaoTalk] (violence/gang up): "EHMMOI7|g|"
[KakaoTalk] (blackmail/money): "Zif2"
[KakaoTalk] (violence/%Ct): "Shi1=2uyy,
[KakaoTalk] (blackmail/®2{=2t): "HOIHZIO|ZHE A}
[KakaoTalk] (threat/kill): "MolMoln|AlstaiZiH|2st

From: ".AO[HAACO" (2)

1. [KakaoTalk] (rant/crazy girl acting as child):
2. [KakaoTalk] (abuse/fuck it): "H| ZA}O|t{H|? LA X

From: "O0lOXXXXXXXX" (3)

1. [SMS] (harass/desperate):

2. [SMS] (harass/): "Zuij3Z|Act"

3. [SMS] (harass/desperate): "Fifjw

From: ".AO|HHEe" (3)

1. [KakaoTalk] (threat/kill):

2. [KakaoTalk] (harass/desperate): 7] 4L
3. [KakaoTalk] (violence/gang up): ARy




A

(2015_10_smartsherrif) ~/pentest/2015_10_smartsherrif » python smart_nightmare. py{:]
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The 1086 “harmful” words that are monitored by smart dream
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The Most Offensi

The 1086
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Example words:

divorce, single parent,
remarriage, adoption,

earn money, multiculturalisr
menstruation, breast, stress
| hate ..., girlfriend, boyfrien
break up, dating, lie, beer,
person/friend/guy/girl | like
r-rated, sex, discrimination,
black history, going to schoo
borrow, sarcasm, fanboy,
gangster, disability,
reporting to police, ...

"harmful” words that are monitored by smart dream



MOIBA's guide to fixing vulns

Lack of Authentication

Hardcoded API key

XSS with messages

Important parameters
will be encrypted with AES256

1. Put API key into NDK binaries
2. Each user get‘s own key

Before sending SMS message,
escape and replace special chars



Another big pile of ‘

« XSS

* No SSL

 Lack of Authentication and Authorization
 Accessing stored messages and searches



But what about the other apps”
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But what about the other apps”
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We love you too, Plantynet &

Found as a string inside a Java class:

DamnYouHackerwHAt1lsyoUrBENefitwhEnDeComPil2ThlsaPpplEas2DOn0OtdlsTurbUs

“Damn You Hacker what is your benefit when
decompile this app please dont disturb us”



... guess why they don't want people looking

& C O ® ftp:,"',*backu p/
Index von /backup/

Name Grille Anderungsdatum
% [iibergeordnetes Verzeichnis]
_] cleanlg.dmp.gz 20161020 6.7GB 19.10.16. 18:39:00
_] cleanlg.dmp.gz 20161021 6.7 GB 20.10.16. 18:40:00
_] cleanlg.dmp.gz 20161022 6.7 GB 21.10.16. 18:45:00
_] cleanlg.dmp.gz 20161023 6.7 GB 22.10.16. 18:41:00
_] cleanlg.dmp.gz 20161024 6.8 GB 23.10.16. 18:41:00
_] del backup.sh 274 B 09.03.14. 00:00:00
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SKT Corperation

« Encrypted/obfuscated application 6
implemented via native library



Defeat Obfuscation — Lame Strategy

« Encrypted/obfuscated application
implemented via native library

¥ Disrc

» DlandroidTest PRCHIED COR.RpER. N33
¥ D main import android.util.Log;
v Dljava
v [com public class NgendniA {
- static {
v Eicwes3.Abhnaguge Log. 1("SAMU", “Load Lib");
S o MainActivity System. loadLibrary(“ngenAlib™);
v ngenjni }
£l e N,NM
v BImbs public NgendniA() { seper(); }
¥ [Darmeabi public static native String decrypte(String argd);
IDngenAlib.so public static native String encrypte(String argd);
> Dhres )
("sAMu3=, "Load Lib"); ’ ’ -

LE("SAMUI", NgendniA.decrypte("sEeZ0s\IN8sHEgtnezRUOQIRALZiELBLGDXTqs rdo/hqv2ZFyBALEpgTPErESIVLGZE/dBSVbgA="));
L1("SAMU3I", NgenJniA.decrypte("LAMRNOZ+RbUYSLOFOHAIhtrr/86SatOLi2iBLYVKAIGNRANSXRrmEXZ KSCroC/eYghz/SuhNavC2ByN
LI("SAMU3", NgenlniA.decrypte( " R1pOskDnYtB1RIKD11IEQSpGANKCANT ei2iB1YvKalGNRANG xR oG f aNOMMMGOS04PVETHTVH+KFLLELY
L1("SAMU3", NgenJniA.decrypte("AB52XK+UkhOoYIDGS47kiETT j/IPbBrySSjWatFAADF jHthTodshbNLGY7 cyKrm2NiVvaKnPIPES")) ;
+1("SAMU3", NgenJniA.decrypte("hrYzXz/h+3CHsXIESLpVwhdoalaSWxIWVLyPSTZFbAFS0p+T+hBYXEegoLCqsk HPESIKTSFAtKIOZGEL
, NgenJniA.decrypte( Ru224e7qk/0rgSazhnsEibSRxcATeICOOASUXL/XINSw/ 2knMhiZN0 j asHs j DOZiX2 twyBpl Zo4Z3xY/d
L1("SAMU3", NgenJniA.decrypte("IWvGS]50d+elydPAq]bTz8BeXyBd/M/dG11zD4/XqgBHt3scikIISHAZH 305 LkggN2dXwsdlsg=") ) ;
LE("SAMU3", NgenlniA.decrypte("SqjNaphf TwOLEQHS/ qukVGauS8sLOpfE0ALUXL/XINSw/ 2knMiZMz0sn47 j STFebsatAnd THIDQ4AATE
, NgenJniA.decrypte( "06/kSNpbY18n463ABSS5 100/ C45n0nZpyFST+Hc Lbs TH/ 1xoiNyZg2gyp8j LiBAX10Ad4oneuGro="));
LI("SAMUI", NgenlniA.decrypte("”i2lePtDCYbnNSFS+1YKTUM294E+1i1g7VNiCNGuTd6GL2POEKaTnirURFaxALINVGAESFB2qpQLPGT
L1("SAMU3", NgenJniA.decrypte( 92v577n6LP4uMXABXRDNTVGIuuPST/LOFST+HCLbs TH/ 1x0iNyZg2jHai2PESStTORC/B14Qi20"));
L1("SAMU3", NgenlniA.decrypte( wtIUhPhSIvTBsTwgSW8/ onBsMc2zAZbyTRSBCOWFBIGLEIVIphLCA+i21qsXpluto/hexpZsiO="));
LA("SAMU3I", NgenJniA.decrypte("SjMIztB10vmAuREgiBDGICL6xsGiWE REST+HCLbs i/ 1x0iNyZg2hMi/ oG 7 ZoseDAigopCan=") ) ;

{

el N Tl N S N e S
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Defeat Obfuscation — Cool Strategy

« Jeff from CitizenLab i e
reverse engineered the binary

* AES key unwrapping
(RFC 3394) e U

*  PBKDF2 HMAC e

- AES ECB i st



SKTelecom - Issues

* No HTTPS
* XS5




A note for reflexion

Take a step back
Imagine these apps were magically 100% secure
Would you trust any company or government...
... to have a database with all that information?
* Phone usage statistics (times, apps)
 SMS/IM Messages
« Knowing family associations
 Names and birthdays



What is happening next”

« The Korean government proposed a new bill to make opt-out
possible

* OpenNet Korea submitted a constitutional complaint about the
law

- final decision in 2-3 years

« Should there be regulations for parental/child-protection apps?
- eg. no cloud service, only local



Reports

« [20 September 2015] Are the Kids Alright? Digital Risks to
Minors from South Korea’s Smart Sheriff Application -

https://citizenlab.org/2015/09/digital-risks-south-korea-
smart-sheriff/

* [1 November 2015] The Kids are Still at Risk: Update to
Citizen Lab’s “Are the Kids Alright?” Smart Sheriff report -
https://citizenlab.org/2015/11/smart-sheriff-update/

* [21 September 2015] Submission to the 113th Session of the
UN Human Rights Committee for Fourth Periodic Report of
the Republic of Korea -

http://opennetkorea.org/en/wp/wp-content/uploads/
2016/03/INT_CCPR__KOR_OPEN_NETSmart-Sheriff.pdf



https://citizenlab.org/2015/09/digital-risks-south-korea-smart-sheriff/
https://citizenlab.org/2015/11/smart-sheriff-update/
http://opennetkorea.org/en/wp/wp-content/uploads/2016/03/INT_CCPR__KOR_OPEN_NETSmart-Sheriff.pdf

Some News Articles

* [19 May 2015] Don’t text ‘beer’ in Korea: Words that
trigger teen alerts - http://www.japantimes.co.jp/
news/2015/05/19/asia-pacific/dont-text-beer-korea-
words-trigger-teen-alerts/

« [16 June 2015] South Korea provokes teenage
smartphone privacy row - http://www.bbc.com/news/
technology-33091990

« [21 September 2015] Smart Sheriff child surveillance
app leaves South Korean kids vulnerable to hackers -

http://www.cbc.ca/news/technology/smart-
sheriff-1.3236682



http://www.japantimes.co.jp/news/2015/05/19/asia-pacific/dont-text-beer-korea-words-trigger-teen-alerts/
http://www.bbc.com/news/technology-33091990
http://www.cbc.ca/news/technology/smart-sheriff-1.3236682

Questions/Comments/
DISCUSSION

Abraham Aranguren (@7a_) - abraham®cure53.de

Fabian FaBler (@samuirai) - fabian@cure53.de

Reports: https://cure53.de/#publications e EL"—
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