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Illustrating what a market-based cybersecurity
solution is not:

Baidu (BIDU) 149.71¥13.20 [-8.10%

Netflix (NFLX) 301.63 ¥ 20.45 [-6.35%

HHumina (ILMN) 132.09¥7.62 5.45%
Amazon.com (AMZN) 289.20 ¥ 14.63 [-4.82%

nn Resorts (WYNN) 191.20 ¥ 10.29 |-5.11%)
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Cybersecurity: A spotty history

odologies, tools, metrics, messaging, instead
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illsets, which doesn’t scale.

‘Ponemon Study May 2017
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People are starting to care?




Growing Financial Impact of Cybersecurity 10
Events

Cybersecurity incidents and market valuations:

» Harvard Business Review, Why Data Breaches Don’t Hurt Stock Prices, March 2015
... but later that same year...

« Data Breaches and Stock Prices - “It’s pretty interesting to see the initial drops in stock and the
ggtfserns that affect all companies and all breaches regardless of how well it is handled”, December

Equifax Inc.

Specific events:

- Verizon/Yahoo acquisition (8%) R

« Jeep recall (6%) oo e
Oxford/CGl study (2%)
Ponemon (5%)
Petya (trading halts - needs analysis)
Equifax (40%)
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https://www.gracefulsecurity.com/data-breaches-and-stock-prices/
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The fallout from “responsible” disclosure

“Responsible Disclosure”
» Sponsored and coined by big tech (Microsoft) in the early 2000’s
» Compelled researchers to take work directly to the manufacturer/vendor
» Brilliant marketing, total win for the manufacturer and negative connotations for non-compliance

Previously the security research market was small to nonexistent, so most complied....

Resulting in:
» Security research under-valution and a minimally sized market
* A closed, confidential conversation between manufacturer and researcher
» Power to act on the information in the hands of the manufacturer
» Negative connotations for those who didn’t comply
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An improvement: “coordinated” disclosure
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-’w onversation, but be wary of
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Public markets: A way to raise security

standards

« Rarely is there a publication on investment
strategy, active or passive, where there is NOT an
opportunity for cybersecurity expertise

* Financial analysts examine company financial
data, security analysts examine company
software.

e Both are valid approaches for assessing company
health and serving investors.

15

In an article for Bloomberg View last week titled “Why It's Smart to Worry
About ETFs”, Noah Smith wrote the following prescient truth: “No one

knows the basic laws that govern asset markets, so there’s a tendency to

use new technologies until they fail, then start over.” As we explored in
WILTW June 1, 2017, algorithmic accountability has become a rising concern
among technologists as we stand at the precipice of the machine-learning age.
For more than a decade, blind faith in the impartiality of math has suppressed
proper accounting for the inevitable biases and vulnerabilities baked into the
algorithms that dominate the Digital Age. In no sector could this faith prove
more costly than finance.
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Meet the customer: Investors




Activist investors
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Short sellers
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Short sellers

ght deficiencies
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Activist investor/short seller research -
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Non-technical aspects

nsive background checks for all
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de m inancial analysts, regulators, etc.

ur work will probably be part of a bigger



Even when it all lines up,
there still may be no trade

to the technology)
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Cyber Shorts: An In










