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EMOTIONAL UPS AND DOWNS
OF DOING RESEARCH

The Emotional Rollercoaster of Research
(and the Long Steady Climb of Understanding)
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WHAT DO WE DO?



LOOKING AT DATA ALL DAY LONG
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WHAT THIS TALK IS
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WHAT THIS TALK IS NOT
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AUTHENTICATION METRHOD

/wp-login.php
/xmlrpc.php

/admlnlstrator/lndex php
" ?0option=com login

/?g=user
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BRUTE FORCING MALWARE
OVERVIEW




WHAI HAPPENED IN
20097

https://isc.sans.edu/diary/Distributed + Wordpress+admin+account+cracking/7663



2013

FortDisco

https://www.arbornetworks.com/blog/asert/fort-disco-bruteforce-campaign/



2013

FortDisco

FortDisco

S AN

Blackhole EK

Stealrat botnet

Styx EK

https://www.arbornetworks.com/blog/asert/fort-disco-bruteforce-campaign/




2014
Mayhem

Mayhem FortDisco

https://www.virusbulletin.com/uploads/pdf/magazine/2014/vb201407-Mayhem.pdf



WHAT ELSE HAPPENED
IN 20147

https://blog.sucuri.net/2014/07/new-brute-force-attacks-exploiting-xmlrpc-in-wordpress.html

https://blog.sucuri.net/2014/10/wordpress-websites-continue-to-get-hacked-via-mailpoet-plugin-vulnerability.html
https://labsblog.f-secure.com/2015/11/25/the-case-of-a-flash-redirector-from-a-brute-force-password-attack/



2015
Aethra

GET /wp-login.php +

I
2P +
’ POST /xmlrpc.php

®

https://www.wordfence.com/blog/2015/12/aethera-botnet-attacks-wordpress-sites/



2015
CMS Catcher

>—0—@—O0—O0—O—@——@0—O@—@—@——Q@—O@—@ - - -
25/05/2015 12/06/2015

https://www.researchgate.net/publication/299585015 Make It Count an Analysis_of a Brute-forcing Botnet



2015
Troldesh

Recycle Bin READMEG.txt

READMEL.tt READMET7 bt

README2.txt READMES.txt

README3.txt READMES.txt

» 5O ) DS
Shown above: The desktop background image telling you to look at the README.xt files.

https://securelist.com/the-shade-encryptor-a-double-threat/72087/



WHAIT HAPPENED
IN 20167

https://www.bleepingcomputer.com/news/security/ukrainian-isp-behind-over-1-65mil-daily-brute-force-attacks-on-wordpress-sites/

https://www.wordfence.com/blog/2017/01/wordpress-botnet-monetization/



2017

Stantinko

Stantinko Teddy Bear Surfing Out of Sight

74.6% 20.4%
3%

Get HDD serial number

1.7%

Plugin Installers remover

0.3%

Radmin, Facebook bot
& Zaxar cleaner

....................

https://www.welivesecurity.com/wp-content/uploads/2017/07/Stantinko.pdf
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rosencraft #H <

My girlfriend downloaded and ran this file "x264 Video Codecs XP-Win7.exe" on her windows 7 computer. She got it from a

torrent and the file results the following on virus total scan

https://www.virustotal.com/it/file/b19e0a4855ce7af346ae67a2479a3826d54909793f923bf48498394e2c02dfb0/analysis/

Members
12 posts

| am sure that is not a "safe" file to run on a windows computer.

3 File information

O Identification @ Details @ Content U Analyses & Submissions QITW {4 Behaviour ®, Comments

< 9 v 24

ByteHero - 1.0.0.1 20130425
2013-05-01 15:28:22 2/46 CAT-QuickHeal - 12.00 20130430
2013-05-01 19:54:10 2/46 ClamAV - 0.97.3.0 20130501
2013-05-04 03:51:01 4/46 Commtouch - 5.4.1.7 20130501
2013-05-04 08:00:49 3/46  Comodo - 16126 20130501
20130501

2013-05-04 08:25:05 3/46 DrWeb BackDoor.Hydral.oader.origin
20130501
2013-05-04 15:06:02 3/46 eSafe - 7.0.17.0 20130501
2013-05-05 02:47:35 3/44 ESET-NOD32 - 8285 20130501
2013-05-05 04:37:02 3/46 F-Prot - 4.7.1.166 20130501
2013-05-05 09:41:07 3/46 F-Secure - 11.0.19020.35 20130501

Fortinet - 5.0.43.0 20130501



MODULAR BOTNET

backdoor

downloader
web crawler

brute forcer



URL PATTERN OF THE INFECTED TORRENTS

S & ® www.verrolyne.co.uk/gilisoft-movie-dvd-creator-v6-x64-x86-download-torrent/

.i Apps 5 Reverse EHtools > Home | Splunk 6.5.1 EFlinux B python E5readinglist E5git 5 blogs [E5 reg/search/stuff - CTA Performance-... C&C Servers - Cybe... £ spreadsheets » [ Other Bookmarks
Home / Uncategorized / GiliSoft Movie DVD Creator v6 x64 x86 download torrent

» September 2017
B9 August 11,2017 &

» August 2017

@ Share Ratio » July 2017

searCh B

GiliSoft Movie DVD Creator v6 x64 x86 download torrent

W Download

Like us on Facebook:
Introduction:

The program can be converted and created types DVD disc, download DVD movie Creator is offered in full
news. Make your drive can be almost any video format such as AVI, WMV, MPEG and others.

After the project is completedFor the video DVD Creator, it can be easily written to the carrier and then seen
on the standard player in front of the TV, and can be seen on the computer, nothing will be forbidden -)
Among other things, he melaksanakandukunganUntukMerakam ISO image after the addition The video you
can crop,Add a watermark, add text and perform other similar operations.

Verrolyne Training Ltd

Get the Spirit of Achievement

Developer: Gili Mekka

License: Freeware

English
Size: MB

Operating System: Windows

www.verrolyne.co.uk/?30a227f6f31889a92c7be5f1b50fb5e4=127dca8d070bbb

— - —
t~JOT o O

www.verrolyne.co.uk/?30a227f6f31889a92c7be5f1b50fb5e4=127dca8d070bbb




INFECTION

@@v 4. » malware v | ¥9 || Search malware p|

File Edit View Tools Help

Organize » Open Share with » New folder 3= « [ e
Name : Date medified Type Size
@ 6548604 3af8fBccccf4l cfcd78372b.exe 7/19/2017 911 AM  Application 12,288 KB|

(@ d64795 O RRTRREEIDEEESS -

t‘ﬂ NSIS Insta
File Help

@ The installer you are trying to use is corrupted or incomplete.
This could be the result of damaged disk, a failed download or a virus.

You may want to contact the author of this installer to obtain a new
copy.

It may be possible te skip this check using the / NCRC command line
switch (NOT RECOMMENDED)

1 item selected

B TE T




CRAWLER MODULE



SEARCH ENGINES QUERY

l) Bing

http://www.bing.com/search?qg=makers%20manage %20manual




> Bing

abuse (2 access 18 account s ads @1 adsense @1 age (21) american (24) dim p (87) analytics (18) and I‘OICI (69)
apple (18) dPPS 30 army (21) barbara 3 b e a u ty (210) bESt (39) brldal (48) business (18) buy (21) center (21)

chilsren (15) click @y COM @9 CONtOUring o d ata 123 denied o) development (18) difference (18)
download ) arive 1 education ez email @4 expert 18 face 15) facebook @7 flawless «» food o game 7
gIOWing (45) 9009 Ie (111) gLIide @8 hair @4 help @1 home @1 homeland co IMAges ao
information 1) ios (18) iphone (24) kardashian « keep ue) Kim @3) 1aw as) leadership e Iearn | ng (60)
library 21) list 7 m ake U p (z5) marketing (24) natural (24) news (18) offensive o online @ O rgan |C (66)

Page 27) pass (15 please 27) pOStS (42) p raCt i Ce (87) p rivate (78) products (24) re p O rt (162)

research @4 results 1) review 15y FMT Gs) rod riguez 39 T e sacred s3) safe 33 scam @7 search co security ()
services 24 9 kl N, SmartphOne 36) social (1) StOrm 2 Strateg IC G6) support @4) tl pS 6o tutorial 7
uploaded 21) users (18) validity (18) V' d €O 51y wars o web 21) website (18) WEd d 1q g (45)



abuse o ads sy adsense 27 adwords 24 age (54) am p (69) analytics (18) and r0|d (45) apk (15) app (1)

apple (18) army 1) barbara (36) b e a u ty (195) best (24) block (18) body (15) book (18) bl‘lda| 42) car 1)

care (18) celebrity (18) COM (21) community (15) contact (18) Contour (42) d ata 162) denied 1) dESign (27)
developers (18) download (36) error (15) face (24) ﬂ&WlESS (39) fOOd (27) ngWlng (45)

gOOgle (103) QUide vy NAIT w5 hearn as) hEIP @9 highlight ey homeland as
IMAgEes wo improve io INFOrMation ) imernaiona as iphone o Kardashian co e as
k|m 57 leadership (4 Iearning (33) life (18) makeu p 7s Management @7 natural e
offensive ¢s o as O rgan |C 72 PAQGE€ @2 pass e please (39) pOSts (24) pl’aCtICG (63)

p rlvate 66) products (24) reasons (1) re pO rt (135) results (16) reviews @1 rmt @y rod riguez o
it oy Sacred ce ste as SCAM s school @4 search e Security 39) site (1) Skl n (93)

smartphones 7 social @1 storm @4 strategic 1 student @1 SUPPOrt @7 TIPS G3) wm a8 tutorials @)

university 21 uploaded 24) users (21 VIdEOS w2y WAFS s WEbSite (33) WEdd | ng (45) wikipedia (15)
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WORDPRESS FRAMEWORK CHECK

http://[domain name] /wp-login.php



BRUTE FORCE MODULE



ATTACK WITH XML-RPC

POST /xmlrpc.php HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0) Gecko/
20100101 Firefox/40.1

Content-Length: 231

Host: www.venuscursos| REDACTED].com.br

<?xml version="1.0" encoding="1s0-8859-1"7>
<methodCall>
<methodName>wp.getUsersBlogs</methodName>
<params>
<param><value>venuscursos| REDACTED |</value></param>
<param><value>magic</value></param>
</params>
</methodCall>



STANDARD CREDENTIALS COMBO

User name[domaln name ]Password

POST /wp-login.php HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0) Gecko/
20100101 Firefox/40.1

Content-Length: 232

Host: www.sanatfREDACTED].org

log=sanatf REDACTED]
&pwd=magic&wp-submit=Log+In&testcookie=1



NOT STANDARD CREDENTIAL'S COMBO

User name[special name]Password

POST /xmlrpc.php HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0) Gecko/
20100101 Firefox/40.1

Content-Length: 227

Host: www.vodokanal REDACTED].ru

<?xml version="1.0" encoding="1s0-8859-1"7>
<methodCall>
<methodName>wp.getUsersBlogs</methodName>
<params>
<param><value>vdknl2017admin</value></param>
<param><value>swimming</value></param>
</params>
</methodCall>



MORE THAN ONE TRY&PASSWORD

TIME:02:17:11.265496

POST /xmlrpc.php HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0)
Gecko/20100101 Firefox/40.1

Content-Length: 226

Host: www.raduapostol[REDACTED].ro

<?xml version="1.0" encoding="is0-8859-1"7>
<methodCall>
<methodName>wp.getUsersBlogs</methodName>
<params>
<param><value>raduapostol[ REDACTED]</value></param>
<param><value>mokito</value></param>
</params>
</methodCall>

TIME:06:15:32.848090

POST /xmlrpc.php HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; rv:40.0)
Gecko/20100101 Firefox/40.1

Content-Length: 226

Host: www.raduapostol[ REDACTED].ro

<?xml version="1.0" encoding="1s0-8859-1"7>
<methodCall>
<methodName>wp.getUsersBlogs</methodName>
<params>
<param><value>raduapostol[ REDACTED]</value></param>
<param><value>system</value></param>
</params>
</methodCall>



cciadmin

dominik geekygirlsarah

0n636éa Admin

Amir_Abdallah ° h(j
webtintin STI y p
infobegamyte-com mduncan

liance | mail-
4234mewvkf I re west evyprgmaii-com g . ..
® herman =

amycadmln. l"al’l_jlth dfeagleSWIng Jawswrlter cindy_smith
scorpion  gg
diOSSley don6364 S kl p F sonmez0282
respadmin
CE i ainc

nlchennlgweb ¢om jearcavilla jtunnicliff

O [ daleshadgmall com oSpraV admininy.
m I k@SO] Ll u SS l es andreas [t nd2016 phpbb
shahboz .. I pl chatzi | ®@srios t1 n b I Ibeag|e
asurpmparaml a
A E mcC__ a min
daguilarhgi k
Se rgeygugiHSSsxnn

exprimo \dmm

Imagineer

7777 e
lisavan jwyg
alfredpoon

1] 12 arnaud_didierjean

ve phantasie
ol 5 5 € Liabora gfalkenww
aaaaa
Iu;:;txe 80 Tred J Kimberly f testing Jf sinegra fladmin_ jhayex:/i:mEf]asken patrice erwin

Kazevelara 33333 W prince W perkele .beatAdmdea rithemius® wpsiteadmin e momkamlcahfoster

4 mmuo
anova >
i d 0 ferlo gk‘l’“
fikesol blakeoakey mosarchitects SWI m m I n cpa mm. kadkarol admmLPKH
wappmin tuana m an a e r josilver Ieerestoratlonhwf—com salem_admin € wcndy 123456
h3r0 herman damlo artoon btdbasebal
paulina ‘ 222 ‘ ) Olive_Pifarre o mngma,\ com A(\m.csmers l y sheryl (et
aflournoy oo

coder m-gimenezalbertoruizestudio-com |r|5hl]| y (‘Rt\lml\nmn michelle norris

wilshaws
gfa[ken.
assword-: d 0ild e ferio
ranst y ! Sl -‘do;ﬂ‘\’nlk kriese .st(phan verheij, adminspringstock  montamise2014 l I I u S l C
wpemyousel ikei-magicaemgsius

bergwerken elty onsa.

anchambers_2nq3861x u S r == ﬂmmdmm my |Ca adm]n erlc panltla e
shinkomonji_admin tobiasschuhmach 3
viamedia johan- sodcmnnland phoemx obiasschuhmacher_ceo65734 S stem ) A e Ita
manager beheerder tmkerbell Y, yamaha

meosis kanrininf Pierre Jy = )

fxcjiken —— admm rOth t maurice el N re rp ais i office sﬁ;r;gi;)ion selim
sirhyped ‘"“a“e' S ar bergwerken ol J yg

" ector. asiadmin Janidocer ... Soto

smarttarae d ~h

m on S r goubdfltssgmail- Cﬁ?&al.ze sanimyadmin™s” § editSiWaelsahhargmail-com
bgcvb @ClONe d achapm o eplcmne B..r.ed'aﬁnaweb correctcare

xlabora o adminis piolin ) Shejj\ti’r s dani(le:lo tpAVAadmin1 tPSTJefe

Johny i p a | l a Vartstu : |Saac mx atmedia

meandhim trustnol wp- admin

transfigure

mmuo rimirshaw- ca °h""‘dm'“ 'g‘my Zg RlckFIalr o daytradeadmin?  richhalfactsecom

~a fl oy eamw eamw = ChUtChaW3| n Ce
‘“""‘”» jmanda @ OU“"OY admin2 nataliamanilow music huckleberryamsh david thmckermangmall cltl)m dotsal
theballoonjournal controller* eshopplace

,,,,,,,,,,,,, “webmasterssszimin

m:.\yumnonds y) m
Y e e e JPSEad d ib t h p mcal[lsterfam1|y1b1gpond com
indriiyani nunezvs un com
v1rtstud|0 zuece[ karenmulha”en Sputn:’ wahslax kentfrank de el mus?p%clmbrc sametalinli b . y o m
webmaster jaxweb  twentyone2l epikosss m t u tt l €
- 1<<wmd dan | 74 nerdmin p . adminlessig25 teddy flotsam-and _]etsam .a[evacygmal[ com
control bagahc shit

password!

Webstermartma obecommghomcmn com antlchlsaporl he[ena thore adminn

a eS telefono d eve X X pPanty  ,ichitect dmckeown_admin InmobaP blakeoakey : 5 ( ( ) I

Z ‘ ( Z nmoba em B chema
demm “”Wd I 3 d\lruekxeunders pericles eYiomeIters aP"kaS'maga Wordpressad ln llvef[6 dja“n I I I O O I I Seekmember it":“’“‘é"

d = quediinga

wpsi gd!\/nl blog-admin In ga (Rl oo rV 1 u Sear o m I m rblogw-Ee rearhclngl’,er:h 1 e nando rO Ot thlnk360wpadmm

‘d-hodsonbbk-ac-uk  abemares o test at|qSfoces 5137 VI
. e

iwansiders

techadmin guicastr0 Sl el hoquan da\ vitor cont rOI ejita
tollert 7 gracehospicecares master tVOIVeraS u e r m a n t)ﬁcegl’dd 3dhoning ~ mchumane

ollerton graggc L “n%”a'{dsklllz administrator123 DanielZeimer adesso-admin admInOdb ‘wp-admin

rci nfl n lt wmmd q u an g alwmcnzmg free -styl-autOglarry-b rayandmikes Jff redmonds33064gmail-com kl’IStI nadam Hagc s

y l fevaag-oppdatere

webmeister rmdc "““””““ WaIShbarneS lefloor Igrady719

weareall Shlbl,lml
annemarieoh mahircom mediaus
constructorht . elyzab[eau kal m l ka ke 3 1 abt S pV LA W yed Iel r u S o sh
p 2 il O, Raster™ P
a u r'a‘h eikei-magic SO n mezozgz editor ﬁancesco patrlck dunncomcast net
PCEWOPa ChlherJlmgyl’:‘lall o pstephens abci123fjmovie abrlel dmin- sld ouchra
h s vy | A A Qmichael (o schat sbiel e.administrato

go goran

adminlessig2 435access
sf_admin , forestermountainflight-us michael aidersd AN ISTF '
h SOﬁC[a n I admindveri
Jtunmcl'fb/admmsable monster, 33‘;;‘“:"" aysel

O hwuword1

wesentllchadmm rachel @ Lo i ; y
kr\sﬂmdqm jessica. |ynemﬂmld?gm househunter94 simmers davethomas capricooct2013 | asvfedf a rr Jel’Oldil}/l a.esl'a%z‘fnr;‘;r'gciom =5 a SSWO r
n lelsaksak 31abt danny-j-molloyme-com ismiserob - Steve

eliana  olga_: admm
devonenote nelsmho
walshbarnes

rona
n;al(;";]e;kdamm ‘blog\/]ne adm|n2016 m Ster
70041 beadmmblogger pmtersfomfnca myadmin necmtechaullshcx org
Ad
SUSmMoy;e... 3 3 3 3 3 tolgacan FF admin

olga-villanueva alanwalklng t a_S e
admin-skv S E ad
thebatloonjournal b
et s 6vbn-2- Z heartnote_fujii marek- kraus a”haguard rtpszdall-r gl ngercatOS [ 470041 W“éﬁuud
4 juliette-ropershotmail-fr _ daniel onica fucadmln
kalm'kaz 2 2 2 2 COMO® Phyllis ® de\eloperp anhjjaggﬂ 1 h I df r V l ront edtkeithyahoo-com artarugafe]lz pslfans
S kapad webtintin
kentfranke free-hentai o b UmemethnO ® o ostyleagent Vag?np:.mm rO S e

\k{vlaénmgtgl (!]§ 'ﬂf?f“tyrd) Sa chelgPUb mt’f.[:tkleeva"der“haa'dl’mlller333ao| cor'rxlmed'a rp68022 o I l I S I n e g ht)ﬁﬁ!e
h c ry h un p Weharead ed%gg shel y Qeas mattekretsadmin

hiwak e g goran "nguc]angc\ v david_ 1976 tyan.b .cgmdc,uscrdb
p e l C g aS
h""“"‘”"'"“’"““‘““ LLku) mendyyahoo- wm JaVl 2 martina e e ash]e

fede rica ”ascad A g thémejackmie® Mt maroguerott 1 - yetidioadmin
d

adosacik Fadarex a"'*?,;z."ziomythos J 2% Adminis t!:aktaorbd Zuecel I_] oece p h usree!

Sphl“lps Je i ram 1120 micahoster Ho,m,cum.cs javierstacchiottt | tma2015rds

5w1h-jp

n)dmmurs dottle2020

hollvad el infobuildingservices-com-au
2 yaMnmrlml;l patricialemoal
websou christophe
root123 smartmln
rclnﬁm m.d 1976 master_planteurs

wmen magfed”i“
larr mlllln- ebadmm I iwansiders ostours

korkutkalkan onvxsoo caribiod "a‘“b" 101med|a m norbertb oktheseasons
gapmmlsmes
admin, swegZpre padmm

ianire melsaksak berisd
e, tollerton™ A N 1L C QU info SeP [€EMDIEber
pstephén
anhdon11

antonsplel ebdestgner35

’“V““ “"”'“ bwa'5h390 g administrador
art O%!l’g]nsolutlons ral I"I O W revdrtigger



yamaha
pandal
root123
raiders
trustnoi
office
phpbb
system
rachel
mokito
soto
vagina
miguelangel
test
ronica
55555
star

0

TOP 20 PASSWORDS TRIED

pericles |

o

12500 25000

B Frequency of passwords

37500

50000



TRIES TO BRUTE FORCE

QUORA:

GET  http://www.quora.com/wp-login.php
GIPHY:

GET  http://giphy.com/wp-login.php
SNAPCHAT:

GET  http://snapchat.com/wp-login.php
TWITTER:

GET  http://twitter.com/wp-login.php
SOUNDCLOUD:

GET  http://soundcloud.com/wp-login.php
SHOPIFY:

GET  http://www.shopify.com/wp-login.php


http://www.quora.com/
http://giphy.com/
http://snapchat.com/
http://twitter.com/
http://soundcloud.com/
http://www.shopify.com/

MOST COMMON TLDS TARGETED

gTLD

com 1552601 @®@com ®org ®net @®de @ uk ®nl @ cc ®ecn au @ it @ br
®p O®fr ®ca info @ ru @ es © xyz ®eu © se

org 139582
net 102798
info 23288
XyZ 16076
eu 14732
ccTLD

de 68078
uk 59681
nl 45528

cC 45419

cn 36527
au 35410
it 32400

br 28158

pl 26216

fr 25319

ca 24766

ru 21802
es 17372

se 14284



INFRASTRUCTURE
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FROMV.1TO V.3

2015

SHA-256:
28f1cb771de05473b0c1cc2c21f3c437dch50ccbab3c4c15ceefb21eabebb95fa

URL.:
asdas2gw2aswasasdasd.in/wordpress.php?g=4bc87ed0379a11e5acf3080027535333&b=0&v=1

2016
SHA-256: -

URL:
edasdfdfwedzsczxczxcawaw1.xyz/wordpress.php?g=5f64c9690c7911e68d7c00155d0a1117&b=0&v=1

2017

SHA-256:
20ae9e5f8f26635c627afceb5eaeeb749af459f55138¢c80f29da9d787ecc38f92

URL.:
forcedsharetraktor.live/cocos/driver.php?g=e71847216cbc11e7b4e0080027e1e38a&v=3



LINKED EMAIL

asdas2qw2aswasasdasd.in/wordpress.php?g=4bc87ed0379a11e5acf3080027535333&b=0&v=1

= () Rriskia | Q asdas2qw2aswasasdasd.in | 185755643 O

2015-06-18 Enom Inc. (R46-AFIN)

B Hashes Registered | @ Categorize
2015-12-04 Zillya

CHANGE HISTORY RECORD FROM 2016-10-28
Checked by RisklQ | Expired 3 months ago | Created 2 years ago

Attribute Value
WHOIS Server whois.inregistry.in
Registrar Enom Inc. (R46-AFIN)

Email listama7653@yahoo.com (registrant, admin, tech)

Name Listma Huistma (registrant, admin, tech)
Street Chernjakhovskogo 12 35 (registrant, admin, tech)
City Kiev (registrant, admin, tech)
State Kiev (registrant, admin, tech)
Postal 0010052 (registrant, admin, tech)

Country UA (registrant, admin, tech)



1st C&C

forcedsharetraktor.live
217.23.6.215

Connectivity check

google.com

CONNECTION SEQUENCE

2nd C&C
DNS TXT Record

zeusgreekmaster.xyz

Crawling

3rd C&C 4th C&C

uromatalieslave.space megafreecontentdelivery.club

v
217.23.6.155

Brute forcing



DOMAINS

FORCE MASTER
asdkjnasdiu3kadsomiljsdforce.xyz zeusgreekmaster.xyz
forcedsharedtraktor.live apollogreekmaster.xyz
newforceddomainsherenow.club jhasdkjanskdjnahsnmaster.xyz
justanotherforceddomain.xyz jhasdkjanskdjnahsnmaster.info
SLAVE BOOM

uromatalieslave.space
. boomboomboomway.xyz
mrslavelemmiwinkstwo.xyz .
badaboommail.xyz

artemisoslave.xyz
. badaboomsharetracker.xyz
crazyfuckingslavemudak.xyz



DOMAINS

OTHER TORRENT TRACKERS
edasdfdfwedzsczxczxcawaw1.xyz megafreecontentdelivery.com
mozilladownloadsharespace.xyz megafreesharetracker.club
jhkabmasdjm2asdu7gjaysgddasd.xyz blablablablablatraffic.xyz
asxdg2saxadsdawdqg2sasaddfsdfsf4ssfuckk.xyz webdatasourcetraffic.xyz
asxdqg2saxadsdawdqg2sasaddfsdfsf4ssfuck.xyz happynewyeartraffic.xyz
kjaskdhkaudhsnkqg3uhaksjndkud3asds.xyz webtrafficsuccess.xyz
updateservicesharedspace.xyz freemplemediatracker.xyz
adg3asdasda3adfkunssssss.space sharetorrentsonlinetracker.xyz
khkhasd89u8ojaodsijdkjaksd.link coolfastcheaptracker.link
kjhaskdjhkuhk2gwskjakjshdkjh123kjs2.in coolfastcheaptracker.xyz
asdas2qw2aswasasdasd.in meganewblablablan.in

kKjanskduhi8asdaskjdkn.in






DETECTION

O IDS
O SIEM

O Behavioural Analytics



WHY SHOULD YOU
CARE?



WHAT DID WE LEARN?

O CMS are being brute forced since their beginning
O Still successful due the weak passwords used

O Important component in malware ecosystem
O Brute force attacks are not well researched

O Brute forcing methodology is the same across malware

O Hard to measure the successful rate of this type of attacks



FUTURE WORK

O Measure the success rate

O How often the password
changed

O Follow the hack



QUESTIONS?

SATHURBOT PCAP https://stratosphereips.org/category/dataset.html

Anna Shirokova Veronica Valeros
ashiroko@cisco.com vvaleros @cisco.com
@AnnaBandicoot @verovaleros



mailto:vvaleros@cisco.com
mailto:ashiroko@cisco.com

THANK YOU!



