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How hackers
changed the

security -
industry

»



How did we get here?¢

We made frouble.
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mproving the Security of Your
Site by Breaking Into [1”

By Dan Farmer and Weitse Venema, 1993
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Hacker Information Resources

Bugtraq
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Using Good Hackers to
Battle Bad Hackers

IFYOU HAVE AMURKY PASTAND DOUBT

you could become a dot-com millionaire,

think again. Last week a scraggly band of
hackers known as “LOpht Heavy Industries”
joined with some straitlaced tech execs to
form @Stake, an Internet-security consult-
ing firm.

Into the light: Once shadowy computer code
warriors like Kingpin are going legit

Newsweek, January 17, 2000
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We conducted our own vulnerability

research

We built our own attack/testing tools The LOph’r
We secured applications by breaking +

iINnfo them

Others soon followed: Dan Geer

Guardent (acquired by Verisign)
Foundstone (acquired by McAfee)






How to threat model

How To exploit heap overtlows

How fo fuzz software

Built their first fuzzer — SPIKE

How o use Sysinternals Process Explorer
to find attack surface

 Now Microsoft SDLC is the reference for
the industry — literally, ISO 27034




Penetration testing is a requirement.
Companies have a product security response team.

Development teams use hacker techniques for security
Testing. Look to Microsoft as a model.

And later came Bug Bounties!
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‘Ooops, your impo

If you see this text, them your files are no longer accessible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’t waste your time. Nobody can recover your files without our
decryption service.

We guarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption key.

Please follow the instructions:

1. Send $388 worth of Bitcoin to following address:

1Mz7153HMuxXTuRZR1t

to e-mail
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And Hackers are now Insiders
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But we are OLD insiders

We need the next
generation to keep making
frouble



Make me nervousl!






I 8ROKE INTO

THE WERB SITE

TO HELP YOU/
THANKS, 8UT IT'S BETTER
IF WE DON'T KNOW THE
SITE IS INSECLPE.

Weld Pond/Chris Wysopal

cwysopal@veracode.com

@weldpond
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