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Hi, I’m Stefan
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Improving Penetration Testing





















But wait, there is more!



• Accidentally pasting other customer names
• General copy&paste weirdness (Font Mismatch...)
• Spruced up Nessus reports
• Horrible, horrible false positives
• Pentesters beaten by rudimentary obstacles



“It’s easy to use cynicism as a protection mechanism for 
your own insecurities (...)
You might be in a position right now in which you can 
stand on the sideline and heckle other people’s work 
without ever having to step up and present a better 
way to do things, but a time will come when you will be 
replaced by somebody who does not talk smack about 
other people’s ideas, but embraces these ideas 
and adapts them with his own security mindset to 
improve the overall product.”

Me, unfortunately.



Let’s make things better.



“Never attribute to malice that
which is adequately explained by stupidity.”

“Hanlon’s razor”, Robert J. Hanlon



Bad Faith

vs.

Lack of Experience/Knowledge

vs.

Human Error



• Most of them don’t last long.
• Avoiding them is mostly doable

• Ask about procedures, standards
• Ask to talk to the testers
• Check for community participation
• Look at sample deliverables. Look closely.
• Be ready to walk away.

Let’s talk about charlatans



The Attacker’s Mindset



• We like puzzles.
• Nobody ever said “No” to more time.
• We want to exceed expectations.
• We like a broader scope.

Why pentesters are pentesters:



The Buyer’s Mindset



• We want to identify vulnerabilities.
• My boss is making me do it.
• Compliance is making me to it.
• I want to test my blue team.
• I want to simulate a realistic attack.

Why people buy pentests



Taxonomy
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Scope. Scope. Scope.





MITRE ATT&CK



Pentests are more than a report.
Sometimes you barely need one.



How to fix Penetration Testing
(One Slide Edition)

Involve more people.
Have more conversations.
Don’t stop at the report.
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