All Your Cloud Are Belong to Us

—_—

Hunting Compromise in Azure
Nate Warfield — Microsoft Security Response Center



Whoami: Nate Warfield (@dk effect)

——— = - ———

« Hacker — Microsoft Security Response Team
« Vulnerability Management for Azure, Windows, Hyper-V
. Battle scars: MS17-010, WannaCry, NotPetya, Spectre/Meltdown

« cat ~/.bash_history
« 18 years in Network Engineering; 20-year Grey Hat
« First hack: BBS over 2400 baud
« Kaspersky SAS 2018
* Troopers 18
 BSidesLV 2018

« Twitter: @dk_effect
* GitHub: n0x08
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Captain: What happen?

« Traditional Networking (then) ~ + Cloud Networking (now)
+  Server exposure,Wasrestricted |  Every VM exposed to the Internet
. »I‘\/Ian'y layers of ACLs + segmentation « VM'’s deploy with predefined firewall
» Dedicated deployment teams * Anyone with access can.expose BadThings
« Well-defined patching cadence e Patch management decentralized
£ Servers deployed from the ground up « VM'’s inherit the sins of their creators
« Only expose required services  NoSQL open to the Internet? #yolo
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2017: Somebody set us up the bomb E

tech
InfoWorld

threat{pos) Data of almost 200 million voters leaked

| Attackers start wiping data from CouchDB an Oﬂ|lﬂe by GOP analytics firm
ot e Gt s oes st e | [lACIOOP latabases " -

After MongoDB and Elasticsearch, attackers are looking for new database stonover 36,000 Computers Infected with NSA's DoublePulsar
systems to attack Malware

jeone Hljackmg Unsecured MongoDB Databases for Ransom By Catalin Cimpanu
. Security

= =3 ez Viacom exposes crown jewels to

or@windowlicker'as mo

world+dog in AWS S3 bucket blunder

pecting to: mongodb_H Passwords, server schematics and encryption keys

VERIZON WIRELESS INTERNAL CREDENTIALS, INFRASTRUCTURE Unsecured ElastlcSeal ch Sel ver Exposed Data on 1,133 NFL Players
DETAILS EXPOSED IN AMAZON S3 BUCKET

By Catalin Cimpanu T —— ” |a SHARE 1
Security

Crypto-coin miners caug| —_— T T
away in hacked cloud bo: (= > g -:‘_: /g fj et

INSECURE REDIS INSTANCES AT CORE OF ATTACKS AGAINS|

Manic miners don't even pwn you: =iy
default creds admins are too lazy . .

MUST RE2

Elasticsearch ransomware attacks now number in the thousands
By Richard ¢ win 17 Oct 2017 at 0 ) ~ NA A A - . - -~

Here's yet another reason to make sure you lock down your clutch of
° : D e found an ElasticSearch server left

cloud services: cryptocurrency mining. . a g information about 1,133 National Football League (NFL) players and




Operator: We get signal

————— - — = - — ———— = — = S

NoSQL solutions were never intended for Internet exposure :

o« “_itis not a good idea to expose the Redis instance directly to the internet”

- “Allow only trusted clients to aC.cess the network interfaces and ports on which MongoDB instances are available.”

“Elasticsearch installations are not designed to be publicly accessible over the Internet.”

« Naturally, people exposed them to the Internet

« To date: MongoDB, CouchDB, Hadoop, Elastic, Redis, CassandraDB

HI, THIS 15 OH, DEAR = DID HE | DID YOU REALLY WELL, WEVE LOST THIS
« DB dropped; ransom note added YOUR SON'S SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
. WE'RE HAVING SOME IN A WAY = Robert'); DROP I HOPE YOURE HAPFY.
COMPUTER TROUBLE. L/ TABLE Students; - 7 !

« 100k+ systems compromised globally ¢ AND T HOPE
i ~OH.YES UITILE “~ YOUVE LEARNED
ﬁﬂ ROBBY TABLES, L TOSAITIZE YOUR
ANy

: Azure: 3800+ VM's Compromlsed \WE CALL HIM. DTG U

R
R
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Image Source: https://imgs.xkcd.com/comics/exploits_of_a_mom.png


https://redis.io/topics/security
https://docs.mongodb.com/manual/administration/security-checklist/#limit-network-exposure
https://www.elastic.co/guide/en/x-pack/current/ip-filtering.html

Hunting NOSQL Compromise in Azure

- 34.232.124.188:topkek112:CouchDB
222.248.80.51:Warning: MongoDB
46.209.77.33 :Warning:MongoDB
52.79.189.237:Warning:MongoDB
54.199.163.18:Warning:MongoDB
52.80.95.16:Warning: MongoDB
54.254.171.67 :Warning: MongoDB
35.199.43.176:Warning:MongoDB
222.89.251.185:Warning:MongoDB
167.99.27.62:please read:Elastic
167.114.181.155:Warning: MongoDB
13.58.154.186:Warning:MongoDB
130.215.44.61:Warning:MongoDB
35.201.195.87 :Warning:MongoDB
62.218.151.232:Warning:MongoDB
54.176.92.192 :NODATA4AU SECUREYOURSHIT:HDFS NameMode
187.28.246. 282 : PLEASE_READ:MongoDB
118.24.167.131:Warning:MongoDB
111.231.114.33:Warning:MongoDB
35.165.28.9:Warning: MongoDB
52.14.88.76:Warning:MongoDB
110.23.76.38:Warning:MongoDB
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2.1 million Internet exposed IPs in Azure
Port scans are slow; open port !5 pwned
Each NoSQL solution runs on different pdrt
DB names only indication of compromise

TL;DR — | use Shodan (what, you don't?)
» Accurate to with 0.14% of in-house solution
* Rich metadata for each IP‘ .
- DB names are indexed & searchable
«  JSON export allows for automated hunting



Operator: Main screen turn on

————— = - 5 - — ————— s — = S

Use master list of all pwned DB names seen globally

My code was added to Shodan in December 2017 o SR

#% Exploits #, Maps © Share Search & Download Re

tag:compromised — automatically tags pwned NoSQL DBs

33k pwned DBs as of 9/28/2018 QR ==

Use Shodan tags to keep track of

compromlsed NoSQL databases.

i i @alibaba hasrnostofthen1
Requires Shodan Enterprise API folowed byAmazon e

,J,:] talocean: buff.ly/2114s2Z

Top Countries.

..Ol..

iiii§§§i5§
saguuanpll

e
g
L

https://qist.qithub.com/n0x08
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https://gist.github.com/n0x08
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Network Security Group (Azure)

————— = — = - — ————— s — = S

« Network Security Group is the VM firewall

crosoft Azure MNew > Compute > Windows Server 2012 R2 Datacenter > Create virtual machine > Si ) Search resources X ritylgh

achine O X Settings O X Choose network security gr.. B X Create network security gro... B X

« Firewall config hard-coded by VM vendor.
« Configurable during deployment (optional)

¢ 46% of images expose ports by default

W ¢ B @ @

* 96% expose more than management

* 562 unique ports exposed in Azure Gallery
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AMI Security'Groups‘(AWS)

& aws maretplace

View Categories » Your Saved List

X : E —— S = i ———— == -— = - =

« Amazon Marketplace Image is 3" party laaS

A security group acts as a firewall that controls the traffic allowed to reach one

rerecommended settings or

« AWS doesn’t expose AMI SG config vié API*

* *Until you deploy it =)

« Feature request filed with AWS

11k AMI’'s in AWS — 5x as many as Azure

t
t
t
tcp
t
t
t

- - Data indicates many clouds have this problem
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Every (MQTT) step you take..

— = : g = = — S ——

MQTT — publish/subscribe meésage protocol

Used by loT, FaCebook Messenger, many more

#% Exploits #, Maps W Share Search

* Internet exposure In last year
; 430,740
nysql» select * from stats where facet_date like '"201%-87-38° and port = 1883;
tacet date t
| 2017-67-30 | 1883 | 30670 |
2818-8 8 188 435882 vaal S leCT Tro STdLS Fef
—————————————————————————————— T ity T T T TP
2 et (0.19 se facet_date | port Count
S et e t o — +
017-09- 1883 34058
2018-09- 1883 505960
F——————— - t—————- t +
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Azure & AWS offer MQTT-based solutions #% SHODAN

& Download R




.I°11 be tracking you

Q # Explore Downloads Reports

#% SHODAN

#% Exploits %, Maps % Share Search & Download Results |l Create Report

83.83.30.175

Katkin Park

Open MQTT Servers Raise Physical Threats in Sm...
Ti et of Things

Virgin Media

able @ } - A T - 1 P T4 00CAA
v ACKS LT 0 o F L o d =

e Telekom AG

It's unfortunate that users pay so little

attention to security, in spite of us clearly . n5 T1o806e
documenting that in our booklet. 21, "batt":66, "conn”: "u"
owntracks.org/booklet/guide/ ...
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Threat hunting (old way): CVE-2018-6789

e —————

» Azure exposure: 17k IPs running an email server

« ‘shodan download product:exim org:microsoft’

e Common Platform Enumeration field FTW

* ‘shodan parse --fields ip_str,cpe’
« VMs found: 1221

“@MININT-H66832A:~$ shodan parse --

« Total time: ~5 minutes

« Can we do better?

* BruCONoxoA - October 4th, 2018

cpe:/fa:exim:exim:4.89 1
cpe:/fa:exim:exim:4.82
cpe:/fa:exim:exim:4.89 1
cpe:/fa:exim:exim:4.89 1
cpe:/fa:exim:exim:4.89 1
cpe:/fa:exim:exim:4.89 1
cpe:/fa:exim:exim:4.87
cpe:/fa:exim:exim:4.87
cpe:/a:exim:exim:4.86_2
cpe:/a:exim:exim:4.89 1
cpe:/a:exim:exim:4.89 1
cpe:/fa:exim:exim:4.76
cpe:/a:exim:exim:4.89 1

Frnes fasnrdms AavimeAd OO0

e ————— == = e

. .
e B —
fields ip str,cpe ex 0



Threat hunting (new way): The vuln: tag

|

————— - = = — —————

Worked with Shodan incorporate CPE <—-> CVE detections

» Accessible via ‘vuln:’ tag (Enterprise API only)
. Verified: False == implied vulnerable  [§

» Based off version data
e Verified: True == confirmed VUInérabIe "gg

Ed Google Font API

S jQuery

e Ex: MS17-010

A Vulnerabilities

CVE-2015-3185

CVE-2014-0226
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Cats: How are you gentlemen!!

We view this as keeping our oath to protect and defend against enemies foreign and
domestic. TheShadowBrokers has is having little of each as our auction was an apparent
failure. Be considering this our form of protest.

--ShadowBrokers, April 8 2017

* BruCONoxoA - October 4th, 2018 14



Cats: You*aré on the way to destruction

————— — = - — ————— s — = S

. [REDACTED] weaponized an SMBv1 exploit (EternalBlue)
« [REDACTED] added it to their Metasploit clone

. :REDACTED: lost control of this tool
* Microsoft patched in March 2017 via MS17-010
ShadowBrokers dropped 0-day on April 14, 2017 (MS17-010 +31 days)

®% SHODAN

* No sane person would expose SMB to the Internet.....

#% Exploits * Maps ® Share Search & Download Re:

Q. | [ sections = @he Washington Post
De; kness

mocracy Dies in Darl

1,264,805

Technology

NSA officials worried about

the day its potent hacking
tool would get loose. Then it
did.

* BruCONoxoA - October 4th, 2018 15



Finding DoublePulsar in Azure i

ShellcodeBuffer
[Target WINT2K8R2

Execute Plugin? [Yes] : -

[#] Executing Plugin 3 -

[%] Connecting to target for exploitation. O I 14k VM TCP/445
[+] Connection established for exploitation. n y S eXpOSIng

[*] Pinging backdoor. .. .
[+] Backdoor not installed, game on.

[%] Target 0S selected valid for 0S5 indicated by SMB reply

".[=] CORE raw buffer dump (43 bytes):

0x00000PEE 57 69 6e 64 6f 7T 73 20 37 20 50 72 6f 66 65 73 Windows T Profes e :

0x00000010 T3 69 6f 6e 61 6¢c 20 37 36 30 31 20 53 65 72 76 sional 7601 Seru

S o e HE Rt « Initially undetectable by Shodan

[*] Building exploit buffer

[*] Sending all but last fragment of exploit packet
................ DONE .

[%] Sending SMB Echo request
[*] Good reply from SMB Echo request

4] Starting nonpeged ool groseing e Detection via unused SMB error code (0x51)

[+] Sending large SMBul buffer..DONE.

[+*] Sending final SMBu2 buffers...... DONE.

[+] Closing SMBul connection creating free hole adjacent to SMBu2 buffer.
Sending SMB Echo request

21 Gone ooty trow G Eoro reest Manually scanned all IP’s exposing TCP/445

[ ™

DONE.
[*] Receiving response from exploit packet
[+] ETERNALBLUE overwrite completed successfully (©xCOOEEEED)!
[*] Sending egg to corrupted connection. ’ ’
[*] Triggering free of corrupted buffer. =
(<] Pinging bockdsor . * Low number of implants (<50)
[+] Backdoor returned code: 10 - Success! .
[*] Ping returned Target architecture: x64 (64-bit)
[+] Backdoor installed

[%] CORE sent serialized output blob (2 bytes): - ; L That means everyone patChed!!!

0x00000000 08 00

[*] Received output parameters from CORE

[+] CORE terminated with status code 0x00000000
[+] Eternalblue Succeeded

fb Special (Eternalblue) >

BruCONoxoA - October 4th, 2018 16
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Cats: You have no chance to survive make

your time

28 days later, WannaCry hit

Azure exposed SMB: 14,480 VMs

'Targeté‘d uﬁpatched MS17-010

Initial infeption via Internet-exposed SMB port
230k+ systems in 150 countries affected
Comparatively low-tech

Propagated via EternalBlue

* BruCONoxoA - October 4th, 2018

NotPetya dropped on June 27, 2017

Azure exposed SMB: 16,750 VMs ( )
Specifically targeted Ukraine

Initial infection via trojaned MEDocs software
Blast radius increased by VPN links to Ukraine

Comparatively high-tech

' Propagated via psexec, mimikatz, MS17-010

18



Your_IaaS‘seCurity is your responsibility -

—— = - = = - —— -~ — -

Ever hear about Express Route and Direct Connect?

* “Microsoft Azure ExpressRoute lets you extend your on-premises networks into the Microsoft cloud....”

«  “Direct Connect makes it easy to establish a dedicated network connection from your premises to AWS.”

That sounds like a VPN! (Narrator: it's totally a VPN)

@jsnover

How are you managing ACL’s on P2P cloud connections? (a LT

: : ; We made a huge investment in security
Is your cloud actually isolated from on-premises network? for Azure Stack so it would "just work”".

oy e But.. users are responsible for the
Do your IT policies extend to your cloud subscriptions? security of their VMs and Apps.

_ 3 9:11am - 15 Feb 2018 - Twitter Lite
=  Whois patching your |aaS servers?

BruCONoxoA - October 4th, 2018 19



PaaS & SaaS.are shared responsibility

—— = - = = - —— -~ — -

Cloud Models

On Premises Infrastructure Platform Software
(as a Service) (as a Service) (as a Service)

Applications Applications
DEIC] DEIE]

"Patching causes downtime”

“My cloud provider handles

~patching” . ‘
; Data

You manage

c ¢ Runtime % Runtime
Not necessarily & never with [aaS 5 :
% Middleware P Middleware g
. i g . 0/s /s g
P/Saa$S are shared responsibility 3 T =

yosonIN Aq pabeuely

[ servess
Patching handled by Microsoft t

| Networking

}JOSODIN /eq pabeuelp

= SaaS =100% transparent to you

= PaaS requires configuration

* BruCONoxoA - October 4th, 2018 20



Cloud marketplaces are supply chains

e —————

Supply chain attacks are increasingly common :

Backdoored images downloaded 5 million

Cloud ma rketplaces are next times finally removed from Docker Hub

d by a single account over 10 months may have generated $20,000.

LOtS Of resou rceS,' h |g h Va | ue ta rg ets Pre-Pwned AMI Images in Amazon's AWS public instance store

Published: 2 -09-

Minimal validation of 3/ party images  [Essses

| keep bout AMI images in Amazon's AWS, which come "pre-pwned." These images typically include for the mg

malicic

34 party laaS images are OLD

- adlfS TECHNICA BIZ&GIT TECH SCIENCE POLICY CARS GAMING &C
= Average Azure Age: 140+ days

= Average AWS Age: 717 days . CCleaner malware outbreak is much

worse than it first appeared
U p d at I N g I aa S V M I ma g es I SN Ot ret roa Ct I ve Microsoft, Cisco, and VMWare among those targeted with additional mystery payload.

DAN GOODIN - 9/21/2017, 2:43 PM

* BruCONoxoA - October 4th, 2018 21



2018: Year of the CryptoMiner

e Cryptomining is the new Ransomware | CoinHive Cryptocurrency Miner Is 6th

Most Common Malware, Says Report

* NoSQL attack campaign shifted
: . | - TrendLabs &9 SECURITY
» Open S3 buckets being attacked BBl oo

* Any vulnerable system is a target

Vulnerabilities in Apache CouchDB Open the Door to Monero

Monero Charts -
Miners

Zoom 1d 7d m m 1y YTD ALL

Posted on: February 15, 2018 at 5:00 am Posted in: Vulnerabilites Author: Trend Micro

SIS TECHNICA <« BiZglm TECH SCENCE POLICY CARS GAMING& CULTURE FORUMS =

Oracle app server hack let one attacker

mine $226,000 worth of cryptocoins

Exploit published in December makes cracking unpatched Oracle servers easy.

> 300M
]
) "
¢ Jan

SEAN GALLAGHER - 1/9/2018, 9:12 AM

il imuﬂ
an "18
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Docker Monero Mining Campaign

E——

TCP/2375 — HTTP Admin port for Docker Servers
» No auth because of course not

curl http://[ip address]:2375/containers/json | jq’.’

Run via xmrigDaemon Command '

Proxying miner traffic thru hacked Az'ure VMs

Impossible to determine profitability?

Make The World a Safer Place #TR18

* BruCONoxoA - October 4th, 2018
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I°’ve seen things...

Shodan is amazing, but botnets, RDP/SMB bruters/etc. are invisible!

#% SHODAN

....no they’re not o | s DR

389,626

Enter Greynoise.io & its network of sensors

Shodan consumes this data too

#% SHODAN

#% Exploits # Maps % Images W Share Search

« Searchable via tag:scanner

Greynoise is metadata heavy (w0O0t!)

* Ports, paths, user-agent, ASN

BruCONoxoA - October 4th, 2018 24




..you people wouldn’t believe.

= . " — = - — - ————— e

« Correlate probe activity <> port exposure

da5n date port count

 Port probes against same port exposed? Probably a bot! "o T oesieo o0 ssss 1 e |
(551928 | 2018-09.23 | 5355 | 508

* RDP, SMB, SSH, Telnet, IIS jsr1o70 | s015.00.25 | 555 | ens
fSliEES 2918:@2:2? gggg 2;2

» JBoss, Drupal worms, Mirai, etc. hs21925 | 2015-09.2 | 5555 | 799
AS21928 2618-89-29 LGLG 675

ASZ21928 2815-89-36 5555 752

 Muhstik, ZmEu advertise via User-Agent & | e | 2| o

e Trends over time FTW

asn date tag coun
AS45090 2018-089-28 IS WebDAV Remote Code Execution CVE-2817-7269 26
ASASH90 2018-89-29 IIS WebDAV Remote Code Execution CVE-2817-7269 15
ASA5090 2018-09-36 IIS WebDAV Remote Code Execution CVE-2817-7269 24
ASA5090 2018-18-81 IIS WebDAV Remote Code Execution CVE-2017-7269 38
AS45098 2018-18-082 S kWebDAV Remote Code Execution CWVE-2817-7269 34

BruCONoxoA - October 4th, 2018 ) ' ' 25



« 2 big ISPs are Skynet Belgium & Telenet BVBA

Attackpattehns comingAfrom'Belgium,, S

. Skynet: AS6848

Telenet: AS5432
Novotel hotel network: AS9031

* Belgian networks are quite clean!

"2018-18-83
"2018-19-83
"2018-19-83
"2018-19-03
"2018-18-82
"2018-18-082
"2018-18-082
"2018-10-082
"2018-10-02

Laa

o6
o6
o6

o4

19
o9
o5
o3

123
17
1 @5
14:
:13
el
;19
120
[+ 8
[ 8

58
56

:4B,AS§432,Telnet Worm, Proximus MNv©
145 ,A55432 ,Mirai, Proximus NV© S
:54,A55432,5SH Worm, Proximus Nv" 2918-89-26 23

:19,A55432 ,S5H Worm, Proximus NV

128 ,A55432 ,S5H Worm, Proximus NV
:12,A55432 ,Mirai, Proximus NV"

145 AS5432 , Telnet Worm, Proximus MNV™
:15,A55432 , PHPMyAdmin Worm,Proximus Nv©
123,A55432,T1IS WebDAV Remote Code Execution CVE-2017-7269,Proximus NV™

] war

La

"2P18-89-26 12
"2918-89-14 28
"2918-89-11 86
"2018-89-085 84

-——m e FF AT RITRIT

19,A55432,55H Worm, Proximus Ny™
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e —————

147181, A5

INrmrm—na .

"2818-18-83
"2818-18-83
"2818-18-83
"2018-16-82
"2818-18-82
"2@18-18-82
"2018-18-82
"2818-18-82
"2818-18-82
"2@18-18-82

."2818-18-82

"2818-18-82
"2@18-18-82

:95:34,A59031 ,Mirai, EDPNET"
:34:29,A59631,Telnet Worm, EDPNET"

125:54,A59631, Unknown Linux Worm, EDPnet ADSL Dynamic”
:83:35,A59631,55H Worm, EDPMET"™
9831,55H Worm, EDPnet ADSL Dynamic”

84:89

21:86

11:84

83:48

L -

:21,A56848, Telnet Worm, Telenet N.V. Residentials”
B3:088:
@l:48:

56,A56848,Mirai,Telenet Operaties N.V."
26,A56848,Mirai,Telenet N.V. Residentials”

:54,A56848, Telnet Worm, Telenet BVBA"
21:86:
17:53:
15:19:

83,AS6848,Mirai,Telenet BVBA"
45,A56848,Mirai,Telenet N.V. Residentials”
B8, AS6848,Mirai,Telenet N.V. Residentials”

119,A56848, Telnet Worm, Telenet Operaties M.V."
11:83:
B4:54:
B4:54:

49,A56848,Mirai,Telenet Operaties N.V."
48,A56848,Telnet Worm, Telenet operaties N.V."
18,A56848,Mirai,Telenet operaties MN.V."

:58,A56848,Mirai, Telenet Operaties N.V."
@e:38:

26,A56848,Mirai,Telenet Operaties N.V."

ooy arr
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Cloud netwohks scanning the-WOrld.. o

e — - —

Malicious cloud tenants

e My cell carrier is full of Mirai? WTF T-Mobile!

225
187
586

564
128

3

- Ml = =
6465 AS21928,Miral
"AS45698 ,Huawei HG532 UPnP Worm CVE-2817-17215" B — i e L
"AS45698,IIS WebDAV Remote Code Execution CVE-2817-7269"
"AS45698, Jboss Worm"
"AS45698 ,Mirai”
"AS45698,0racle WeblLogic CVE-2617-18271 Worm”
"AS45698 , PHPMyAdmin Worm”
"ASA5698,55H Worm™
"ASA5698,Telnet Worm™
"AS45698 ,Windows ROP Cookie Hijacker CVE-2814-5318"
"ASA45698 ,Wordpress Worm™
"ASA5698, 7mEu Worm"
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118 "AS521928,ADE Worm”

e

[l eI = N U T Ve T v T Wy Y = W I iy oy oo

"AS14661,Belkin N7568 Worm CVE-2814-1635"
"AS514861,Drupal CVE-2818-7686 Worm"
"AS14661,Embedded Device Worm”

"AS14661,GPON CVE-2818-16561 Router Worm”
"AS14661,I1IS WebDAV Remote Code Execution CVE-2617-7269"
"AS14661,Mirai"”

"AS14861, PHPMyAdmin Worm"

"AS14861,Realtek Miniigd UPnP Worm CVE-2814-8361"
"AS14661,55H Worm”

"AS146861,Telnet Worm”

"AS146861,Unknown Linux Worm®

"AS14861,Windows RDP Cookie Hijacker CVE-2814-6318"
"AS14861,Wordpress Worm"

"AS14861,7mEu Worm™

"AS16589,ADE Worm"

"AS16589,I1IS WebDAV Remote Code Execution CVE-2817-7269"
"AS16589,Jboss Worm”

"AS16569,Mirai™

"AS16589, PHPMyAdmin Worm"

"AS16589,55H Worm™

"AS16509,Telnet Worm"

"AS16509,Windows RDP Cookie Hijacker CVE-2814-6318"
"AS16569,7mEu Worm™

"AS8875,Embedded Device Worm”

"AS8875,IIS WebDAV Remote Code Execution CVE-2817-7269"
"AS8875,Jboss Worm”

"AS8O75,Mirai”

"AS8875,PHPMyAdmin Worm"

"AS8875,55H Horm"

"AS8675,Telnet Worm”

"AS8875,Unknown Linux Worm”

"AS8875,Windows RDP Cookie Hijacker CVE-28614-6318"
"AS8875,Wordpress Worm"

"AS8875,Wordpress XML RPC Worm”
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None of this.data will be lost in time..

== = - — = = = — .= by

It may be possible to predict attacks based on trends

Time-to-weaponize may become calculatable

Iran is doing something....interesting @ e
More on that in 2019....

161.225.94) crawl the Internet to test for this

all using the same tooling. This indicates that these hosts are
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Captain: For great justice
Update your laaS VMs immediately after deployment
Review firewall settings before deployment

For sensitive roles consider building your laaS Image

Better visibility into out-of-the-box l[aaS VM security
Age of laaS VM image
Default firewall policies

Version info of daemons/services

Azure Security Center: Free tier provides recommendations
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Nate Warfield o @dk_effect
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