HUNTING ANDROID MALWARE

A RUNTIME TECHNIQUE FOR
IDENTIFYING MALICIOUS APPLICATIONS
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THE PROBLEM

MALWARE HAS AND IS A CONSTANT THREAT IN THE ANDROID ECOSYSTEM

88 concau < Found: New Android malware with

2017

Malicious apps with >1 million never-before-seen spying capabilities

downloads slip past Google defenses

twice Skygofree is among the most powerful spy platforms ever created for Android.
re scormens{ - . = 2018

Currency-mining Android malware is so
aggressive it can physically harm phones

This is your phone on mining software. Any questions? 2017




THE QUESTION

PREVIOUS RESEARCH LED ME TO THIS RESEARCH
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THE QUESTION

HOW DO | PROTECT MYSELF FROM THESE KIND OF ATTACKS?

» We have to look at the APK
» Statically

» In a sandbox of sorts



CURRENT MALWARE ANALYSIS TECHNIQUES

WE LOOK AT MALWARE IN A FEW WAYS

» Hashes
» Code Signatures
» Permissions Reputation

» Behaviour



CURRENT DEFENCES

HOW ARE WE PROTECTED BY MALWARE?

» Google Play Protect
» Google Playstore
» Third-Party Software
» Anti-Virus
» OS Support

» MDM's, MAM's



FRUSTRATIONS

WHAT'S THE SHORTCOMINGS OF EXISTING TECHNIQUES

» Static Analysis is hard

» Can’t run Cuckoo on my phone

» Scalability

» What if the app is not on an official Store?

» Bypassing AV is too easy

» Forensics is cool but how do you do it at realtime?

» Static analysis can only reveal a subset of the app’s functionality



THE FRUSTRATION

NO RELIABLE WAY TO DETECT MALWARE ON DEVICES



THE IDEA

BUT THERE IS HEAPS OF DATA TO BE LOOKED AT!

» Android apps make use of objects

» Import statements are useful BUT

» You can import but not instantiate

» If it's instantiated, something is using the object

» Instantiated objects have data (some)



THE IDEA

ALL THIS DATA HAS TO BE SOMEWHERE TO BE LOOKED AT

» /PROC/{PID}YMAPS?
» Analyse the heap regions?
» Analyse Heap Dumps? (HPROFs)
» Memory Forensics?
» LIME ~ Linux Memory Extractor
» Volatility
» (gdb) x /20xg 0x7fbd62087?
» myObject.hashCode()

» Not too bad with the DVM (dlmalloc)



THE IDEA

INSTRUMENTATION

» Objects exist on the heap so they are accessible
» Trace calls and monitor/engage with behaviour
» Its relatively easy

» Great way to gain insight into applications

» Object carving functionality is AWESOME

FHIDA




THE IDEA

WOULDN'T IT BE COOL IF AT RUNTIME | COULD SEE

» Which objects an app is using
» Which objects are instantiated

» What are the values for these objects



THE IDEA

THIS WOULD GIVE ME AN IDEA AS TO WHAT AN APP IS DOING AND HOW



THE IDEA

FOR EXAMPLE, ANALYSING AN APP WITH A METERPRETER BACKDOOR:

» Experience tells me to look for:

» DexClassLoader

» And what this injected code does

» TCP Connection
» Which tells me that this app is
» Injecting code at runtime

» For example, encryption/decryption routines

» Communicating remotely



IN ACTION

DEMO: BASIC MALWARE INFECTION
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IN ACTION

DEMO: BASIC RUNTIME MALWARE ANALYSIS USING FRIDA
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STATIC VS RUNTIME ANALYSIS

STATIC ANALYSIS WONT SHOW YOU EVERYTHING

» Runtime Injection
» Class Loaders
» Very powerful to inject your functionality at runtime, requires analyst to acquire the jar/apk/dex
» What if you don't have the injected JAR/APK?
» /data/data/com.app.sandbox
» Java.Lang
» Runtime.exec("/bin/sh")
» No Import Statements

» Instantiated but kinda immutable



STATIC VS RUNTIME ANALYSIS

DEMO: WHAT STATIC ANALYSIS CAN'T SHOW YOU
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STATIC VS RUNTIME ANALYSIS

HEAPS OF LOVE

» Don’t have to trawl code

» Identify specific anomalies



MORE FRUSTRATION

THERE IS ALSO HEAPS OF FRUSTRATION

» java.lang.Runtime
» Kind of immutable?
» exec("/system/bin/ps")

» Does not have much of a footprint
v CRuimegerfunime - (Runtime@a2r

' v {9 mLibPaths = {String[2] @4272}
> =0 ="/vendor/flib/™
» =1="/system/lib/*
| @) shutdownHooks = {ArraylList@4273} size =1
» =0 = {LogManager$ 1 @4280} *Thread[Thread-7,6,main]"
@ shuttingDown = false
O tracingMethods = false
v ) shadew$ _klags_ = (Clacs©3345} "clase java.lang.Runtime”
) accessFlags = 524289
0 classLoader = null
) classSize = 516
0 clinitThreadld = 755

) componentType = null

» ) dexCache = {DexCache@®4282}

» () dexCacheStrings = (String[236£3)@1283}
I dexClassDefIndex = 363



MORE FRUSTRATION

WHATS THE PLAN?

axec (string command)

Executes the specified siring command in a separale process

exec (String[] cmdarray

Executes the specified command and arguments in & saparate process

exec (String[] cmdarray, String[] envd)

Execules the spedified command and arguments in & separate process with the specified environment.

exec (String(]) cmdarray, String(] envp, File dir)

Exccutes the speaified command and arguments in 2 separate process with the specified enwvironment and working directory.
exec (String command, String[] envp)

Executes the specified siring command in 2 separale process with the specified envirorman!

axec (String command, String[] envp, File air)

Cxecutes the specified siring command in a separale process with the specified envirorment and working directory

Java.perform( fus m () <
targetClass = Java.use("java. Lang.Runtime");

targetClass.exec.overload('java. Lang.String').implementation = . (x) {
console. log(" I»] exec() golt called!: "+x);
~aturn this.exec(x);

| H

targetClass.exec.overload( "’ [Ljava. lang.S5tring; ').implementation = funciion (x) {
console. log(" [+] exec() got called!: "+x);
~aturn this.exec(x);

}:

targetClass.exec.overload('java. lang.String', 'ILjava.lang.5tring; ') .implementation = functior (x,y) {
console.log(" [*] exec() got called X= "+x)j
console.log(" [+] exac() cot called Y= “&y);

sturn this.exec(x,y);



OVERCOME SOME FRUSTRATION
DEMO: OVERLOAD METHOD CALLS T0 OBSERVE OTHERWISE HARD TO OBSERVE ANOMALIES
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SNAPSHOT

WE HAVE THE ABILITY TO:

» Analyse objects on the heap
» Hook methods for certain objects
» Do all this at runtime on a device
» See more than static analysis

» Perform the above from a workstation



HOW TO USE THIS?

A SOLUTION: SAFETY NET ATTESTATION API

The SafetyNet Attestation APl helps you assess the
security and compatibility of the Android environments
in which your apps run. You can use this APl to analyze
devices that have installed your app.



HOW TO USE THIS?

A SOLUTION: SAFETY NET ATTESTATION API

Android Device Client Server

Client App Client Backend

Google Play services




A SOLUTION

UITKYK

» You can use this APl to analyze applications that are installed on a Android
device

» Custom Android Frida Library

» DBUS over TCP

» Frida Server Integration

» Can run all the previously demo'd tests

» And morel



A SOLUTION

HEY FRIDA, GIVE ME RUNNING PROCESSES

PID

$ frida-ps -U
Name

207
27599
1566
16850
16894
17005
17145
17163
17190
17327
17384
17430
26767
194
27556
27799
27622
1799

27643
27882

adbd
android.process.acore
android.process.media
app_process
app_process
app_process
app_process
app_process
app_process
app_process
app_process
app_process
app_process32
bridgemgrd
com.android.defcontainer
com.android. keychain
com.android.musicfx
com.android.nfc
com.android.phone
com.android.systemui
com.android.vending
com.google.android.apps.cloudprint



A SOLUTION

HEY ANDROID, GIVE ME RUNNING PROCESSES




A SOLUTION

HEY FRIDA TELL ME IF THIS APPLICATION LOOKS MALICIOUS

var objectsTolookFor = ["java.ner.Socker", “dalvik.sysren.DexClassloader®, "java.netr.URLConnection™, “java.neT.URL™, “java.security.cerr.X5@9Cerrificare"];
for (var 1 in objectsTolookFor) {
Java.perfarm(function () {
Java.choose(objectsTolookFor([1], {
“anMarch™: Tuncrion (instance) {
it (objectsTolookFor(i) == “java.net.URL" && instance.getProtocol() !'= “file") {
console.log("\n[+] Process has Instantiaved instance of: “ + ohjectsTaolookFar[i]);
console.log(™ [x] Process is communicaring via * + insrance.getProrecol());
console.log(*[+] Communication Details: * + instance.teString());
}
i* (objectsTolookFor([i] == “dalvik.system.DexClassloader®) {
console.log("\n[+] Process has Instantiated instance of: " + objectsToLookForlil);
console. log(* [»] Process is making of DexClassloader);
console.log("[+«] Loader Details: " + instance.toString());
1

slfr:lda -U -1 Demol_MalwareObjects.|s cm.twitter.androidl

/ - | Frida 10.6.51 - A world-class dynamic instrumentation toolkit
(IS
>_ | Commands:
77| help -> Displays the help system
* o 0 object? -> Display information about 'object’
« s o = exit/quit -> Exit
: More info at http://www.frida. re/docs/home/
Attaching...

I+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Conmection
[+] Socket Details: Socket [address=/192.168.0.16,port=4444, localPort=580695]

I+] Process has Instantiated instance of: java.net.Socket
[*] Process is making of a Socket Connection
I+] Socket Details: Socket [address=settings.crashlytics.com/50.19.106.12,port=443, localPort=42366)



A SOLUTION

HEY ANDROID TELL ME IF THIS APPLICATION LOOKS MALICIOUS




&« C | @& Secure | https://dbus freedesktop.cry/d

D-Bus 1.12.9

Main Page Related Pages Modules Dara Structures ~ Files v

D-Bus Documentation

This manual documents the low-level D-Bus C AP If you use this low-level APl directly, you're signing up for some pain.

Caveats aside, ycu might get started leaming the low-level API by reading about DEusConnection and DBusMessage.

There ére several other places to look for D-Bus informacion, such as the tutorial and the specification. those can be found at the
Ihe ow-level APl documented 11 this manual dekberately lacks most convenienze functions - thase are 127t Lp 1 higher-level libra
The ow-level API also coniains plenty of clutier to support integration with arbitrary object systems, languages, main loops, and
This manual glso contains docs for D-Bug internals, so you can use it to get orientec tc the D-Bus source code if yeu're interested

As you read the code, you can identity internal D-Bus functions because they start with an underscore ('_') character, Also, any ide




UITKYK

HOW DOES UITKYK UITKYK?

» TCP Socket to Daemon

» Push and Pull Bytes

» Sniffed Frida sessions

» Outlined TCP Flags

» Identified key bytes (trial and error)
» Stared at my monitor

» Wash,rinse,repeat

byte[] AUTH_Message2 = {

(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)

ox41,
0x20,
Ox4e,
0x55,
[
8x32,
0x33,
0x30,
0x31,

(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)

0x55,
ox41,
0x59,
0x53,
0x34,
0x37,
0x32,
0x32,
0xod,

(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)

Ox4e,
0x4d,
0x20,

@x35,
0x30,
0x65,

@x0a);

(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)
(byte)

ox48,
ox4f,
Ox4f,
0x34,
0x34,
9x37,
0x33,
0x33,



UITKYK

SOMETHING ABOUT A POC

import socket

TCP_IP = '10.42.2.15°

TCP_PORT = 1337

BUFFER SIZE = 102

Z AJTH

MESSAGE = "\ 26\ x41\x55\x54\ x40\ xBd\ xBa '
# MESSAGE = "\ed 1155\« 54\ xd M\ wdd\ B '

s = socket.socket(socket.AF_INEY, socket.S0CK_STREAM)
print “Sending-> .AUTH"

s.connect{(TCP_I®, TCP_PORT))

s.5end(MESSAGE)

deta = 5. recv(BUFFER_SIZE)

print “recsived data:", dats

# s.rlosel)

£ AUTH ANONYNOUS 474442757320322e21

MESSAGEZ="'\ x4 1'\x 55\ x54\ x43\ x 20\ x4 1 \xde\ x4\ eda \ xS0\ ndd' e d FxS5\ 8 3\ x 20\ %34\ a3 7\ 34\ 34\ X3\ x 32\ 37\ X35\ 37\ X33\ 32\ %30\ x33\ x30\ x32'y
BUFFER_SIZE2 = 120

# 5 = spcket.socket(socket, AF_INET, socket.SOCK_STHEAM)

print "Sending-> AUTH ANONYMOUS 473444275732600@2e31"

# s.rconnect ((TOP_IP, TCP_PORT))

s.send (MESSAGE2)

deta? = s.recv(BUFFER_SIZE2)

print “received data:", dats2

# s.closel)

L

# FBEGIN
MESSAGE3=""\x42'x45\ xd 7\ x4\ xde\ x0d' \x2a"
BUFFER_SIZE3 = 120

& s = socket.socket (sockel, AF_INET, sochkel.SOCK_STREAM)
print "Sending-= BEGIN"

F s.connect((TOP_IP, TCP_PORTI)
Se5end(MESSAGES]

# data3 = s5.recv(BUFFER_SLZES!

# print "received data:™, data3

# 2 s5.close!)

FO6cO0L 020 01 b 00 0P 00 01 ©2 00 02 60 02 92 P2 03 PL 67 02 PL 73 PO 20 PL 2L GT 20 15 20 20 90 27 72 65 27 66 72 69 64 61 21 46 ¢
# HOSTSESSION. e Sernss GatAll...e5.....0rg. freegces«top. Ddus.Proparties..... re.frids.HostSessione.

MESSAGES=""\X5C'\ X2 1\ %08\ X0 1\ LD\ X 0@\ X209\ x99\ X8 1 \ X209\ ¥00 \ X B2 \ X 50\ 09 \ X0\ W00\ 08 \ XA L N6 7 \XBA XA 1\ X7 3 X8 W0\ X0 1\ XA L\ X6 T\ XA\ X 15\ %000
BUFFER_CIZE4 = 140

print "Sending-> HostSession™

s.send (MPSSAGES)

datad = s.recy(BUFFER_STZE4)

print “received data:", datad



UITKYK

WHERE TO GET IT ALL

» Library

» github.com/brompwnie/uitkyk
» Frida Scripts

» github.com/brompwnie/uitkyk
» Videos

» https://goo.gl/k6BNBqg



UITKYK

SHORTCOMINGS

» Increased Attack Surface
» Abuse, itis process running as root

» We are still struggling to get basic security right



UITKYK

CONCLUSION & QUESTIONS

» It's a journey

» Uitkyk is a step in the right direction
» No Silver Bullet

» Defence In Depth

» Android OS is key to protecting itself

» Questions?



