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3,646,000 Beats



2010

1st Brucon 

2011

2013

2012

Operation Aurora | Joe McCray ‘You Spent All That Money and Still Got Owned’
Stuxnet | Paul Asadoorian ‘My Plot to Take Over the World’
1st MALCON | Tyler Shields ‘The Monkey Steals the Berries’ 

LulzSec Formed | Nick Nikiforakis ‘Abusing Locality in Shared Web Hosting’
Playstation Network Pwn3d | Andrey Belenko ‘iOS Forensics’
sl1nk Pwn3d US | Iftach Ian Amit ‘Data Exfiltration’ 

Linkedin Pwn3d | Josh Corman & Jericho ‘Cyberwar. Not what we were expecting’
Saudi Aramco Shamoon | Mathy Vanhoef ‘New Flaws in WPA-TKIP’
sl1nk Pwn3d ICS | Ed Skoudis ‘Unleashing the Dogs of Cyberwar’ 

Target Pwn3d | Didier Stevens ‘Advanced Excel Hacking Workshop’
NYTimes Pwn3d | Rob Graham  ‘Data-Plane Networking’



2014

2015

2017

2016

Sony Pwn3d | Joe Grand ‘Using Superpowers for HW Reversing’
Mt.Gox Bankrupt | Snare ‘Thunderbolts and Lightning ’ 

OPM Pwn3d | Marc Hilich ‘Levelling up Security’
Ashley Maddison Pwn3d | Mathy Vanhoef ‘Pwn 4ll t3h Wifi’
8200 Attacks Russia | William & Jonathan  ‘The Real Shim Shady’ 

Bangladeshi Bank Pwn3d | John Strand ‘Active Defense’
DNC E-mail Leak | Stefaan Truijen ‘Scraping Leaky Browsers’
Dyn Cyberattack | Deviant Ollam ‘Perfect Doors and Locks’ 

Wannacry/*Petya* | John Cramb/Josh Schwartz ‘MEAT’
Equifax | Slawomir Jasek  ‘Hacking Bluetooth Smart locks’ 



Good Job Review Board



TRULY FASCINATING TIMES…..





















MORE VULNERABILITIES MEANS GREATER 
POTENTIAL FOR EXPLOITATION



THE RESPONSIBILITY ERA



Left of Boom









NSA’s PRISM
Collect private electronic 

data belonging to users of 

major Internet services like 

Gmail, Facebook, Outlook 

and others. 





BACK TO BASICS









Passenger Trips in the US
18 Billion

Deaths
27

LIFTS

0.00000015% 



LIFT DESIGN 101



WE’VE LOST OUR WAY







SECURITY NEEDS TO BE  
MORE OF AN ENABLER



THANK YOU


