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source package

Created by CodeCommit / Used by CodeBuild

Resources required to compile and configure the application:

Source code

Media files
Configuration files
Compilation settings

1 [SourcePackage.zip] 2 Name
Scripts Scripts
src
.gitignore
| appspecyml
! buildspec.yml

v src
v main

v java

O00000

com
pom.xml
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artlfact package

Created by CodeBuild / Used by CodeDeploy

Everything required to install the new version of the application:

The Scripts to be executed during installation (optional)
Resources and others

AppSpec file (required by CodeDeploy)

Application

Scripts
Type: Folder

surefire-reports
Type: Folder

test-classes
Type: Folder

B m appspec.yml

Type: Yaml Source File

0| & « HelloWorld-1.0-SNAPSHOT jar
Type: Executable Jar File




buildspec file

o—| BuildSpec file

0—

Used by CodeBuild

CodeBuild specific file:

Contains the commands to be run in the container
Set as project configuration (optional)
It can be provided within source code package

version: 0.2

env:
variables:
JAVA_HOME: "/usr/1lib/jvm/java-8-openjdk-amd64"
parameter-store:
LOGIN_PASSWORD: /CodeBuild/dockerlLoginPassword

phases:
install:

commands :
- echo Entered the install phase...
- apt-get update -y
- apt-get install -y maven

finally:
- echo This always runs even if the update or install command fails
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appspec file

o—| AppSpec file

00—

Used by CodeDeploy

CodeDeploy specific file:

e Contains commands to run in the server
e Provided within the Artifact package content
e Sample below is specific to EC2/On-Premises deployment

version: 0.0
os: linux
files:
- source: Config/config.txt
destination: /webapps/Config
- source: source
destination: /webapps/myApp
hooks:
BeforeInstall:
- location: Scripts/UnzipResourceBundle.sh
- location: Scripts/UnzipDataBundle.sh
AfterInstall:



Roles:

- Asier: new developer at the company, | need access rights.
- Audience: the administrator and you have been requested to
provide the developer with the correct access rights.

, ]
Let S Slmulate a AWS infrastructure:
Company fOI‘ d - Complete CI/CD pipelines in AWS (CodePipeline, CodeStar)

-  Deployment in AWS services (EC2, Lambda)

AWS Managed policies AWS CodeStar Team roles

AWSCodeBuildAdminAccess Owner

moment

AWSCodeBuildDeveloperAccess Contributor

AWSCodeBuildReadOnlyAccess Viewer
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> APl Reference

Would you

allow me to ... -
ListBuilds

PDF

Gets a list of build IDs, with each build ID representing a single build.

AWS Managed policy CodeStar Team’s

for CodeBuild Developer Contributor Role
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D> APl Reference

Would you

allow me to ... |
DeleteProject

PDF

Deletes a build project. When you delete a project, its builds are not deleted.

AWS Managed policy CodeStar Team’s

for CodeBuild Developer Contributor Role
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English W

Would you
allow me to ...

StartBuild

PDF

Starts running a build.

AWS Managed policy CodeStar Team’s

for CodeBuild Developer Contributor Role
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StartBuild parameters

English ¥ Sign In to the Console

D> APl Reference

artifactsOverride ®

L Spuscakyedentitts Build output artifact settings that override, for this build only, the latest ones already

PutResourcePolicy defined in the build project.
RetryBuild T r— Define the location for
RetryBuildBatch the OUtpUt artifact
Required: No
StartBuildBatch buildspecOverride
StopBuild A buildspec file declaration that overrides, for this build only, the latest one already

StopBuildBatch defined in the build project.

UpdateProject If this value is set, it can be either an Define the commands to

UpdateReportGroup alternate buildspec file relative to th run in the container
environment variable, or the path to'
AWS Region as the build project. Specify the bunldspec ﬁle using its ARN (for example,
arn:aws:s3:::my-codebuild-sample2/buildspec.yml). If this value is not provided
Common Parameters or is set to an empty string, the source code must contain a buildspec file in its root

same
UpdateWebhook

P Data Types

ComaR B oS directory. For more information, see Buildspec File Name and Storage Location.

Type: String = =
\'T ) \( 0 ,s\yn
Required: No N N }
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An AWS
developer can

abuse
StartBuild to ...
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deployment server




1. Exfiltrate sensitive data (Option 1)

Developers

Nagn

1) can define
owned S3 bucket
as output location
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2) build output
artifact

Container

[T
*

3) store the output
artifact in

4) exfiltrated output
artifact available for

S3 bucket




1. Exfiltrate sensitive data (Option 2)

Developers

oy

1) can define
commands in

= O — H
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buildspec file

Container

(m

2) commands are
executed in

O—

Developers

3) container
can exfiltrate data

Wagh




2. Tamper with the application

Developers

buildspec file

aon)

1) can define
commands to
tamper with the
application in
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2) commands to
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application are
executed in

Container

.................

3) application
tampered
with malware
is packaged in

i

Artifact package

_________________



3. Run privileged commands in the deployment server

: : Artifact package CodeDeploy
Developers buildspec file appspec file
. : Container ! -
1) can define > O | | 2) commands are _’ : 3) cozta;!ner i O . | 4) deploy commands
commands in — executed in : : Sam e 1 i I are executed in
: ' | deploy commands in | ! '
0O— : | Clo—|
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3. Run privileged commands in the deployment server

hooks:
BeforeInstall:
- location: scripts/install dependencies.sh
timeout: 300

runas: root

Developers buildspec file

Container
. (|
1) can define > O | | 2) commands are Ly I | I | | I |

commands in executed in

O—

appspec file

O
0—
0—

3) container
can define
deploy commands in

4) deploy commands
are executed in

\ 4

.................
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3. Run privileged commands in the deployment server

How do we ensure that our

poisoned package is deployed?

Artifact package
Developers buildspec file appspec file
: Container !
O : : - 10 :
) , - 3) container ' .

1) can define 2) commands are | \ . Y i'| 4) deploy commands

commands in | ] O [ executedin || : oan vigfine — 0 || are executed in

D : | deploy commands in || D '

Run the poisoned build in Overwrite the legitimate Our poisoned package is

downloaded and used in the

parallel with the legitimate artifact package with our
pipeline execution poisoned artifact package

server by CodeDeploy agent
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3. Run privileged commands in the deployment server

The name of the artifact package

is randomized by CodePipeline

Artifact package

Developers buildspec file

: Container
— |0 s
1) can define > O | | 2) commands are _" | | | | | | |

commands in executed in D

0D— § oO—

....................................

appspec file

(m

3) container
can define
deploy commands in

4) deploy commands
are executed in

\ 4
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Find the name and location of the legitimate artifact

Option 1: CodePipeline actions
{

{
"Version": "2012-10-17 ek )
tatement": [ : ierw‘ [
{ o o 'Sid’
J;_ ]
Resource "Resource

} }

]

}
Included in CodePipeline Read Only policy
(may be provided to developers)
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]
}
Included in CodeBuild Developer policy &
CodeStar Contributor role
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CodePipeline

<

Server deployment

CI/CD pipeline =7 = JT= 7 ﬂ

CodeCommit CodeBuild Manual approval CodeDeploy

Demo time €

VAWV

CodePipeline

CodeStar Lambda

Serverless deployment I — _
CI/CD pipeline 05 Im ] = 17

‘CodeCommit CodeBuild CloudFormation

==
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Server
deployment

demo

Using the CodePipeline Poisoning
Tester (CPPT) tool
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Legenda: H legitimate pipeline action |—> H CPPT triggered action |—>

Source Bui

S AWS Cloud

CodeCommit

K
</>

CodeBuild

Other CI/CD steps

CodeDeploy

CI/CD pipeline CPPT API
CodePipeline Lambda Dynamo DB
CI/CD steps such as:
« Unit test Q
* SAST [ q
« Manual approval
API Gateway

: Local Dgvice

S3

Container

i

CPPT script

https://qgithub.com/AsierRF/CodePipeline-Poisoning-Tester

- Available on GitHub
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Legenda; 4—|Iegitimate pipeline aclionl—> 4—{CPPT triggered action|—> Deploy

=1 AWS Cloud i Local Device !

-------------------- clCD pipeline || CPPT API
CodePipeline : ; Lambda

Dynamo DB

éﬁ Create a file
a T

CI/CD steps such as:
o Unit test

Send HTTP I'equest ; :'?AAE§IB| approval

H AP| Gateway
POST to CPPT API ; CodeCommit a CPPTWasHere.*
+ Monitoring the poisoning § L3 121366t poleoned packegs <> « Container: Added to the
process : </> 1) start build with P il § artifact package
« Test internet access : Bt i o T ; § « Server: Created in the
' |1) get pipeline execution info| 1 root (/) directory
CodeBuild S3 . CPPT script
4—( 2) get source package <abc> N A
[ 4) store artifact ' <xyz> I: > : 4 '
: g | oy e ———" - e | Tamper with the
EXfI Itrate data ©thier CYED/steps ) « artifact package: s3:/<xyz> a ||Cat|0n
| ; Container « buildspec: poisoned script : pp

CodeDeploy

Run privileged

commands
i
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Are these risks
relevant in the
real world?
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Is exfiltration really an issue since ...

a developer can read the source code
& read the documentation?

Is tampering really an issue since ...

a developer can push code and
functionalities?

Is execution really an issue since ...

a developer can often run commands
to configure & administer a server?

a developer is a trusted person in the
company

Often, access is restricted to a
part of the codebase, but
CodeBuild has full access

Peer reviews help reduce the risk
of rogue developers, but
CodeBuild allows bypassing them

It is a known and accepted risk,
but CodeBuild provides an
unknown and shadow approach

Credentials can be leaked,
developers can be external,
blackmailing, other breaches, ...




Who is
responsible for
these risks?

CUSTOMER

RESPONSIBILITY FOR
SECURITY ‘IN' THE CLOUD

CUSTOMER DATA

there  PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA
ENCRYPTION & DATA INTEGRITY
AUTHENTICATION

SERVER-SIDE ENCRYPTION
(FILE SYSTEM AND/OR DATA)

NETWORKING TRAFFIC
PROTECTION (ENCRYPTION,
INTEGRITY, IDENTITY)

AWS

RESPONSIBILITY FOR
SECURITY ‘OF’ THE CLOUD

here? SOFTWARE

COMPUTE STORAGE

DATABASE

NETWORKING

HARDWARE/AWS GLOBAL INFRASTRUCTURE

REGIONS AVAILABILITY ZONES

EDGE LOCATIONS




If you can deny access to the
StartBuild action

Deny it, automate the initialization of the build execution with hooks

If you must allow access to the

I reCOmmend StartBuild action
If users do not require the

y0u tO I'eViGW ‘override’ parameters

yOur CI/CD Leverage Lambda, users can trigger a lambda function, which
. . . starts a build on behalf of the user without the ‘override’ parameters
pipelines in

AWS If users require the
‘override’ parameters

Rethink your pipeline:
- Identify and evaluate sensitive tasks
-  Split and order the tasks
- Deny access to, at least, sensitive tasks
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The risk of CI/CD pipeline

— |

On the intricate challenges
of settina un a secure

CodeBuild

The GodeBuild service offers a simple solution to configure, provision,
manage and scale-bulld servers and environments. The computing power
is supported by container instances that focus on running jobs, such

s code compllation, code testing, and code analysis. The key features.
of GodeBuild are the simplicity of integration in existing and new CI/GD
pipelines and the flexbility provided through an AWS managed service.

Brecet  Giub,

Detailed

information in
our publication

CodeBuild is a core service for AWS based pipelines,

the intervention of other AWS services, such as Elastic|
(ECS) and Elestic Container Registry (EGR) for the prov)
computational power via container instances, Simple S|
(S3) for the storage of source code packages and appli
and Secrets Manager for the access to passwords and
parameters.

In order to perform ts servioe, the CodeBulld container
‘access to resources. This is achieved by providing the
‘access rights to the source storage services, which car
or version control reposttories, such as GodeCommit ay
‘access rights can be provided via an IAM role for AWS
via access credentials for non-AWS service providers.
aso-called service role, is applied to the container instq
configured at GodeBuild project level. The access cred)
configured at project level; however, these are defined
source service configuration. The access credentials o4
in the form of an access token or OAuth credentials an
managed by GodeBuild within AWS.

Every time a CodeBuild build execution is started, Codf
ECS to deploy a new container instance with a contain
is configured at project level. ECS will then set up and
‘container with the target container image, which can bq
by EGR service or another non-AWS container image
Once the container is ready to be used, the target sour
will be downloaded into the container instance, which |
resources required to perform the job. These resources|
‘iles, compiled libraries, applications and others. In our
below, we named this process the Provision task.

PG | 5
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Exec

n of privileged commands in deployment server

A developer who can start a bulld execution can potentially run arbitrary
privileged commands in the deployment server f the GodeBild project
is used as part of a GI/CD pipeline, for example, orchestrated by
GodePipeline.

The bulldspecOverride parameter can be used by a developer to specify.
the commands executed by the container instance of CodeBuild. These
‘commands can be used to incorporate new scripts and modify the scripts
included in the artifact package. These scripts are likely to be executed

in the deployment server during the installation of the new version via the
artfact package.

In GI/CD pipelines based on AWS services, the artifact package will
include the AppSpec file used by the CodeDeploy Agert. Therefore, the
AppSpec file can be altered within the GodeBuild container instance

via the commands included in the BuildSpec file. In addtion, the runas
property of the AppSpec file allows the user to determine that the
arbitrary commands and scripts are meant to be fun as a privileged user
.e. root) without any password or authentication being required to elevate
the user. This can provide the developer full control over the system if the.
artfact is installed. The following image illustrates this attack vector.

ot s odsDorioy
Pk

D

Couiopor: e

Contaer appapec fie ; ECZ
2 [E

Puc | 16

As described in the Background section, the GodePipeline service sets
random names for the input and output resources for every pipeline
execution. These random names and the storage location are necessary
for the exploitation of this attack scenario. Therefore, we have evaluated
the GodeBuild and GodePipeline actions and identified those that can

be used in order to collect this randomized information. We noted thata
user can callect this information by asking GodeBuild or GodePipeline for
information. Moreaver, we identified that the GodeBuild Developer access.
policy, described in the Thread actor subsection, also grants the actions
required to collect the randomized information via GodeBuild. Therefore,
the developer can collect the randomized information and provide it
within the artifactsOverride parameter to request GodeBiild to overwrite
the legitimate artifact package.

/s a resul, the developer can potentially execute privieged commands
in the deployment servers of the enterprise. This scenario can bypass.
secuity controls that are recommended to be implemented at the
operations side of an SDLC, such as secrets management, system
security, least privilege principle policy, and configuration hardening.

The following table summarizes information for the two options that can
enable the collection of the GodePipeline randomized resource names.
The table includes the actions required, the AWS managed policy that
incorporates the actions required and the target actors for the AWS
managed policies based on the policy description.

Options___ Activties AWS Managed Policy _ Targst actors

CodsBuld - Lisuls. ‘CodsBuld Developer - AWS developers.

acosss BachGatBulds. Aoosss,

CodsPipeine - ListActiorExecutions, - CodePipeline Read - Auding and

access oy Accass. monitorng actors
coukdalso b
dovelopers.
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AWS Managed policy CodeStar Team's
for CodeBuild Developer Contributor Role
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Looking forward to
your comments and
questions
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