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/whoami (@n0x08)

• Former Defender ATP researcher
• Former-former: vulnerability herder for MSRC (Patch Tuesday)

• Network hacker / researcher

• Conference speaker
• BruCON OxOA

• Kaspersky SAS

• BSides Las Vegas

• BlueHat & BlueHat Israel

• WIRED25 – 2020
• CTI League co-founder
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Why is this important?

• We continue to lose the fight against ransomware

• Supply chain attacks are becoming the new normal

• Security solutions have vulnerabilities

• Nearly impossible to know partner security posture

• Your perimeter is now your remote workforce
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Risk at Enterprise Scale

• Unpatched systems

• Insecure cloud deployments

• Network hardware

• Server iLO

• Blackbox products
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Attack timeline: Citrix LFI (CVE-2019-19781)

• Vendor disclosed: Dec. 17th, 2019

• Tripwire article: Jan 8th, 2020

• Greynoise signature: Jan 9th, 2020

• Exploitation attempts: Jan 10th, 2020

• Evasion attempts: Jan 17th, 2020
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CVE-2020-5902 – Security reviews are hard

• The Traffic Management User Interface (TMUI), also referred to as the Configuration utility, 
has a Remote Code Execution (RCE) vulnerability in undisclosed pages (K52145254)

• TL;DR – this is a path traversal vulnerability against the management GUI

• https://$IP/tmui/login.jsp/..;/tmui/locallb/workspace/tmshCmd.jsp?command=ANYTHING

• F5 does advise against exposing this to the internet

• 10k people didn’t follow that advice
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CVE-2020-5902 – Two Exploits, One CVE

• tmshCmd.jsp - the “second” exploit was the first seen ITW

• Hsqldb – the POC was Java based; this is the “first” exploit
• ITW exploits seen 2 days AFTER tmshCmd.jsp variant

• Indiscriminate/automated attacks seen in error messages
• The requested user (bigipuser3) already exists in partition Common.] cmd_data=create auth user bigipuser3 password **** shell bash partition-access add { all-partitions 

{ role admin } }

• IOCs hunting via grep string (seriously!):
• zgrep -riE '(hsqldb%3b|login.jsp/..%3b/hsqldb|..;/|..%3b/|hsqldb|bigipuser3|systems|run util bash|base64|f5.sh|f5mku|)' /var/log/*
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Those who do not learn history are doomed to repeat it
• https://swarm.ptsecurity.com/rce-in-f5-big-ip/

• Mikhail Klyuchnikov also found CVE-2019-19781 (Citrix RCE)!

• “...take a look at the research “Breaking Parser Logic” by Orange Tsai” (BlackHat 2018)

• The method he used was disclosed 20 months before he found the F5 bug

• CVE-2019-19781 was disclosed 5 months prior

• He didn’t find the tmshCmd.jsp POC

• So who did?
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What we found in the rubble

• Web Shells, XMR Miners, PupyRAT & more

• Python port scanners/lateral movement tools

• Indications of advanced knowledge:

• mount -o {rw|ro},remount /usr; (filesystem workaround)

• cat /config/bigip/kstore/master (SecureVault device key)

• REST API abused post-compromise once attacker account created

• Mitigations don’t apply to REST; functionality is ‘by design’ when authenticated

• https://research.nccgroup.com/2020/07/05/rift-f5-networks-k52145254-
tmui-rce-vulnerability-cve-2020-5902-intelligence/ - the definitive IOC list
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Tools of the trade

• Censys

• BinaryEdge

• BGPView

• (many others)

• Shodan

• Greynoise
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Malicious traffic is a global problem

• ~6 million ‘malicious’ IPs

• Every country on Earth

• ~9mil ‘unknown’ (i.e. no signature)
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Forensics & Threat Intel

• greynoise analyze - analyze 
unstructured log data

• greynoise pcap – packet capture 
time machine (still in beta)

• Augment threat intel data

• Find & block known bad actors
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Shodan hunting 101

• Port

• Product

• Organization

• Enterprise features
• $10k/year license

• tag:self-signed

• vuln:CVE-YYYY-NNNN

BruCON OxOD - October 7th, 2021



Down the rabbit hole

• ‘shodan stats --facet <metadata> net:0/0’

• ssl.cert.issuer.CN

• http.html

• http.title

• ssl.cert.subject.CN
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Advanced fingerprinting techniques

• Find a sample system

• Shodan IP Details à Raw Data

• Find a unique attribute
• Vendor-specific strings

• Hard-coded landing pages

• Path redirects

• HTTP Headers

• Shodan metadata

• Download results for deeper digging

BruCON OxOD - October 7th, 2021



Org search is your friend

• Ingram Micro is a huge company

• Many acquisitions

• Hard to find by ASN

• Org:"Ingram Micro“

• Serbian office is interesting…
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Command & Control based malware 101
• Bespoke (actor developed & maintained)

• Professional tooling (Metasploit, Cobalt Strike, etc.)

• Commodity tooling (NanoCore, AgentTesla)

• Most common attack vector: email

• Small, usually obfuscated payload

• On execution, attempts to find C2 via DNS or direct IP

• DNS is more resilient & preferred for indiscriminate attacks
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It’s (almost) always DNS
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• DNS means we can infiltrate

• Partial coverage is good enough

• We get signal globally

• Mischief is possible



A different approach: C2 network infiltration
• Bad guys don’t notice (attrition is expected)

• Doesn’t require endpoint clients / appliances

• Provides instantaneous signals intelligence

• Neuters part of the C2 infrastructure

• Two flavors: DNS only & full L7

• It’s just plain cool
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DNS-only infiltration & its limitations

• False positives
• Security companies

• Attachment detonation services

• URL expanders

• Open resolvers (Google, Cloudflare)

• APTs are nearly invisible (bespoke infrastructure)
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DNS-only visibility is still useful

• Shows how bad we are at utilizing DNS IOCs

• Provides signal “something” happened

• Can be stage 1 of a larger problem

• Groundwork to infiltrate at L7

• Good for assessing geographic trends

• Better context than traditional sinkhole
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Pathogen Spread: Ransomware

• Ryuk

• Sodinokibi

• WastedLocker

• Maze
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Pathogen Spread: RATs

• IcedID

• NanoCore

• QakBot

• TrickBot

• Cobalt Strike
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CTI League use of DNS visibility

• Healthcare organizations != security companies

• Signals are more likely to be true positives

• Hospitals were huge targets in 2020

• My boss gave away access for free

• Coordinated with H-ISAC

• Multiple hospitals avoided ransomware
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Full infiltration: The better way

• Continue to host malicious C2 zones

• Respond with sensor IP we control

• Allow malware to connect (any port/proto)

• Record what it sends

• Correlation against SSL Cert data

• Spread rate, geographic distribution, etc.
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Visibility provided by full-infiltration

• Actual affected user IPs

• No longer masked by recursive DNS providers

• Usernames & passwords

• Machine names

• OS Versions

• Weird payloads
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With great power comes…..evil ideas

• BGP hijacking attacker C2

• MITM malware traffic

• Insert tracking payloads during exfiltration

• Replace exfiltrated data with ransomware

• Remotely delete malicious payloads

• Patch botnets
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Meris Botnet
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Closing Thoughts

• The 90’s called; they want their attacks back

• Zero days are expensive

• Mistakes are free

• Assess your network regularly
• Weekly/Monthly

• Exploit disclosure

• Anytime something changes

• https://github.com/n0x08
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Thank you!
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