


PRESENTATION 
AGENDA

ƴ BACKGROUND& MOTIVATION

ƴ HISTORY OF F5 EXPLOITATION

ƴ UNC3524

ƴ BY DESIGN != GOODDESIGN

ƴ ATTACK, IMPLANT, HIDE

ƴ PIVOTING & LOW- LEVEL PERSISTENCE

ƴ DEMO!
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ƴ CTI L EAGUE FOUNDER

Å NETWORKHACKER

Å SECURITY RESEARCHER

Å F5 N ETWORKSᾑ 10YRS

Å MICROSOFT (MS17- 010, YOUᾝRE WELCOME)

Å NOT A RED TEAMER

Å @N0X08

BACKGROUND
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