


PRESENTATION 
AGENDA

■ BACKGROUND & MOTIVATION

■ HISTORY OF F5 EXPLOITATION

■ UNC3524

■ BY DESIGN != GOOD DESIGN

■ ATTACK, IMPLANT, HIDE

■ PIVOTING & LOW-LEVEL PERSISTENCE

■ DEMO!
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■ CTI LEAGUE FOUNDER

• NETWORK HACKER

• SECURITY RESEARCHER

• F5 NETWORKS – 10YRS

• MICROSOFT (MS17-010,YOU’RE WELCOME)

• NOT A RED TEAMER

• @N0X08

BACKGROUND
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First red-centric 

conference 

presentation

Load 
Balancer 
vulns 
started CTI 
League

F5 DFIR for 

Microsoft & 

CTIL

Mandiant 

report 

inspired me

Nobody 

seems to 

understand 

this space
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▪

▪

▪

▪

▪

▪

BruCON 0x0E - September 29th, 2022



• Corporate espionage threat actor
• Likely Russian; techniques overlap APT28 & APT29

• “SANs, load balancers running BSD or CentOS”
• F5 management plane is CentOS

• Citrix runs BSD ¯\_(ツ)_/¯
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No persistence

Their malware wouldn’t survive 
an upgrade

Strangely inept for an APT

There are far better ways to 
accomplish the same result

Unreliable

They deployed a web shell purely to 

restart their implants

Weird tooling flex

Why not use something more robust
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RECON ■ SEE ALSO:

READING VENDOR DOCUMENTATION TO

EXPLOIT POOR DESIGN CHOICES
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•

•

•

•

• UNFETTERED NETWORK ACCESS

• OUTDATED CODE

•
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•

•

•

•

•

•

•
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•

IP ADDRESSES & SERVICE PORTS

• HTTPS://SRA.IO/BLOG/FINDING-AND-DECODING-BIG-IP-AND-NETSCALER-COOKIES-WITH-BURP-SUITE/

•

• STORED IN CLEAR TEXT

•

•

•

•

• HTTPS://GITHUB.COM/N0X08/SHODANTOOLS
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https://sra.io/blog/finding-and-decoding-big-ip-and-netscaler-cookies-with-burp-suite/
https://github.com/n0x08/ShodanTools


•

•

•

•

•

• /CONFIG

•

• CHANGES WILL BE NOTICED

• EVADES DETECTION
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▪ ALL

▪ SHARE ROUTES

▪

– STARTUP

– STATE CHANGE

–

▪

–

–
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I KNOW
KUNG FU
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–
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▪

–

▪

▪

▪

▪



▪

▪

▪

▪

– /CONFIG/STARTUP

– /CONFIG/FAILOVER/*

– /CONFIG/USER_ALERT.CONF

▪

▪
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•

•

•

•

•

•

•

BruCON 0x0E - September 29th, 2022





BruCON 0x0E - September 29th, 2022


