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• SANS.  FOR578 Cyber Threat Intelligence Instructor.

• Mandiant. Principal Intelligence Enablement Consultant.

• Mandiant. Principal Strategic and Incident Response Consultant.

• Mandiant. Principal Advanced Intelligence Integrator.

• Central Intelligence Agency (CIA). Senior Cyber Threat Analyst.

• George Mason University. Adjunct Cyber Security Professor.

• Certifications: CISSP, GCTI, GCFA, GDAT, GCFE, GNFA, GPEN.
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Sharing a Common Frame of Reference

• Differential equations and race 
conditions are real in cyber security
• Defenders and attackers operate at 

various speeds to complete objectives

• Intelligence speeds up how quickly we 
can complete the defender’s OODA loop
• But first, we need a common operating 

picture of what everyone’s role is and 
how we contribute

./synergy.sh



Sharing a Common Frame of Reference

• Collaboration is most effective 
when we understand what each 
other do.

./synergy.sh

The NICE Framework is comprised of the following components:
• Categories (7) – A high-level grouping of common 

cybersecurity functions

• Specialty Areas (33) – Distinct areas of cybersecurity work

• Work Roles (52) – The most detailed groupings of 
cybersecurity work comprised of specific knowledge, skills, 
and abilities (KSAs) required to perform tasks in a Work Role



Sharing a Common Frame of Reference
./synergy.sh



A CTI ANALYST PROVIDES TIMELY, RELEVANT, 
ACTIONABLE INSIGHTS ON THREAT ACTORS, 
CAPABILITIES, MOTIVATIONS, AND THE THREAT 
LANDSCAPE TO INFORM RISK EXPOSURE DECISIONS 
AND CYBER DEFENSE ACTIONS

CTI Support and Stakeholders



Audience 
Type: Strategic Operational Tactical

Customer 
Roles:

• Chief Information Security
• Security Management
• Risk Management and Analysts

• Incident Response Team
• Vulnerability Management Team
• Forensics Team
• Red Team
• Purple Team

• Security Operations Center
• Network Operations Center

Customer 
Tasks:

• Allocate resources
• Communicate with executives

• Determine attack vectors
• Patch systems
• Remediate
• Hunt for breaches

• Indicators to security tools

Problems They 
Face:

• No clear investment priorities
• Executives are not technical

• Event reconstruction tedious
• Difficult to identify damage
• Difficult to prioritize patches

• False positives 
• Alert overload

Value-add 
from CTI:

• Demystify threats
• Prioritize based on business risk

• Add context to reconstruction
• Prioritize patches
• Focus in on potential targets

• Validate and prioritize indicators
• Prioritize alerts

CTI Support and Stakeholders



CTI Support and Stakeholders
1 role to rule them all…

Threat context analyst

Vulnerability intelligence analyst

Cyber espionage analyst

eCrime analyst

Intrusion analyst

Threat researcher

Threat hunter

Hunt analyst

Intelligence engineer

Detection engineer

Strategic threat analyst

Technical threat analyst



Intelligence Requirements Framework

Planning and 
Requirements

Collection 
and 

Processing

Analysis and 
Exploitation

Production

Dissemination 
and Feedback

CTI Support and Stakeholders



Collection Management Framework/Plan

CTI Support and Stakeholders



CTI Analyst Core Competencies

Intelligence Analysts IT/Information Security 
Practitioners

• Generalists

• Able to quickly understand 
content and apply context

• Communicates effectively

• Understand human biases in 
cognition and logic

• Introspects frequently, using 
system 1 thinking

• Regularly asks what are we 
missing and identifies strategies 
to fill existing gaps

• Deep technical expertise

• Leverages intuition, understands 
interconnections and next steps 

• Understands technologies and their 
limitations

• Understands system security 

• Understands information security 
roles and responsibilities 

• Aware of when to leverage other 
teams

• Not usually excited about, prefer, 
or desire to document, write 
reports, or communicate

Cyber Threat Intelligence Analysts



CTI Analyst Core Competencies

• Translation layer, able to tell compelling stories 
• Able to contextualize technical and non-technical content
• Deep understanding of cyber intrusions and actor 

motivations
• Driven by passion and intellectual curiosity 
• Ability to aggregate, synthesize, and draw insights and trends 

from data sets
• Considers realm of possible before arriving at decisions
• Ability to enrich existing data while understanding tool and 

data set limitations
• …and more!

Cyber Threat Intelligence Analysts



• “Mandiant Cyber Threat Intelligence 
Analyst Core Competencies 
Framework” published in May 2022

• Helps solve 3 problems:

• Empower analyst growth pathways

• Provide aspirant analysts developmental 
guideposts

• Raise awareness of CTI roles and 
responsibilities to cyber security 
partners

• Broken into 4 pillars with 12 
competency areas with 178 defined 
KSAs

• Thanks to James Sadowski,  Kelli 
Vanderlee, Steve Stone, Jeff Compton, 
Joe Slowik, and Jake Williams for 
helping develop this framework

CTI Analyst Core Competencies



CTI Analyst Core Competencies



Problem Solving

Critical Thinking

• Apply logic and reasoning

• Undertake efforts that align with 
the business

• Considers current and future 
needs

• Deep knowledge on industry 
construct and trends

• Ability to devise out-of-the-box 
solutions

Research and Analysis

• Understand internal and external data 
sets and tools

• Understand the limitations of IOC types

• Identify unique fingerprints and 
patterns

• Mine, interpret, extract, store, and 
pivot on relevant content 

• Generate intelligence on technical, 
cultural, or linguistical leads

Investigative Mindset

• Employ inquisition and familiarity 
with adversary operations, tradecraft, 
and forensic artifacts to determine 
logical next steps

• Devise novel solutions by applying 
out-of-the-box thinking

CTI Analyst Core Competencies
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Professional Effectiveness

Communication

• Adapt presentation of analytic 
conclusions, research, and 
methodologies to audience type

• Leverage CTI and industry 
frameworks to graphically depict 
adversary workflows

• Understand how to leverage CTI data 
sharing communities of interest 
(ISACs/ISAO) and data storage and 
sharing standards (JSON/STIX and 
TAXII)

Teamwork and Emotional Intelligence Business Acumen

• Forecast changes in risk exposure 
based on shifts in organizational 
mission, vision, goals, and public 
persona

• Understand industry specific 
processes and technologies ex) 
FinTech systems

• Determine when and how to engage 
peers and leadership

• Provides opportunities and solutions

• Able to navigate tricky situations, 
diffusing conflicts as they arise

• Ability to motivate and cultivate a 
positive environment

• Awareness of how actions can be 
conveyed by others and calibrate 
responses accordingly

CTI Analyst Core Competencies
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Technical Literacy

Enterprise IT Networks

• Active Directory, Kerberos, and the 
role of GPOs 

• Identity and access management

• Security roles and attributes

• How systems operate and interact 
with one another

• Virtualized infrastructure

• On-prem, hybrid, and off-prem cloud 
computing solutions

Cyber Security Ecosystem

• NIST Cybersecurity Framework (CSF) 
and its five phases 

• NIST SP 800-53 cyber security 
controls

• Cyber security hygiene best practices

Cyber Security Roles and 
Responsibilities

• How each role supports risk exposure 
management

• Interplay between job roles to 
support collective defensive efforts

• Responsible, Accountable, 
Coordinated, and Informed (RACI)

• Service level agreements (SLAs)

CTI Analyst Core Competencies
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Cyber Threat Proficiency

Drivers of Offensive Operations

• Identify the roles and responsibilities 
of individuals in an offensive cyber 
program

• Understand resource constraints and 
outsourcing considerations

• Understand actor motivations and 
differentiate between enduring vs. 
tactical requirements

• Pinpoint drivers that should shift 
targeting priorities or TTPs

Threat Concepts and Frameworks

• Vulnerabilities and Exploits

• Malware and interactive operations

• Adversary mid-point Infrastructure

• Attribution methodology, intrusion sets, 
and threat activity group nomenclature

• Key CTI frameworks and the problems 
they help the CTI community solve to 
include MITRE’s ATT&CK, the various kill 
chain models, and the Diamond Model of 
Intrusion Analysis

Threat Actors and TTPs

• Loosely identify actor affiliation based 
on vendor naming convention

• Reasoning why vendors do not borrow 
each other’s threat actor group names

• Characterize elements of adversary’s 
operational tradecraft 

• Explain how key concepts like remote 
access, persistence, lateral movement, 
staging, and data exfiltration

CTI Analyst Core Competencies



CTI Analyst Core Competencies

Espionage Attack

• Political

• Provide situational awareness of organizational decisions 
and plans

• Inform course of action in bi- or multi-lateral negotiations

• Identify potentially compromising information to use as a 
bartering chip

• Military

• Understand capabilities, plans, decision calculus, and key 
stakeholders 

• Economic

• Bolster domestic competitiveness

• Fund regime coffers

• Disrupt or degrade the availability of information 
systems and network access

• Destroy systems storing information

• Hide tracks

• Cause embarrassment

• Extortion or monetization

• Misdirection or false flag

For nations, cyber is an asymmetric tool used as a form of soft power to augment existing tools of statecraft.  A subset of 
these motivations exists for criminal elements. 
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HackerVictim ISP

Proxy 
(TOR, etc.)

VPN 
Provider

Adversary 
Infrastructure

Adversary 
Infrastructure

Adversary 
Infrastructure

Adversary 
Infrastructure

Adversary 
Infrastructure

Adversary 
Infrastructure

Red SpaceGray SpaceBlue Space

ISP

Ring 0Ring 1Ring 2+
(Optional)
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Framework Name Public 
Release

Author(s) Purpose

Malware Attribute Enumeration and Characterization 2009 Ivan Kirillov and Melissa Chase Storing and sharing CTI in a machine-readable format

Vocabulary for Event Recording and Incident Sharing (VERIS) 2010 Verizon Standardize the CTI lexicon

Mandiant’s Targeted Attack Lifecycle 2010 Mandiant Visually represent cyber intrusion activity

Lockheed Martin Cyber Kill Chain 2011 Eric Hutchins, Michael Clopper, and Rohan Amin Visually represent cyber intrusion activity

OpenIOC 2011 Mandiant Storing and sharing CTI in a machine-readable format

Cyber Observable eXpression (CybOx) 2012 MITRE Storing and sharing CTI in a machine-readable format

Structured Threat Information eXpression (STIX) 2012 Sean Barnum Storing CTI in a machine-readable format

Trusted Automated eXchange of Indicator Information 
(TAXII)

2012 Julie Connolly, Mark Davidson, Matt Richard, and Clement 
Skorupka

Sharing CTI in a machine-readable format

Diamond Model of Intrusion Analysis 2013 Sergio Caltagirone, Andrew Pendergast, and Christopher Betz Visually represent cyber intrusion activity

Pyramid of Pain 2013 David Bianco Categorize Indicators of Compromise (IoC) utility for adversary 
tracking 

Malware Information Sharing Platform (MISP) 2013 Christophe Vandeplas, Andrzej Dereszowski, Alex Vandurme, 
and Andras Iklody

Storing and sharing CTI in a machine-readable format

MITRE Adversary Tactics, Techniques, & Common 
Knowledge Base (ATT&CK)

2015 Blake Strom, Andy Applebaum, Douglas Miller, Katie Nickels, 
Adam Pennington, and Cody Thomas

Standardize the CTI lexicon

ATT&CK Navigator 2018 MITRE Visualizing Adversaries’ TTP

OpenCTI 2019 French national cybersecurity agency (ANSSI), CERT-EU, and 
Luatix

Storing, organizing, visualizing, and sharing CTI

Unified Cyber Kill Chain 2021 Paul Pols Comprehensive Examination of Adversary Workflows

Mandiant’s CTI Analyst Core Competencies 2022 John Doyle Identify knowledge, skills, and abilities required of CTI analysts

CTI Analyst Core Competencies



• Unicorn analysts exist, but are rare

• No standard role designators lead to confusion

• Threat Intelligence Analyst vs. Threat Researcher

• Strategic vs. Context Analyst

• Technical Analysts

• Intelligence Engineer

• Unspoken expectations exist on both sides

• Be proactive as time permits

• “Day in the life of” sessions are incredibly helpful

• Lunch and learns/brown bags

• Provide scoped RFIs and feedback 

• Establish service level agreements 

Parting Thoughts



Stop Trying to Make Fetch Happen

Introducing the Mandiant Cyber Threat Intelligence (CTI) Analyst Core Competencies Framework Blog

Questions?

@_John_Doyle

https://www.mandiant.com/resources/blog/cti-analyst-core-competencies-framework

