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Content nVISO L

What we will dive into today

‘ Slides 4 - 8 ‘ ‘ Problem Statement & Examples

‘Slides 9-17 ‘ ‘The Curation Procedure... & More

‘Slides 18 - 19 ‘ ‘ Lessons Learned & Roadmap

| Q&A
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Threat Intelligence Platform (TIP) Nnviso L

What is MISP?
MISP is an open-source threat &) MISP
intelligence and sharing

https://www.misp-project.or
platform. psi// L &/
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Community project and co-
financed by the European Union
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Used by many organizations
across the world to share threat
related data
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The problem Nnviso L

What everyone has dere seen before, at least once

Indicator; 8.8.8.8

o N
IDS: Enabled - -
1/
soc: I \ )
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Threat Intelligence

Consuming & producing

NVISO MDR
Managed Detect & Respond

¢ Tl consumer
¢ Tl producer

e SOC monitoring of our clients

e Anonymized threat data is fed
back in the MDR MISP instance
for future correlation

e Threat hunting

NVISO CSIRT
Incident Response Team

e Tl consumer

¢ Tl producer

¢ Incident Response cases
¢ Malware Analysis
e Compromise Assessments

(
'XSOAR

NVISO Y=

NVISO CTI
Cyber Threat Intelligence

¢ Tl consumer
Tl producer

» Threat intelligence integrations

e Tl Monitoring (Creds, Data
Leakage)

e Threat Intel Feeds
* Tailored threat briefings
® Threat landscape reports

e Threat Intel based Red Teaming
(TIBER)

* Vulnerability intelligence
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The architecture NnVvISO L

Thefirst step in an attempt to solve the problem
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MDR + SOC

www.nviso.eu | 7



Problem exemplars nV|SO

Recipe for sub-optimal detection

Potential false
positives

TLP: white

~CERT:TLP="white"

Threat tip:White
-marking:TLPMarking="WHITE"

:TLP="white"

\mutraffic-light-protocol="WHITE"

tip:white
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The curation procedure Nnviso L

In practical terms, what do we do?

Remove false positives
MISP warning lists
Custom warning lists
Analyst judgement

Add contextualization
Mandatory TLP tags

Intel source
Relations, comments and objects
Target info, threat actor, sectors, MITRE

ATT&CK tags, ...

Verify relevance, completeness and quality

"Useful"
Sanity check
If this alerts, is there enough context?

Threat Intelligence ,
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An attempt to solve the problem

Curation procedure

Inbound?

Add
contextuali-

Remove false zation
positives

Publish avant Manipuiate matormed TLPs

Version Description

1 m Limelight CDN IPs

ve UR

Threat Intelligence



Automated Curation NnviSsoO L

Automation is key!

5D,

Subscribe ‘Incomplete”  Who? Sanitize

ZeroMQ Server Status
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Manual Curation Nnviso L

Manual still comes into play

Central
F"!'?e Quality & Context Relevant
Positives Completeness
Unpublished  Warninglists Target info Usefulness

Galaxies

4+ | = = | Scopatoggle~ WDeleted E2Decayscors M SightingDB

Published No
Attack Pattern Q

@ Standard Non-Application Layer Protocol - T1095 Qi= @
Malpedia Q

@ CHINACHOPPER Qi= W

Sector Q,
& Finance Qi=W

istration Q iI=W
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MISP Warninglists

Shareable lists of potential false positives

es (show)

Source: https://www.circl.lu/doc/misp/warninglists/

https://github.com/MISP/misp-warninglists www.nviso.eu | 13



No need repeating Nnviso L

“Offender list” and blocklist

Organisation Blocklists

One MISP

to rule
them all

Synchronise offender lists
between MISP servers
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Statistics

What have we seen so far? NVISO Statistics [2' B

Events: 3492
Events this month:
Events this month completed curation:
1 8 9 4 1 5 5 Events this month waiting curation: 0
’ ’ Events this month without curation status: 0

3,492 events

Events this month tip:white: 117

a tt ri b u te S Events this month tip:green: 16

Events this month tip:amber: 5

Attributes this month: 9160

Attributes | event
Correlations: 5¢

16 blocklisted

Blocklisted organisations:
Local organisations: 1

organisations

Average users / org: 7
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Other scripts to complement our curation NVISO

False positives

eRemove or tag NSRL matches — Uses Hashlookup web service hosted by CIRCL
eSync custom warninglists with NVISO NITRO MDR service

Relevant indicators

eDeactivate indicators after a grace period - cronjob to turn off IDS flag at a certain age

eAdvanced decaying of indicators, can use Decaying Models in MISP

eCollect OSINT (RSS Feeds or Manually via URL submission)

*MISP reports generated automatically (html-to-markdown, supported via mermaid with loC
extraction and tagging!)

ehttps://www.misp-project.org/2022/08/08/MISP-scraper.html/

eEvents with non-relevant information
*You need a backup plan
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Workflows in MISP

test

Event ID 3

uuID 29263 119-4055-4ade-955¢-5a40458a01e3 SR
Delef nt Creator org Sylok To

Add Attribute Owner org Sylok T

Creator user robertnixon@sylok tools

Protected Event & Event is in unprotected mode.
(experimental) @ & Sv 0 pre m

Tags (@ R |
Date 2022-08-22

Threat Level & High

Analysis Initial

Distribution X i
This community enly

e:
Unknown TLP tag, please refer to the TLP taxonomy as to what is valid, otherwise filtering rules created by your partners may miss your intent.

Published [ No |

#Attributes 1(0 Objects)
First recorded change 2022-08-22 13:36:12

Last change 2022-08-22 13:39:51

Modification map

Sightings (0) - restricted to own organisation only. &
—Galaxy -Eventgraph = Eventtimefine = Correlation graph - ATTRCK malrx = Evenireports —Atiribules — Discussion

% 3: test

Galaxies

m Scope toggle ~ W Deleted k2 Decayscore  # SightingDB @ Context ;" Relaled Tags Y Filtering tool m

org Category Type Value Galaxies Comment Correlate  Related Events Feed hits Distribution ~ Sightings ~ Activity Actions
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Lessons Learned

Key components to make this work

¢ Customisation is key

e Automate as much as
possible

¢ Extend what is available

® ZMQ and Python

¢ Some conflicts here with
the new Workflow
functionality

¢ Platform features
* Taxonomies (workflow tags)
¢ Galaxies and clusters

¢ Server architecture

* MISP synchronization data
flows

® There is a limit to what you
can automate

® Operating procedures for
analysts

e Multiple analysts — but same
procedure

NVISO Y=

¢ Involve stakeholders at the
appropriate time

e Gather and validate your
Primary Intelligence
Requirement (PIRs)

e Let Tl consumers signal the
quality of TI

e Rinse and repeat
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Future State

Roadmap

Integrate MISP workflows (New MISP feat.)

eShareable Workflow blueprints, there is a unique Github repo to share blueprints!
*Create new modules for Workflows
eImplement the new Periodic Notifications functionality

eEvent proposals
#Sightings
eResources
eMature processes

eCreate bot (Slack, Teams, ...) that alert when new events are in (Great place for a webhook using the new Workflows!)

eGeneralise code for wider use
ehttps://github.com/NVISOsecurity/nviso-cti

www.nviso.eu | 20




NVISO Y

THANK YOU!

Michel Coene Q&A

Robert Nixon

threatintel@nviso.eu
https://github.com/NVISOsecurity/nviso-cti
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