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last from the Past

Cryptographically Secure?

SySS Cracks a USB Flash Drive

The SySS GmbH cracked a hardware-encrypted FIPS 140-2

certified USB flash drive from SanDisk.

Dipl.-Inform. Matthias Deeg
Dipl.-Inform. Sebastian Schreiber

December 18th, 2009
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« previous | next »

NIST-certified USB Flash drives with hardware encryption
cracked

[ £ BT

Kingston, SanDisk and Verbatim all sell quite
similar USB Flash drives with AES 256-bit
hardware encryption that supposedly meet the
highest security standards. This is emphasised by
the FIPS 140-2 Level 2 certificate issued by the
US National Institute of Standards and Technology
(NIST), which validates the USB drives for use with
sensitive government data. Security firm SySS,
however, has found that despite this it is relatively
easy to access the unencrypted data, even without
the required password.

Enciyping USB Fiash memory from Kingston,
The USB drives in question encrypt the stored SanDisk and Verbatim
data via the practically uncrackable AES 256-bit

hardware encryption system. Therefore, the main point of attack for accessing the plain text
data stored on the drive is the entry When ing the relevant
Windows program, the SySS security experts found a rather blatant flaw that has qune
obviously slipped through testers' nets. During a st
program will, irespective of the password, always send the same character string to me drive
after performing various crypto operations — and this is the case for all USB Flash drives of this
type.

Cracking the drives is therefore quite simple. The SySS experts wrote a small tool for the

ySS
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EXPERTS.

Search The H Security @

§H SECURITY HEADLINES

The H is closing down

Android and its password problems open doors
for spies

Critical vulnerabilities in numerous ASUS routers
NSS 3.15.1 brings TLS 1.2 support to Firefox
Second Android signature attack disclosed

Black Hat 2013: NSA director to speak at hacker
conference

EHSECURITV

Content Security Policy halts XSS in its tracks

Cross-site scripting (XSS) is one of the biggest
problems faced by webmasters. The new Content
Security Policy standard should finally provide some
relief more »

Skype's ominous link checking: Facts and
speculation
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A Blast from the Past 5

(Source: https://koeln.ftp.media.ccc.de/congress/2009/mp4/26¢3-3645-en-lightning talks - day 4.mp4)
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A Blast from the Past

September 30, 2022

Programmed Insecurity —
SySS Cracks Yet Another USB
Flash Drive

The SySS GmbH cracked the hardware-encrypted USB
flash drive ThumbDrive CRYPTO from Trek Technology.

Dipl.-Inform. Matthias Deeg
Christian Eichelmann
Dipl.-Inform. Sebastian Schreiber

February 11, 2011
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Short Introduction to Used Technology
Previous Work of (Other) Researchers
Attack Surface and Attack Scenarios
Overview of my Research

Found Security Vulnerabilities

Demo Attacks

Conclusions & Recommendations
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Short Introduction to Used Technology @@

WY Verbatim
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Short Introduction to Used Technology @@

= Typical main components of a secure portable USB storage device:
1. NAND Flash memory
2. Memory controller
3. USB bridge controller
4

User input device (e.g. keypad or fingerprint sensor)

a)  Keypad controller
b)  Fingerprint sensor controller

5. SPI Flash memory chip(s)
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Short Introduction to Used Technology @@

Example: Verbatim Keypad Secure USB-to-SATA Bridge

Controller
NAND Flash Memory

x'-""l'

Memory Controller

September 30, 2022 Matthias Deeg | BruCONOXOE 9



Short Introduction to Used Technology @@

Example: Verbatim Keypad Secure

cypad (some : D| Fls oMmQ
<@ 3| & EFLL ,
ERE L " e — s
x Ny gt = o
“‘j ‘“—| ’.-E[ =
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Short Introduction to Used Technology @@

EXPERTS.

= 756-bit AES hardware encryption
= User data is encrypted with Disk Encryption Key (DEK]
= DEKis encrypted with Key Encryption Key (KEK)

= KEK'is derived from user input during user authentication, e.g.
= Passcode (e.g. via keypad)

= Password (e.g. via USB communication from client software)
= Fingerprint (via fingerprint sensor)
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Previous Work of (Other) Researchers -

= SecuStick review, SpritesMods, Jeroen Domburg, 2007

= AFIPS 140-2 certified USB stick found to be insecure, Objectif Sécurité, Philippe Oechslin, 2008

= (ryptographically Secure? SySS Cracks a USB Flash Drive, SySS GmbH, Matthias Deeg, 2009

= Programmed Insecurity - SySS Cracks Yet Another USB Flash Drive, SySS GmbH, Matthias Deeg, 2011
= Analysis of an encrypted HDD, Airbus, Joffrey Czarny and Raphaél Rigo, 2015

= Got HW crypto? On the (in)security of a Self-Encrypting Drive series, Gunnar Alendal, Christian Kison, and
modgx, 2015

= [ostyour "secure" HDD PIN? We can help!, Airbus, Julien Lenoir and Raphaél Rigo, 2016

= Brute-Forcing Lockdown Harddrive PIN Codes, Colin O'Flynn, 2016

= Aigo Chinese encrypted HDD, Raphaél Rigo, 2018

»  Jeardown and feasibility study of IronKey — the most secure USB Flash drive, Dr Sergei Skorobogatov, 2021
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Desired Security Properties \| g

= All user data is securely encrypted (impossible to infer information about the
plaintext by looking at the ciphertext)

= Only authorized users have access to the stored data

= The user authentication process cannot be bypassed

= User authentication attempts are limited (online brute-force attacks)
= Reset device after X failed consecutive authentication attempts

= Device integrity Is protected by secure cryptographic means

= Exhaustive offline brute-force attacks are too expensive™

= Very large search space (e.g. 22°° possible cryptographic keys)

= Required data not easily accessible to the attacker (cannot be extracted without some

fancy, expensive equipment and corresponding know-how)
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Overview of My Research \Z| gy

= |n December 2021, a customer asked about the security of two secure USB
portable storage devices

= |nJanuary 2022, | had a closer look at one of those devices

= Found several security issues in the first device

= Bought more similar secure portable USB storage devices

= Found the same and other security issues in further devices

= Reported found security vulnerabilities to affected manufacturers/vendors
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Test Methodology 2 g
1. Hardware analysis

= (Open hardware, identify chips, read manuals, find test points, use logic
analyzers and/or JTAG debuggers

2. Firmware analysis

= Try to get access to device firmware (memory dump, download, etc.), analyze
firmware for security issues

3. Software analysis
= Static code analysis and runtime analysis of device client software
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Attack Surface and Attack Scenarios D e

= Attacks against the tested secure portable USB storage devices
require physical access to the hardware

= Attacks are possible at different points in time concerning the storage
device life-cycle

1. Before the legitimate user has used the device (supply chain attack)

2. After the legitimate user has used the device
= |ost device or stolen device
= Temporary physical access to the device without the legitimate user knowing
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Attack Surface and Attack Scenarios e

(TS//SU//NF) Such operations involving supply-chain interdiction are some of the most
productive operations in TAO, because they pre-position access points into hard target
networks around the world.

(TS//SV/NF) Left: Intercepted packages are opened carefully; Right: A “load station™
implants a beacon

(Source: http://www.heise.de/newsticker/meldung/NSA-manipuliert-per-Post-versandte-US-Netzwerktechnik-2187858.html)
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Example #1: Verbatim Keypad Secure i

WY Verbatim

September 30, 2022

Important features:

Note

AES 256-bit hardware encryption
Built-in keypad for passcode input (up to 12 digits)
USB 3.2 Gen 1 connection

Does not store password in the computer or the system’s volatile
memory, therefore far more secure than software encryption

PC and Mac compatible

For the security of your data we highly recommend you change the default
passcode. Passcode must be between 5 and 12 digits long.

Warning

After 20 failed passcode attempts the device will lock and initialise the USB Drive,

which will require re-formatting. Please refer to “Initiate and format your Verbatim USB
Drive” section and follow the steps indicated.

(Source: User Manual — Verbatim Keypad Secure USB Drive,
Keypad Secure USB_User Manual_EN_1906.pdf)
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Hardware Design @1

PCB front side USB-to-SATA Bridge
NAND Flash Memory Controller (INIC-3637EN)
(TS1256G181)

Memory Controller
(Marvell 88NV1120-BTZ2)
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Hardware Design @3

PCB back side o .
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Device Lock & Reset g

= When performing manual passcode brute-force attacks, it was not possible to lock
the device after 20 consecutively failed unlock attempts

Note

For the security of your data we highly recommend you change the default
passcode. Passcode must be between 5 and 12 digits long.

Warning

After 20 failed passcode attempts the device will lock and initialise the USB Drive,
which will require re-formatting. Please refer to “Initiate and format your Verbatim USB
Drive” section and follow the steps indicated.

= Thus, the security feature for locking and requiring to reformat the USB drive after
20 failed unlock attempts does not work as specified

= An attacker with physical access to such a USB drive can try more passcodes in
order to unlock the device
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SATA SSD

‘ THE PENTEST

S| EXPERTS.

= The Verbatim Keypad Secure contains a SATA SSD with M.Z form factor
= This SSD can be read and written using another SSD enclosure
= By analyzing the encrypted data, an obvious pattern could be seen:

# hexdump
00000000
*

000001b0o
000001co
000001d0
*

00000110
00000200
*

00100000
00100010
00100020

(.)

September 30, 2022

-C
c4

of
eb
c4

€0
00

73
7a
19

/dev/sda

1d

73
de
1d

01
00

b2
93
72

46

bo
9d
46

66
00

8
c9
83

58

al
9a
58

72
00

fb
d9
d1

05 68 1d

81 34 ef
4e d8 04
05 68 1d

af f2 be
00 00 00

af cf ed
60 7e 2c
6d Ob ca

9a

bd
ab
9a

65
00

57
e4
bb

32 2d 29 04

a4 b3 15 2c¢
92 ba 3f f4
32 2d 29 04

5f 69 12 88
00 00 00 00

47 db b8 c7
97 6¢c 7b f8
68 f8 ec e3

f4 20

86 17
Oc 88
f4 20

b8 a1
00 00

ad 9c
ee 4f
fc co

e8 4d

cb 69
a5 1d
e8 4d

ob 9d
00 60

91 @7
87 2c
12 b7

[.s...4....., ... i
[....N..... 7., |
|..FX.h..2-) M|
|..fr.o..e_i...... [
[ oo |
|s...... WG....... |
lz... ~,..1{..0.,]
|.r..m...hoooooL. |
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SATA SSD 5.

= The Verbatim Keypad Secure contains a SATA SSD with M.Z form factor
= This SSD can be read and written using another SSD enclosure
= By analyzing the encrypted data, an obvious pattern could be seen:

# hexdump -C /dev/sda

00000000 c4 1d 46 58 05 68 1d 9a 32 2d 29 64 f4 20 e8 4d |..FX.h..2-).. .M|
*

000001b0 O9f 73 b0 al 81 34 ef bd a4 b3 15 2c 86 17 cb 69 |.s...4.....,... i
000001cO eb dO 9d 9a 4e d8 ©4 a6 92 ba 3f f4 O6c 88 a5 1d |....N..... 2. ... |
000001d0 c4 1d 46 58 05 68 1d 9a 32 2d 29 04 f4 20 e8 4d |..FX.h..2-).. .M|
*

000001f0 eB 01 66 72 af f2 be 65 5f 69 12 88 b8 a1 6b 9d |..fr...e i...... |

Seeing such repeating
byte sequences in

encrypted data is not a
00000200 0O 0O 0O 0O 0O PO OO OO 0O 0O 0O 00 00 PO PO BB |................ | gOOd Sign

*

00100000 73 b2 f8 fb af cf ed 57 47 db b8 c7 ad 9c 91 087 |[s...... WG....... |
00100010 7a 93 c9 d9 60 7e 2c e4 97 6¢c 7b f8 ee 4f 87 2¢ |z...'~,..1{..0.,|
00100020 19 72 83 d1 6d Ob ca bb 68 f8 ec e3 fc c@ 12 b7 |.r..m...h....... [

(.)
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Encryption Mode @1

= By writing known byte patterns to an unlocked device, it could be confirmed that the same
16 bytes of plaintext always result in the same 16 bytes of ciphertext

= This looks like a block cipher encryption with 16 byte long blocks using Electronic Codebook
(ECB) mode, e.g. AES-256-ECB

= For some data, the lack of the cryptographic property called diffusion can leak sensitive
information even in encrypted data

(Source: https://en.wikipedia.org/wiki/Block cipher mode of operation)
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. . o
Firmware Analysis Qe

= The content of the SPI Flash memory chip XT25F01D could be dumped (128 KB)
= |t contains the firmware of the USB-to-SATA bridge controller Initio INIC-3637EN
= For the INIC-3637EN, no publicly available datasheet could be found

= But there are research publications with useful information about other, similar Initio chips
like the INIC-3607

= Especially the publication Lost your "secure” HDD PIN? We can help! by Julien Lenoir and
Raphaél Rigo was of great help

= The INIC-3637EN uses the ARCompact instruction set

= The publication Analyzing ARCompact Firmware with Ghidra by Nicolas looss and his
implemented Ghidra support were of great use
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Firmware Analysi

ram: 0000b 024
ram: 0000b028
ram:0000b02c
: 0000b82e
000b 830
000h 034
ram: 0000bO38
ram: 0000bO3c
: 0000b83e
000842
000048
ram: 0000b 048
ram: 0000bO4c
: 0000hB4e
000b 852
000b 858
ram: 0000b 058
ram: 0000bOSc
ram: 0000L 060
ram: 0000b 064
ram: 0000b 068
ram: 0000bE6C
ram: 0000b 070
ram: 0000bO74
ram: 0000bO78
: 0000bB7c
000b 880
000h 084
ram: 0000bO88
ram: 0000bE8C
: 0000b 090
000b 892
000b 094
ram: 0000bE98
ram: 0000bE3C

ram: 0000bBad

: 0006bBas
000b0a8
000b Gac
ram: 0000bOb0
ram: 0000beb4
ram: 0000bEb8

September 30, 2022

eg
4
2
3
10
14
0
la
L
40
a2
5
e3
0o
fe
0o
]
le
ff

B e o

[=)

=]

=)

=]

lc
lc
6
c7
1c
1c
10
70
10
2d
28
21
88
20
13
de
20
12
1z
27
2b
ol
22

21
09
21
08
12
25
e5
bo
ol
la
26
00
ba

bg
la
20
09
21
ol

48
c0

[¢]¢]
40
85

g1
05

51

43
83

42
87
82
10
03
22
c2
91
a8
ef
40
31
8L
03

2d
42
40
[¢]¢]

42
a0
ef
40
a0

FUN_ram_0000b024 XREF[11: FUN_ram_0000b26c : 0000b33c (c
b3 st.a rl3, [sp=>local_18, -0x18
37 st blink, [sp, local_14]
st_s rld, [sp,0x8]
st_s r15, [sp, Oxc]
34 st [sp, local gl
34 st rl7, [sp, local_4]
00 ldb LLrol
mov_s ro
[o[¢] ldb [ro, ox1]
0z asl r
ldb_s [ro,9x2]
21 or ri7,r5
ldb_s rls, [ro,0x3]
04 add 3,ro,rl7
80 ldb
mov_s
04 add
30 ldb
80 ldb
80 btst
0z asl r 0x8
[¢]¢] bne.d LAB_ram_0008b254
oo or r2,r2,r3
20 sub rl7,0x2
24 extw ri7,rl7
fc bl.d FUN_ram_000049a0
04 _mov rl,r
0o brne.d ro, 0x0, LAB_ram_0000b0a6
30 _ldb ri | 0x1f]
18 sub
emp_s
belr_s rl, rl,0x7
0o bhi.d switchD_ram:0000bOad: :caseD 7
30 _sth ri | 0x1f]
1d.as ro, [ -=switchD_ram:000Cb0a4: : caseD_eO, r13
switchD_ram:0000b0a4: :switchD
is re
LAB_ram_000Ch0a8 XREF[1]: ram: 0000b084 (]
bset_s rl,r
30 sth Ll
04 mov ro,r
fc bl.d FUN_ram_00004al0
04 _mov rl,rl7
[ole] b switchD_ram:0000b0a4d: :caseD_7

Jiint FUN_ran_00000024(undefined *paran_1)

2

3

4

5| undefined uvarl:
6 2

8

9

undefined4 uvard;
uint uvars:
10| uint u¥

15 (uint)CONCAT11 (*paran 1, paran 1(1]):
16 paran_L[3];
17| uvars = 0.

18| if ((4(byte M)(unsff_gp + Oxle) §2) 1= 0) {
19 return 0:
}

uvaré - 2 & Oxffff:
[

#(byte *)(unaff_gp + Ox1f) = *(byte *) (unaff
FUN_ran_00004a10(paran_1, uvar7)

goto switchD_ram:0000bad_caseD_7;

P+ Ox1f) | 0x80:

#(byte #) (unaf
switch (uvarl) {
case Oxe
ivar3 = 0x18:
FUN_ran_00000d70() ;
FUN_ran_00000d88(8DAT_ran_40000100) ;

+ OxLF) = *(byte *) (unaff_gp + 0x1T) & Ox7f;

ivard + -1
FUN_ran_0000349c () ;
(&DAT_ram_40000030) [uvars] = (undefined *)uvars,
uvars ars + 13
} while (iva 0);
DAT_ran_40000020 = EDAT_ran_494e4920
DAT_ran_40000030 = &DAT_ran_494e4920
uvars = 1;
FUN_ram_0000342c (DAT_ran_400001d0) ;
1var2 = FUN_ram_0000392c (1, 3)
FUN_ram_00000e44() ;
FUN_ran_00000ffc();
*(undefined *)(unaff_gp + 0x33) = 1
if (v o {
uvars = 10;

break;
case Oxel:

FUN_ram_00001168(param_1 + 4);
o {

gp + 0x1f) = *(byte *) (unaff_gp + ox1f) & oxfe

return Oxb:

default:
switchD_ran:0000b0a4_caseD_7
uvars = 1
break;

Matthias Deeg | BruCONOXOE
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AN

Firmware Ana Iysis

@1@ Editor - /home/matt/r c -secure-portable-storage-devices/Verbatim-Keypad-Secure/flash/XT25F@1D_SOP8_device.bin

: . . b RAS RS LREO N SR
= When analyzing the firmware, it could [srow.sors covcesn - I
be found out that the firmware BaammmnEERounod

FF-EP-FF FE° FE EF EE EF

FF FF- FF FF°FF FF EF ER

validation only consists of a simple e o

FF-FE-FF-FF FF FF EE EF
FEEE-FE-FE-FE FF EE EF

CRC-16 check (XMODEM CRC-16) = =

FFOFE-FE-FF* FE FF EE EF
FF-EF-FF FE" FF EE E

= Thus, an attacker is able to store REEEEEIRRROLLS
malicious firmware code for the INIC- : |
3637EN with a correct checksum on
the used SPI flash memory chip

Checksum/Digest
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Firmware Analysis

= Being able to modify the firmware was very useful for further analyses of the INIC-3637EN
and the configuration and operation mode of its hardware AES engine

S python update-firmaware.py firmware_hacked.bin

Verbatim Secure Keypad Firmware Updater v@.1 - Matthias Deeg, SySS GmbH (c) 2022
[*] Computed CRC-16 (0x03F5) does not match stored CRC-16 (©x8B17).

[*] Successfully updated firmware file

= By writing some ARCompact assembler code and using the firmware’s SPI functionality,
interesting data memory of the INIC-3637EN could be read or modified during runtime
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Firmware Ana Iys 1S 5

.global __start b continue
.text .align 4
send_spi_byte:
__start: mov_s r3, oxi
mov_s r13, 0x40000106c ; read AES mode mov_s r2, 0x400503e0
1db_s ro, [r13]
bl send_spi_byte stb.di r3, [r2, oxf1]
mov_s r1, Oxee
mov_s r12, © ; index stb.di r1, [r2, @xe3]
; mov_s r13, 0x400001d0 ; AES key buffer address stb.di r3, [r2, 0xe2]
mov_s r13, 0x40056904 ; AES key buffer address stb.di r@, [r2, oxel]
mov r14, 32 ; loop count send_spi_wait:
1db.di ro,[r2, oxf1]
send_data: bbit@ ré, 0x0, send_spi_wait
ldb.ab r@, [r13, 1] ; load next byte stb.di r3,[r2, oxf1]
add r12, r12, 1 j_s [blink]
bl send_spi_byte
continue:
sub r14, r14, 1
cmp_s ri4, o
bne send_data
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Firmware Ana Iysis é

= The debug code could be assembled using a corresponding GCC tool chain and then copied &
pasted from the resulting ELF executable to a suitable location within the firmware image

= Example Makefile:

$ cat Makefile

PROJECT = debug

ASM = ./arc-snps-elf-as
ASMFLAGS = -mcpu=arc600

LD = ./arc-snps-elf-1d
LDFLAGS = --oformat=binary

$(PROJECT) : $(PROJECT) .o
$(LD) $(LDFLAGS) $(PROJECT).elf -o $(PROJECT).o

$(PROJECT) .0: $(PROJECT) .asm
$(ASM) $(ASMFLAGS) debug.asm -o $(PROJECT).elf

clean:
rm $(PROJECT).elf $(PROJECT).o
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-iIrmware Ana Iys 1S 5

|indefined4 FUN_ram_00081090 (void)

w ok

{

undefined *pu

e, = Firmware code contains interesting artefacts that are also
o| i i part of other device firmware, e. g.
gp | e austacken (o8 1. Pibyte sequence (weird AES keys for other devices, e.g. ZALMAN

12 | ivarl = FUN_ram_0000b43c();

13 if (ivarl == 0) { ZM‘VE500

14 FUN_ram_0000342c (EDAT_ran_400001d0) ;
}

15

16| else {

17 FUN_ram_00003b9c (1Varl, 0x20);
18 }

19 | FUN_ram_00003bl8(local_74,0x70,1,2);

20 | if (local_74[0] == &DAT_ram|494e4520) {

21 iVarl = FUN_ram_0000S6f8(local_74);
22 if (ivarl == 0) {
23 FUN_ram_00008de8(local_74, &DAT ram_ 40000020, 0x70); . . " "
24 if (puStack100 1= &DAT ran[49424920) goto LAB_ram_00001118; 2. |\/|ag|C signature INI (OX49484920)
25 1Varl = FUN_ram_000049a0 (auStackod,0x5a, local _60);
26 if (ivarl == 0) {
27 FUN_ram_00008d08 (local 74, &DAT ram_40000020, 0x70) ;
28 FUN_ram_00000eb0(local_74, &DAT_ram_40000190,0);
29 return O;
30 }
31 i
3z uvarz = 2;
33 }
34| else {
35 |LAB_ram_0C0QLL18:
36 uVar2 = 5;
}

return uVarz;

a0
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Protocol Analysis

EXPERTS.

= The hardware design allowed for sniffing the SPI communication between the keypad
controller and the USB-to-SATA bridge controller (INIC-3637EN)

= Here, further interesting patterns could be seen

‘a

I T T N T s T s Nl
e

.
| 0x00 | 0:26 | Oxe2 | 0x00 | 0x0A | 0xCo [ OxIF | 0:2F | 0x0A | 0xC9 | OuiF ] 0x2F | 0:0A | 0xC9 | 0«1F | 0:x2F | 0x0A | 0xCo | OxiF | 0:2F | OciF | OxFF | OxFF | OxF | 0xFF | OxFF | OxFF | OxFF | OaFF | OxFF | OsFF | OxFF | OxPF | OxFF | OdFF | OxFF | QE | 0:89 ]
-




Protocol Analysis

= The proprietary SPI communication protocol supports 6 different commands
1.

2
3.
4.
5

6.

OxE1: Initialize device
OxE2: Unlock device
OxE3: Lock device
OxE4: Unknown

OxE5: Change passcode
0xE6: Unknown

= The message format is as follows:

S yss

EXPERTS.

0x00 | length | command ID | 0x00 checksum
= |ock message
BBO6E300F741
= Unlock message with passcode 111111111111 (12 times '1')
0026E200 3F44
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= The checksum is a CRC-16 (XMODEM configuration)

= All entered passcodes result in a 32 byte payload

= The last 16 bytes of the payload always only consist of OxFF

= (Obvious patterns can be found in the first 16 bytes of the payload

x1F 0x2F 0x95 0x66 0269 OxAD 0xFF OxFF OxFF 0xFF 0xFF OxFF DxFF DxFF 0xFF OxFF DxFF 0xFF 0xFF 0xFF OxFF 0xFF 0x3F 0:

=
5|
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Protocol Analysis S%

= The checksum is a CRC-16 (XMODEM configuration)

= All entered passcodes result in a 32 byte payload

= The last 16 bytes of the payload always only consist of OxFF

= (Obvious patterns can be found in the first 16 bytes of the payload

1111 always results in BAC91F2F
A

A A
[ \ \[ |

XE2 0x00 0x0A l)xC-S 0x1F 0x2F 0x0A l)xC-g 0x1F 0x2F 0xDA l)xC-9 0x1F 0x2F 0x9-5 0x66 0269 OxAD 0xFF OxFF OxFF 0xFF 0xFF OxFF DxFF DxFF 0xFF OxFF DxFF 0xFF 0xFF 0xFF OxFF 0xFF 0x3F 0:

= Some kind of mapping or hashing is used for the user input (passcode)
= Unfortunately, the keypad controller with this algorithm is a block box to me

September 30, 2022 Matthias Deeg | BruCONOXOE 35
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= Two ideas for a black box analysis:

1. Find out the used hashing algorithm by collecting more hash samples for 4-digit inputs
and analyzing them

2. Hardware brute-force attack for generating all possible hashes for 4-digit inputs In
order to create a lookup table

September 30, 2022 Matthias Deeg | BruCONOXOE 36



Protocol Analysis

0000
1111
2222
3333
4444
5555
6666
7777
8888
9999
1234
5678
no input

September 30, 2022

4636B9C9
OAC91F2F
SEC8BD1E
624E6000
B991063F
0AB5D514
7E657A68
B1C9C3BA
7323CC76
523DAS5F5
EO97BCF8
F540AEF4
956669AD

S yss

EXPERTS.

Manually collecting more hash samples and trying
out different hash algorithms was not successful

Thus, the second approach using a hardware
brute-force attack for collecting all possible
hashes was followed

However, there were other problems
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L

U UT U T T U

Encoding of all possible keys of the keypad



THE PENTEST
EXPERTS.

2019181716 15141312 "N

Keypad Input

ZdL[]

TdL[ ]

ACER |
Ta3n[—]

T AVdAIN [
Z QVdAII ]
€ AVdAIN [
¥ AVdAII ]
S AVdAIN ]
9 AVdAII [

SWG611

2121

123 456 738 910

[ 1ANS

[ 1SD

[ 1D0A

[ 14399141
1

[ 1€d3an
11D

[ 10dID

[ 11d0D
1/ QVdAT

Keypad controller pinout according to my hardware analysis
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Keypad Input @1

O n < M N A
o000
SEEEEE o n
> > > > > > 0O 0O = ™
boggggngEt
OO O
2019181716 151413 12 N
SW611

2121

0 E1E] K K BN NG D 34567890
)
OEORORONOS TITTIITT
= = = —_ - o O x mMm x O un A
18 & 2 7‘”20 f 1 § 6 19 // -_ %8%5@ :,_,ngug
. E E
A4

Keypad controller pinout according to my hardware analysis
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Keypad Input e

= Desoldered the keyboard controller and put it on a breakout board and then on a
breadboard together with a Teensy 3.6

=  Wrote a keypad brute-forcer for the Teensy
= Simulating most keypresses worked, however, not for the unlock key

= Pin 7 of the keypad controller also seems to get triggered when the unlock key is
pressed, and the USB-to-SATA bridge controller initiates SPI communication with
the keypad controller shortly afterwards
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Hash Function Analysis

S yss

EXPERTS.

(6 4636B9C2 at DuckDuckGo ® +

&«

= |nan act of frustration, | again tried to find
some more information in the World Wide
Web about this unknown hash or mapping
algorithm

= This time, | found something using the hash
4636B9C9 for the 4-digit input of 0000

= And this Reddit post In
dailyprogrammer_ideas titled
[Intermediate/Hard] Integer hash function
interpreter had the solution

September 30, 2022 Matthias Deeg | BruCONOXOE

C

(2]

O B hitps://duckduckgo.com/?q=4636BICIR1=h_&ia=web

4636B9CY Q

Q, alle Bilder [ Videos [EDNachrichten @ Karten (% Einkaufen  Einstellungen =

Deutschland ~ Sichere Suche: aus ~ Irgendwann ~

octopart.com = Werbung melden
Octopart Component Search - Find Electronic Parts

Compare Pricing, Inventory and Datasheets for Millions of In-Stock Parts. Octopart Is The
Preferred Search Engine for Electronic Parts

amazon.de Verbung melden
9-46 - bei Amazon.de

Musikinstrumente, DJ-Equipment und Zubehdr. Kostenlose Lieferung moglich

@ hups:/iwww reddit.com > r > dailyprogrammer_ideas » comments » 92mwny » intermediat-
[Intermediate/Hard] Integer hash function interpreter ...

Today's challenge is about integer hash functions that accept an n-bit integer and return an
n-bit integer. Your program will read the specification for an integer hash function to be
implemented dynamically by your program.

https://leamrns github ic » notebooks » Pragramming » 005 random_hash html
Bioinformatics Notebooks

testing the generation of a deterministic array of randem numbersT. In biomeme-lib there are a
few vectors with "random numbers" (some actually frem randem_org, some random prime

numbers used in hash functions, etc)).The function biomcmc_salt_vector32_from_spice_table()
will populate a vector with these number in an order specified by the particular seed[4] values.

Keine Ergebnisse gefunden fur 4636B9C9.

47
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Hash Function Analysis S”

= The unknown hash algorithm is an integer hash function called

Sample Output

hash3Zshift2002 in this article hash32shift2002():
= This integer hash function was obviously created by Thomas 00000000 4636b9c9
Wang and a C implementation is: 00000001 62baf5a0

uint32_t hash32shift2002(uint32_t hash) {

hash += ~(hash
hash *= (hash
hash += (hash
hash *= (hash
hash += ~(hash
hash *= (hash
return hash;

September 30, 2022

<<

>>

<<

>>

<<

>>

1703640c d4ed55d9
80000000 a31bdced
ffffffff dc8b039a

15);
10);
3);
6);
1)
16);
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User Authentication \| g

= By setting different passcodes and analyzing changes concerning the SSD content,
it could be found out that a special block (number 125042696) is used for storing
authentication information

= The firmware analysis showed, that the first 112 bytes (0x70) are used when
unlocking the device

= When the AES engine of the INIC-3637EN is configured correctly (mode and key),
the first four bytes of the decrypted special block have to match the magic
signature “ INI" (0x494e4920)

September 30, 2022 Matthias Deeg | BruCONOXOE 44
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# dd if=/dev/sda bs=512 skip=125042696 count=1 of=ciphertext_block.bin
1+0 records in

1+0 records out

512 bytes copied, 0.408977 s, 1.3 kB/s

# hexdump -C ciphertext_block.bin

00000000 c3 f7 d5 4d df 70 28 c1 €3 7e 92 08 a8 57 3e d8 |...M.p(..~...W>.|
00000010 f1 5c 3d 3c 71 22 44 c3 97 19 14 fd e6 3d 76 ©b |.\=<q"D...... =v. |
00000020 63 f6 2a €3 72 8c dd 30 ae 67 fd cf 32 @b bf 3f |c.*.r..0.g..2..7]|
00000030 da 95 bc bb cc 9f f9 49 5e f7 4c 77 df 21 5¢ f4 |....... IA Lw. I\ .|
00000040 3 35 ee cO ed 9e bc 88 56 bd a5 53 4c 34 6e 2e |.5...... V..SL4n. |
00000050 61 06 49 08 9a 16 20 b7 cb c6 f8 f5 dd 6d 97 e6 |a.I... ...... m..|
00000060 3c e7 1d 8e f8 €9 c6 87 5d fa 1a 8e 67 59 61 d1 |<....... ]...gYa.|

00000070 6b al 05 23 d3 @e 7b 61 d4 90 aa 33 26 6a 6¢c f9 |k..#..{a...3&jl.|
*

00000100 fe 82 1c 5e 9a 4b 16 81 f7 86 48 be d9 a5 a1 7b |...A.K....H....{|
*

00000200
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= The AES key is the 32 byte payload sent from the keypad controller to the USB-to-
SATA bridge controller (INIC-3637EN)

= However, the AES engine of the INIC-3637EN uses the AES key in a special byte
order
AES_key = reversed(passcode_key[0:16]) + reversed(passcode_key[16:32])
= As the information for the user authentication is stored in a special block on the
SSD and the AES key derivation from the user input (passcode) is known, it is
possible to perform an offline brute-force attack

= Because only b to 12 digit long passcodes are supported, the possible search space
Is relatively small

September 30, 2022 Matthias Deeg | BruCONOXOE 46
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Demo: Passcode Brute-Force Attack @3

Limited Keyspace: Brute-forcing all the keys
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Demo: Passcode Brute-Force Attack

Example of a successful passcode brute-force attack:

# ./vks-cracker /dev/sda

. finds out your passcode.
Verbatim Keypad Secure Cracker v0.7 by Matthias Deeg <matthias.deeg@syss.de> (c) 2022

Found 2 logical processors

Found 2 physical drives

Trying to read magic sector from device \\.\PHYSICALDRIVEO
Trying to read magic sector from device \\.\PHYSICALDRIVE1
Found a plausible magic sector for Verbatim Keypad Secure (#49428)
Initialize passcode hash table

Start cracking ...

Success!

The passcode is: 13372022

Some statistics

Total cracking time: 2.00 seconds

Candidates per second: 14776534

September 30, 2022 Matthias Deeg | BruCONOXOE 43

4+ ok o X ok % X

*



Example #2: Verbatim Executive Fingerprint Secure @yysgs&rw

Important features:
= Store your data and secure your SSD with your fingerprint
= Access using the fingerprint from an authorized user
= Premium 256-bit AES hardware security encryption
= Up to eight authorized users plus one administrator (via password)

= Store and carry confidential data while being protected from loss
or hacking
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Hardware Design @1

PCPO0ISO0ISH

PCB front side NAND Flash Memory

' |

L

20191129

T

GDMSFEO01-IN3637-C VER1.1

L

SPI Flash Memory Memory Controller

(XT25F01D) (Maxio MAS0902A-B2C)
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Hardware Design @1

PCB back side Fingerprint Sensor Controller
(INIC-3782N)

=3
o

2 =

Tl
R20! .0 :
=

1

=71 I

e
R21 t:;jzl_\

£ °§’eﬁ e

g8

e I TE T e

. e
Controller (INIC-3637EN) INGErprint sensor
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User Authentication -

-

Two user authentication methods are supported
1. Biometric authentication via fingerprint
2. Password-based authentication

= For the biometric authentication, a fingerprint sensor and a specific microcontroller
(INIC-3782N) are used

= No public information about the INIC-3782N could be found

= For the registration of fingerprints, a client software (for Windows or macQS) is
used

= The client software also supports a password-based authentication for accessing
the administrative features and unlocking the secure disk partition
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User Authentication

Verbatim Fingerprint Secure HDD

W4 Verbatim.

Technology you can trust

m

Please Input Password

Forget Password

256-0it P
AES Removable Disk:(D:)

V1.3

Password-based authentication for administrator (VerbatimSecure. exe)

September 30, 2022
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Software Analysis 2] pegarer
= The client software is provided on an emulated CD-ROM drive

= During this research project, only the Windows software (VerbatimSecure.exe)
was analyzed

= The Windows client software communicates with the USB storage device via
IOCTL_SCSI_PASS_THROUGH (@x4D004)commands using the Windows API
function DeviceIoControl

= The USB communication is AES-encrypted
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September 30, 2022

Fle View Debug

SOE 0

Tracing Plugins Fav

MK VerbatimsSecure.axe - PID: 9408 - Module: kenel32.dll - Thread: 16600 - x32dbg

Options  Help  Dec 1 2020 (TitanEngine)

tae§ tuld=efLis L@

758A7A13
758A7A16
758A7A19
7SBATALC
7SBATALF
758A7A22
758A7A2S
75BA7A2B
75BATAC

& v Glog | MNotes
¥

= f

~ 0OF84 3C600100
FF73 24

20
1c
18
FF75 14
10
0c
0

8
FF15 g4 75

= Memory Map  [) Call Stack % SEH

push ebp
mov ebp ,esp
push ecx
cmp dword ptr_ss:[ebp-cll, 204808
je kernel32.758BDA49
cmp dword ptrss:[ebp+cll, 74808
je kernel32.75BBDA4D
cmp dword ptr ss:[ebp+cll,00020
je kernel32.75BBDA4D
push dword ptr ss:febp24
push dword ptr ss: febp+20
push dword ptr ss:febp+1c
push dword ptr ss:[ebp:18
push dword ptr ss:flebp:14
push dword ptr ss: flebp+10
push dword ptr ss: flebpC
push dword ptr ss:flebps
dword ptr ds: [<&eviceloControls 1
eave

s Script

@] symbals

<> Source /- References

“# Threads  olly Handles ¢V Trace

oF
CF

21050

.text:75BATIED kernel32.d11:$179E0 #89EQ <DeviceloControl>

Woump1 gy Dump2

04090128

U4 Dump3 @4 Dump4

& watch 1 jx| Locals

¥4 Dump 5

& struct

| D40BF14C

4:

Hide FPU
EAX 00000250 L'e’
B| esx coooodoo
ECx  (408F188
EDX  1ICHF3A2
EBP F1!
ESP  (408F148 "EnR
ESI 04090048

09
EDI 00021050
EIP  75BA79EQ

EFLAGS 00000304
ZF 0 PF1 AF O

LastError  00UCOO0O {ERAORSUCCESS) ..
—
Default (stdcall) -

* [esp+8) 0004004
: [espec] 0408004 |

<kernel32.DeviceloContral>

0 sF0 oF 0
0Tl w1l

8
[esp+10] 00021050

0408F150

0408F158
0408F15C

AnRCTan

return to verbatimsecure.00D1GEA7 from 777

kernel32_75883A90
R 1

Pointer to SEH_Record[1]
varhatimearira NOETTRNT

Command:

Encrypted USB communication via DeviceIoControl
Matthias Deeg | BruCONOXOE
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Software Analysis

= Fortunately, the Windows client software is very analysis-friendly
= Meaningful symbol names are present, e.g. concerning the AES encryption

|z| Functions window O &8 x
Function name Segment Start &3
[F] CRijndael:CRijndael(void) text 00401000
[F] cRijndael:~CRijndael(void) text 0040100D
E CRijndael:MakeKey(char const *,char const *,int,int) dext 00401014
[F] cRijndael:DefEncryptBlock(char const * char *) text 004013EF
[F] CRijndael:DefDecryptBlockichar const *,char ™) Jdext 00401756
E CRijndael:EncryptBlockichar const * char *) text 00401ACF
[7] CRiindael:DecryptBlock(char const * char *) Jdext 00401D6E
E CRijndael:Encryptichar const * char *,uint,int) text 00402010
E CRijndael::Decryptichar const *,char *,uint,int) text 00402162
[#] CRiindael:Xar(char * char const *) text 00402242

)\

AN

S
l
| s

7

= Runtime analyses using a software debugger like x64dbg works without any issues

= A hard-coded AES key is used for securing the USB device communication

September 30, 2022 Matthias Deeg | BruCONOXOE
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September 30, 2022

batimSecure.exe - PID: 12912 - Module: verbatimsecure.exe - Thread: Main Thread 14300 - x32dbg (=] X

File View Debug Tracng  Plugins  Favourltes  Options  Help  Dec 1 2020 (TitanEngine)

29 = -nl MG X AR Y WA RS RIS Y B

WS Dump1l @y Dump 2

B watch 1

peol Locals 40 Struct

$4 Dump3 g4 Dump 4

5?3»75901234567590
1

016FE108 016FDAOS
016FE118 O1GEOADC
016FE128 016FDALO
016FE138

‘mﬁzmu

Bov ® Breakpoints W MemoryMap  [) CallStack % SEH  References ' Thveads Wy Hondies [4[¥]
EE—- i
00€ 32208 3 I | Hide FPU
« || 00e32213 894p 14 g EAx 00000020 s
00£32216 | ~ 75 51 jne verbnwtnum!lll“ EBX  OOFCEBBO verbatimsecure. 00FCEBBO

« || 0oe32218 38cl emp e Ecx 500001 N

b= || 00£3221A A~ 76 EC jbe vemﬂ-secure.zzzm EDX 00000000
« | 00e3221¢ 53 push ebx €8P £DE78
« [ 0032210 8086 F4030000 Tea eax,dword ptr ds:[esii3r4] ESE FDIES
o || 00e32223 50 push eax &L 8
« || 00e32224 8ace mov_ecx,esi esi:"SAGE company” REDRS
« || 00632226 E8 AAFSFFFF €all| <verbatimsecure. 7Encrypt81ockeCcRijndae EIP  00E3220C verbatinsecure: 00632200
« [ ooe3222e 57 push edi edi:"SAGE company”
* || 00e3222C 53 push ebx EFLAGS 00000246
o || 0032220 8BCE mov_ecx,esi esi:"SAGE company” ZF 1 PF 1 AF
« || 00e3222¢ E8 6£000000 <ver re. 2X0rQCR OF0 SFO DF O
o || 0032234 gr:g c%;%% ?ush ono;:op;r ds: [es1[ cc]3 . CFO TFO IF1
o | 0032234 086 F: ea eax,dword ptr ds:[esi/3F4
. 00E32240 57 push edi edi:"SAGE company” LastError (ERROR_SUCCESS)
« || 0032241 50 kil 4 Laststatus coooons (STATUS_DLL_NOT_FOUND)
o || 00e32242 E8 29F71300 €all| verbatimsecure.F71970 G5 0028 FS 0053
* || 00E32247 8886 €C030000 mov eax,dword ptr ds:[esiidcc] ES 0028 DS 0028
« [ 0oe32240 038 add edi,eax edi:"SAGE company” Cs 0023 S5 0028
o || 0oe3224¢ 0308 add ebx, eax
|| 00e32251 8845 10 mov eax,dword ptr ss:febp+10§ ST(0) 00000000000000000000 x87r0 Emotv 0.0
« || 00e32254 S;Dé 35505 xsc edx ,dd VR —_—
« || 00e32256 F786 cC iv dword ptr ds:[esi3cC
« || 00e3225¢ 83c4 OC add esp,c Default (stdcall) - (] Unlocked

T 2: [esp+8] omzoas “"SAGE company”
: [esp+C] 00000; I
& 13l Snono
.text:00£3220C verbatimsecure. exe:$220C #160C

Decrypted USB communication (response from device)
Matthias Deeg | BruCONOXOE
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S yss
THE PENTEST

EXPERTS.

Dec 1 2020 (TitanEngine)
SN A BRSEIEEYN FA-r TS 2T YN R |
Bow 0 Notes @ Breakpoits WM MemoryMap [} CallStack % SEH o Script @) Symbols <> Source ) References ‘¥ Threads ‘Hand[sElE
E— €2 1000 ret 10 . Hide FPU
i RSt o B e . i R p—
| 8086 £4030000 34 e §i§§§§§ v
§% Dump 1 k% Dump 2 k% Dump 3 g% Dump4 @& Dump 5 @ Watch 1 Jx=| Locals
Address _Hex _ _ ASCII
016FeOBS | 53 41 47 45|20 63 6F 6D| 70 61 6E 79| 00 00 00 00| SAGE company....
016Fe0c8 | 00 00 00 00|00 00 00 00|00 00 00 Q0O[00 00 00 00| ..veeevnennn..
016Fe0D8 | 00 53 50 20|63 6F 6D 70|61 6E 79 00|00 00 00 00| .SP company.....
016FE0E8 | 00 00 00 00|00 00 00 Q0|00 00 00 Q0O[00 00 00 00| .. oo e nnnn..
016Fe0F8 | 00 00 31 32|33 34 35 36|37 38 39 30|31 32 33 34| ..12345678901234
016Fe108 | 35 36 37 38|39 30 31 32|33 34 35 36|37 38 39 30| 5678901234567890 I
016Fe118 | 31 33 00 00|00 00 00 00|00 00 00 QOO[0Q0 00 Q00 00| 13......c.un....
016Fe128 | 00 00 00 00|00 00 00 Q0|00 00 00 QO[0Q0 00 00 00| ..veer e ennn..
016Fe138 | 00 00 00 00|00 00 00 00|00 00 00 QOO[00 00 00 00| ..veer e,
|

September 30, 2022

H_Dauszﬂ

| Dump: 016FE0BS -> 016FE0BS (0x00000001 bytes)

Decrypted USB communication (response from device)
Matthias Deeg | BruCONOXOE
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When analyzing the USB communication between the client software and the USB
storage device, a very interesting and concerning observation was made

Before the login dialog with the password-based authentication is shown, there
was already some device communication with sensitive content
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Software Analysis

Decrypted USB device response containing the current administrator password

September 30, 2022

= Ui

Debug  Tracing  Plugins  Favourites

VerbatimSecure.exe - PID: 12912 - Module: verbatimsecure.exe - Thread: Main Thread 14300 - x32dbg

Options ~ Help  Dec 1 2020 (TitanEngine)

gy tuBooPfis LR

00€ 3220F D 1
00€32213 894p 14
00632216 [ v 75 51
00£32218 3scl
00£3221A [ A~ 76 €C

« || 00e3221c

* || 00e3221p 8086 F4030000
00£32223 50
00€32224 8BCE
00£32226 E8 A4FBFFFF

» || 00£32228 57

o || 00e3222¢ 53

* || 00e32220 8sce

« || 00£3222F €8 6£000000

« || 00£32234 FFB6 CC030000

* || 00e3223a 8086 F4030000

* || 00e32240 57

* || 00e32241 50

* || 00e32242 E8 20F71300

« || 00£32247 8886 €c030000
0032240 03F8
00E3224F 0308
00€32251 8845 10

« || 00£32254 D:

o || 00£32256 F786 CC030000

e || 00e3225¢ 83c4 0c

™= Memory Map [} CallStack  #f SEH

Seript

jne verbatimsecure.E32269

cmp eax,ecx

jbe verbatimsecure.E32208

push ebx

lea eax,dword ptr ds:[esi3F4]

. 7ENCr Ri jndae’

mov_ecx,esi
<verbatimsecure. ?7Xor@CR1i jndae 1BRAAEXPAL

push dword ptr ds: [esi-3cC]

Tea eax,dword ptr ds: [esi 4]

push edi edi:

push eax
€&l verbatimsecure.£71970
mov eax,dword ptr ds: [esi+3cc]

add edi,eax edi:

add ebx,eax

mov eax,dword ptr ss:[febp10]
xor edx, edx

div dword ptr ds:[esis3cc]

add esp,C

@) symbols <> Source

SAGE_MTKS3cretPdsswir
'SAGE_MTKS3cretPdsswr

iz "SAGE_MTKS3cretPdsswird"”

SAGE_MTKS3cretPdsswlrd”

SAGE_MTKS3cretPdsswird"”

"SAGE_MTKS3cretPdsswird”

"SAGE_MTKS3cretPdsswird”

. text:00E3220C verbatimsecure.exe:$220C #160C

WY Dump1l @Y Oump2 @Y Dump3 g Dump4

I....0..'0A0
. .ruI&eNoi ¢Su
SAGE_MTK. .

016FCD24

016FCDAC
MAECNSO

Hide FPU

EAX 00000020 & X
EBX 00000044 ‘D"
ECX  0000000F
El 0000000
EBP  Ol6FD1B4

016FCD20 Taed"
ESI  016FD1F8 "'SAGE_MTKS3cretPdsswird
EDI  O016FD1F8 "SAGE_MTKS3cretPdsswird
EIP  00E3220C verbatimsecure.00E3220C
EFLAGS 00200246

PE 1 AF O

3

OF 0 sF oF 0

CFO0 TFO IF1

LastError 00000000 gsum._succzss)
Laststatus C0000034 (STATUS_OBIECT_NAME_NO

GS 0028 FS 0053
ES 0028 DS 0028
C€s 0023 35 0028

ST(0) 00000000000000000000 x87r0 Empty 0.0
—

Matthias Deeg | BruCONOXOE
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Software Analysis

__,Ql

¥ VerbatimSecure.exe - PIL

-DII

Module: verbatimsecure.exe - Thread: Main Threac

Plugine  Favourites

t o »

4300 - 32dbg

Options  Help  Dec 1 2020 (TitanEngine)

Ell WASE R &: % - N

ySS

THE PENTEST
EXPERTS.

B

00€ 3.

00€32213
00€32216
00£32218

00£32223
00€32224
00E32226
00£32228
00€3222¢
00£3222

00€32240
00€32241
00€32242

0032247

l)LlF1’251
0032254
00£32256
00€£3225¢C

8086 F4030000
50

88CE

E8 A4FBFFFF
57

53

88CE

E8 6E000000

FFB6 CC030000
2?85 F4030000

50

E8 20F71300
8886 €c030000
03F8

0308
8845 10
D.
F786 CC030000
83c4 0c

= MemoryMap [} Call Stack % SEH scipt @) symbols <> Source

cmp dword ptr ss

mov dword ptr ss

jne verbatimsecure.E32269

cmp eax,ecx

jbe verbltillsecnre E32208

push el

Tea eax,dm:rd ptr ds:(esii3rd]

push eax

mov_ecx,esi esi:

- PEncr Rijndae

push edi edi:

push ebx

mov_ecx,esi esi:
<verbatimsecure.?Xor8CRi jndae 18RAAEXPAL
dword ptr de: [esi+3cc]

Tea eax,dword ptr ds:[esi.3F4]

push edi edi:

push eax

- verbatimsecure.F71970

SAGE_MTKS3CretPasswor

SAGE_MTKS3cretPdsswird

SAGE_MTKS3cretPdsswird

SAGE_MTKS3cretPdsswird

Hide FPU
I EAX 00000020 & X
EBX 00000044 ‘n"
ECX  0000000F
El 0000000
EBP  O16FD!

'SAGE_MTKS3cretPdsswOrd)
SAGE_MTKS3cretPdsswird

EIP  00E3220C verbatimsecure. 00E3220C

EDI  O016FDIF:

ZF1 PE1 AF O

SF oF 0
CFO0 TFO IF1
LastError s RROR_SUCCESS)
LastStatus C0000034 (STATUS_OBIECT_NAME_NO
GS 0028 Fs 0053

add
add
moy
xor
div
add

eax,dword ptr ds: [esii3cc)

ES 0028

DS 0028

edi,eax
ebx ,eax

eax,dword ptr ss:[febp+10]

edx

esp,C

edx
dword ptr ds:[esis3cC]

i: [ SAGE_MTKS3cretPdsswird

C€s 0023 35 0028
ST(0) 00000000000000000000 x87r0 Empty 0.0
—

. text:00E3220C verbatimsecure.exe:$220C #160C

%% Dump 1

016FD278

“Dumpz

llwm:

Whoumpd gy DumpSs @ Warhi el Locals P struct

1A8
ue'. il rp:uumgsu
SAGE MTK

016FCD24

016FCDAC
MAECNSO

585a4151

Command:

Decrypted USB device response containing the current administrator password

September 30, 2022
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Software Analysis S” e

%

Dec 1 2020 (TitanEngine

COE SNt SE tuPBoeEe e LR

By Sog D Notes  ® Breakpoints  WE MemoryMap [} CallStack % SEH o Script @) Symbols <> Source /- References W Threads  #ly Handles ¥ Trace
| . €2 1000 et 10 5
8370 14 02 cmp dword ptr ss:febp:14],o Hide FPY
804p 14 mov dword ptr ss:febp:ld],ecx SAGE_MTKS3 w0rd
75 51 jne verbatinsecure.E32269 X Doboons o
38cl cmp eax,ecx ECX  0000000F
76 EC jbe verbatimsecure.E32208 EDX 00000000
3 push ebx EBP  016FD184
8086 F4030000 Tea eax,dword ptr ds:[esi3r4] ESE  016FCD20
50 pu Y EST 812:01;8
88ce mov_ecx,esi esi:[ERGE MTRS Jcretrasword E0Y. Ol6FDLES
E8 AFBFFFF €Al <verbatimsecure. 7EncryptBlockaCRi jndae EIP  00E3220¢ verbatimsecure. 00£3220C
57 push edi edi:[SAGE_MTKS3cretPdsswOrd B
53 push ebx EFLAGS _ 00200246

k% Dump 1 k'l Dump 2 'y Dump 3 W'y Dump 4 g% Dump 5 &8 watch 1 |x=| Locals j' Struct

Address Hex ASCII
016FD1FS8 | 53 41 47 45| 5F 4D 54 4B| 53 33 63 72|65 74 50 34| SAGE_MTKS3cretpPd
016FD208 | /3 73 77 30|72 64 00 00J00 00 00 00J 00 00 00 00| sswlrd. .........
016FD218 | 00 00 OO0 0OO0| 00 00 Q0 00|53 41 47 45|5F 4D 54 4B ........ SAGE_MTK
016FD228 | 02 DF D5 6C| 81 B6 05 28|44 84 S5F B6/12 D5 D9 20| .ROT.Y.(D._Y.00
016FD238 | c4 76 3B 6A|0E C2 63 38|F5 26 3C 9C| 98 07 AF B9 | Av;j.AcB80&<... ! I
016FD248 | A4 cb 83 49| 9D 9D 8c 02| 6C EE 91 15/BO 5D C5 40| me.I....19.. ]AQ
016FD258 | F9 CA B9 0C| B8 72 BS 4A| 26 DE 4E F8|EC E7 A7 75| UE'. rpl&bNeicku
016FD268 | 53 41 47 45| 5F 4p 54 4101 00 00 00| 00 00 00 00| SAGE_MTK........
016Fp278 | 00 00 00 00|00 00 OO O0QJO0 Q0 00 00|00 00 00 00 ... i e ...
|
* bawsed | Dump: O16FDIFS -> O16FDIFS (0400000001 bytes) [Time Wasted Debugging: 0:06:50:15

Decrypted USB device response containing the current administrator password
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ySS
Demo: Bungle or Backdoor @1

Bungle or backdoor? Unlocking secure crypto devices in a magical way
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ySS
Demo: Bungle or Backdoor e

5™ Verbatim Fingerprint Secure Password Retriever - SySS GmbH X

yss\

THE PENTEST
EXPERTS.

SUCCESS!

The password for the USB drive is:
S3cretP4sswOrd

The retrieved password was copied to the clipboard.
You can now unlock the USB storage device.

coded by Matthias Deeg

Retrieve Password Exit

September 30, 2022
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‘ THE PENTEST
EXPERTS.

Data Authenticity

= The client software for administrative purposes is provided on an emulated CD-
ROM drive
= The content of this emulated CD-ROM drive is stored as 1ISO-9660 image in the

“hidden” sectors of the USB drive, that can only be accessed using special [0CTL
commands, or when installing the drive in an external enclosure.

°
. & _J ¥ Laschen |ﬂ- jas)
£+
An Schnellzugri Kopieren nach Eigenschafte
anheften e - Ordner o «

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
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Data Authenticity D e
\_| EXPERTS
Verbatim enclosure: External enclosure:
# fdisk -1 /dev/sda # fdisk -1 /dev/sda
Disk /dev/sda: 476.92 GiB, 512092012032 bytes, 1000179711 Disk /dev/sda: 476.94 GiB, 512110190592 bytes, 1000215216 sectors
sectors Disk model: RTL9216B NVME
Disk model: Portable Drive Units: sectors of 1 * 512 = 512 bytes
Units: sectors of 1 * 512 = 512 bytes Sector size (logical/physical): 512 bytes / 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes I/0 size (minimum/optimal): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos
Disk identifier: @xbfc4be4e

Device Boot Start End Sectors  Size Id Type
/dev/sda1 2048 1000171517 1000169470 476.9G c W95 FAT32
(LBA)

35505 “hidden” sectors (512 GB version) with IS0-9660 image

# dd if=/dev/sda bs=512 skip=10006179711 of=cdrom.iso
35505+0 records in

35505+0 records out

18178560 bytes (18 MB, 17 MiB) copied, 0.269529 s, 67.4 MB/s
[root@hackbox cdrom]# file cdrom.iso

cdrom.iso: ISO 9660 CD-ROM filesystem data 'VERBATIMSECURE'
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Data Authenticity

o\

‘Chss

\ ‘ THE PENTEST
EXPERTS.

= By manipulating this ISO-9660 image or replacing it with another one, an attacker

IS able to store malicious software on the emulated CD-BOM drive

= This malicious software may get executed by an unsuspecting victim when using

the device e

3 W
An Schnellzugriff Kopieren Einflgen -
anheften

Zwisthenablage

# mkisofs -o hacked.iso -J -R -V "VerbatimSecure" ./content

— v g » CD-Laufwerk (E:) VerbatimSecure » indows

# dd if=hacked.iso of=/dev/sda bs=512 seek=1060179711
25980+0 records in

> g Schnellzugriff

25980+0 records out I Dieser PC
13301760 bytes (13 MB, 13 MiB) copied, 1.3561 s, 9.8 MB/s v (Ul CO-Laufwerk (E) VerbatimSecure
. MAC
Windows
> ¥ Metzwerk
10 Elemente

September 30, 2022 Matthias Deeg | BruCONOXOE

MName

lco
J English.txt
L] French.txt
=] German.txt

[] odbecpaz.dil
[E] Spanishxt

ﬂ VerbatimSecure.exe

= m} x

(- Alles auswadhlen
V] -

igenschaften

Nichts auswahlen
EFAuswam umkehren
Offnen Auswahlen

indows durchsuchen

Typ GriBe
Dateiordner

Textdokument 6 KB
Textdokument TKE
Textdokument TKB
it TKB
1KB
ndung 135 KB
ndungse 160 KB
Textdokumen 2KB
Anwendung KB
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5S
Data Authenticity SV

= By manipulating this ISO-9660 image or replacing it with another one, an attacker
s able to store malicious software on the emulated CD-ROM drive

= This malicious software may get executed by an unsuspecting victim when using

the device B -
m Start Freigeben Ansicht o

}? | i Verschieben nach - 3 Ldschen = %_ E| = Bl AR s
5 7 e . : i 5 Nichts auswahlen
An S;:::r\t\i:gnff Kopieren Einfugen Ci Kopieren nach 1l Umbenennen Cl:lredl.II:E\r Elgensfhaften EFAuswam GaEeEn
# mkisofs -o hacked.iso -J -R -V "VerbatimSecure" ./content Zuscnensboge Crgeneeen he S S
) ' &« v A s CD-Laufwerk (E:) VerbatimSecure » Windows v | D 2 Windows durchsuchen
# dd if=hacked.iso of=/dev/sda bs=512 seek=1000179711 Name . e Grée
25980+0 records in .
lco Dateiordner
25980+0 records out > B Dieerpe H - o s
. . \/ i : 2 rench.tct extdokument 7Kl
13301760 bytes (13 MB, 13 MiB) copied, 1.3561 s, 9.8 MB/s v\;‘ Ci:zufwerk [Eiebumecnrs | B s p————— b
’ D Italian.bet Textdokument TKB
AL [ license.bin BIN-Datei 1K8
. > g Netzwerk f_'. Malware.exe Anwendung 135 KB
Th IS CO u |d be m a |Wa re %] odbccp3zdil Anwendungserwe.., 160 KB
[E] Spanishxt Textdokument 2KB
l" VerbatimSecure.exe Anwendung 4573 KB

10 Elemente -‘.7"
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Data Authenticity: Thought Experiment @D

The Poor Hacker's Not Targeted Supply Chain Attack
Buy vulnerable devices in online shops

Modify bought devices by adding malware

Return modified devices to vendors

Hope that returned devices are resold and not destroyed

Wait for potential victims to buy and use the modified devices
Profit?!

o ke -
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Example #3: Verbatim Fingerprint Secure Hard Drive @y}

Important features:
= Store your data and secure your SSD with your fingerprint
= Access using the fingerprint from an authorized user
= Premium 256-bit AES hardware security encryption
= Up to eight authorized users plus one administrator (via password)

= Store and carry confidential data while being protected from loss
or hacking
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Hardware Design S

PCB front side

NN
P

Fingerprint Sensor Controller
(INIC-3782N)

R244 poazcier o

4
Eek-)

g : T USB-to-SATA Bridge
;" TT : Controller (INIC-3637EN)

99v000EZYO6T

B 11001 il g
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Hardware Design S

PCB back side

Fingerprint Sensor
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Device Similarities | Q

= The security analysis showed, that the Verbatim Fingerprint Secure

Hard Drive Is quite similar to the Verbatim Executive Fingerprint
Secure SSD

= The same four security issues could be found:
1. Unlocking device in a magical way (insecure design)
2. Use of insecure encryption mode (AES-128 ECB)
3. Insufficient firmware validation and missing root of trust (only CRC-32 check|
4

Insufficient verification of data authenticity (emulated CD-ROM drive with
client software)
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Example #4: Verbatim Store ‘'n" Go Secure Portable HDD 57

EXPERTS.

Important features:
= AES 256-bit hardware encryption
= Built-in keypad for passcode input (up to 12 digits)

= Does not store password in the computer or the system’s volatile
memory, therefore far more secure than software encryption

= PC and Mac compatible
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Hardware Design @

PCB front side
USB to-SATA Bridge

:9~$ .@ Controller(INIC 3637EN)

c49  C52°

%& [Ej _-'n ':

G

SPI Flash Memory

(XT25F01D)

Keypad Controller 5
(SW611) b
6D25LK01-3637-C VER4.0

S2
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Device Similarities I @1

EXPERTS.

= The security analysis showed, that the Verbatim Store 'n" Go Secure
Portable HDD is quite similar to the Verbatim Keypad Secure
= The same four security issues could be found:
1. Vulnerable to offline brute-force attacks
Use of insecure encryption mode (AES-128 ECB)

2
3. Insufficient firmware validation and missing root of trust (only CRC-32 check|
4. Device lock & reset feature does not work as specified
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Example #5: Lepin EP-KPO01 @@

September 30, 2022

EXPERTS.

Important features:

The strongest military technology digital encryption U-Disk

Protect data and privacy with real-time 256-bit AES-XTS hardware
encryption

6 to 14 digit long passcodes are supported
Interesting passcode recovery feature
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Product website

Amazon.com; LEPIN 16GB Flash Drive Password Protected Hardware Encrypted USB Flash Drive Secure USB Drive Secret with Keypad U Disk Flash for Personal Data Security : Electronics — Mozilla Firefox

amazon o

© Germany

= All TodaysDeals Customer Service

Roll aver image to zoom Ir

LEPIN 16GB Flash Drive Password
Protected Hardware Encrypted USB
Flash Drive Secure USB Drive Secret
with Keypad U Disk Flash for Personal
Data Security

Visit the lepin Store
A 48 ratings | 16 answered questions
Price: $39.99
No Import Fees Depy 4 Shipping to Germany Detail
Size: 166
f i
= -
Color: black
Color Black
Memory Storage 16 GB
Capacity
Brand Lepin
Hardware use
Interface

About this item

= [safeguard Your Sensitive DATA] With Military Grade Full-disk
256-bit AES XTS Hardware Encryption to protect your Important
files.All your data Is protected by hardware encryption, so no one
can access your data without knowing the password.

« [simple and Nice Design] Solid and heavy with newly upgraded
aluminum alloy body,handy flash drive with really good
touch,coloured lights and ding guides you well when using.It is
really a great gift for your business partners, colleagues and
family.

« [No Software or Drivers Required] No software or drivers
required, compatible with Windows,Mac,Linux and embedded
systems and also different devices such as Macbook pro, Samsung
galaxy S8 S8+, Nexus 6P 5X, Google Pixel with USB-C to USB A
OTG Adapter.

50 =
Account & Lists ~ & Orders -\.-./(art

$39.99
No Import Fe
Shippl

Delivery Wednesday, April 20

Or fastest delivery Tuesday,
April 12, Order within 10 hrs 21

© Detwver to Germany
In Stock.
Qy1v

Add to Cart

Buy Now

@ secure transaction

rom Amazon

Return policy: Eligible for
urn, Refund or F

within 30 days of re

Support: f
support Included

0 Add a gift receipt for easy
returns

Add to List

shae W @

Have one to selt?

Sell on Amazon

Sunany

September 30, 2022
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THE PENTEST

EXPERTS.

Unique Product ID&Avutomatic Lock on

v

v

Once forget your passwol e/ free to contact Lepin Support,

you will get o 10-bit dynaric password by unique product,

Aulomalic Lock on : Alter you enter 1he righ! password, you will
have 30 seconds fo connect with your devices or it will be focked

again.

Unlque Product
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Product website e

THE PENTEST

W/ EP-KPOOT ~ 16GB US: x

O B8 nttp . neway..mobi/ep-kp0O! -u-disk.ht om0 x @2 @w = - O B8 h .nemay . mobi /e 1-u-disk.htal 8% omoe @z @x=

NEWAY | « NEWAY  Qualty the first, Price the rationa . Service the supreme \  Submitinqury_|

Enterprise Honor

IS0 IS0 Cenuﬁcatg ) RoHS RoHS Certificate
A Certification Type:ISO 20012008 Centification Type-RoHS Mark

@ FCC Certificate

Certification FCC Mark

i ANATEL Certificate UN383 MSDS UN38.3 Certificate

ertification ANATEL Mark Centification UN38.3 Mark

Payment Detalls
+ Payment Terms: Telegraphic Transfer in Advance (Advance TT, T/T).

S Export Markets
% Asia, Australasia,
Wester Europe.
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S yss

Password Recovery

Ifiyoulforget
V] MEEE] W SEME)
m
I]@G@

password (only works
up to 10 times).

(Source: Video file Lepin Encrypted Flash Drive.mp4 from Lepin USB flash drive)
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Syss\
Password Recovery D pigaes

= Up to now, | have not received any response to my e-mails starting on April 8, 2022,
sent to Lepin support@163.com

= How the mentioned dynamic password works is still unknown to me and an open
question for further research
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. ySS
Hardware Design @1

NAND Flash Memory N I High-speed Analog
(Unmarked chip) Switch (SGM7222)

USB Flash Drive Controller £ sl £ il
(AUBI8ISNBL-GTD)

September 30, 2022 Matthias Deeg | BruCONOXOE 82




. ySS
Hardware Design S

EXPERTS.

= Finding a high-speed analog switch connected to the USB data lines was odd

= Tried to toggle or bypass the switch using a paper clip hack to see whether the
behavior of the device changes

= No success, so tried some chip swapping regarding the unmarked chip
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Authentication Bypass Attack Sy

3 EXPERTS.

= By replacing this unknown microcontroller on a target device with one from an
attacker-controlled one whose passcode was known, the targeted Lepin EP-KP0O1
USB flash drive could be successfully unlocked

= Authentication bypass attack in b steps:

Set a passcode on an attacker-controlled Lepin EP-KP001

Desolder the unmarked microcontroller from the attacker-controlled device

Desolder the unmarked microcontroller from the targeted Lepin EP-KPOO

Solder the unmarked microcontroller from the attacker-controlled device on the targeted device
Unlock the targeted device with the initially set and known passcode

ok L~ -
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Found Secunty Vulnerabilities 5

- Vulnerabiliy Type 555 ID CVE ID

Verbatim Keypad Secure USB 3.2 Gen 1 Drive

Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240)

SYSS-2022-001

CVE-2022-28384

2 Verbatim Keypad Secure USB 3.2 Gen 1 Drive Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) SYSS-2022-002 CVE-2022-28382
3 Verbatim Keypad Secure USB 3.2 Gen 1 Drive Missing Immutable Root of Trust in Hardware (CWE-1326) SYSS-2022-003 CVE-2022-28383
4 Verbatim Keypad Secure USB 3.2 Gen 1 Drive Expected Behavior Violation (CWE-440) SYSS-2022-004 CVE-2022-28386
5 Verbatim Store 'n' Go Secure Portable HDD Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) SYSS-2022-005 CVE-2022-28384
6 Verbatim Store 'n' Go Secure Portable HDD Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) SYSS-2022-006 CVE-2022-28382
7 Verbatim Store 'n' Go Secure Portable HDD Missing Immutable Root of Trust in Hardware (CWE-1326) SYSS-2022-007 CVE-2022-28383
8 Verbatim Store 'n' Go Secure Portable HDD Expected Behavior Violation (CWE-440) SYSS-2022-008 CVE-2022-28386
9 Verbatim Executive Fingerprint Secure SSD Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) SYSS-2022-009 CVE-2022-28387
10 Verbatim Executive Fingerprint Secure SSD Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) SYSS-2022-010 CVE-2022-28382
1 Verbatim Executive Fingerprint Secure SSD Missing Immutable Root of Trust in Hardware (CWE-1326) SYSS-2022-011 CVE-2022-28383
12 Verbatim Executive Fingerprint Secure SSD Insufficient Verification of Data Authenticity (CWE-345) SYSS-2022-013 CVE-2022-28385
13 Verbatim Fingerprint Secure Portable Hard Drive Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) SYSS-2022-014 CVE-2022-28387
14 Verbatim Fingerprint Secure Portable Hard Drive Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) SYSS-2022-015 CVE-2022-28382
15 Verbatim Fingerprint Secure Portable Hard Drive Missing Immutable Root of Trust in Hardware (CWE-1326) SYSS-2022-016 CVE-2022-28383
16 Verbatim Fingerprint Secure Portable Hard Drive Insufficient Verification of Data Authenticity (CWE-345) SYSS-2022-017 CVE-2022-28385
17 Lepin EP-KP0O1 Violation of Secure Design Principles (CWE-657) SYSS-2022-024 CVE-2022-29948
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Found Security Vulnerab|||t|es -
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Verbatim Store 'n' Go Secure Portable SSD Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) SYSS-2022-043 CVE-2022-28384
19 Verbatim Store 'n' Go Secure Portable SSD Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) SYSS-2022-044 CVE-2022-28382
20 Verbatim Store 'n' Go Secure Portable SSD Missing Immutable Root of Trust in Hardware (CWE-1326) SYSS-2022-045 CVE-2022-28383
21 Verbatim Store 'n' Go Secure Portable SSD Expected Behavior Violation (CWE-440) SYSS-2022-046 CVE-2022-28386
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Found Security Vulnerabilities

1

CVE-2022-28382

CVE-2022-28383

CVE-2022-28384

CVE-2022-28385

CVE-2022-28386

CVE-2022-28387

CVE-2022-29948

September 30, 2022

Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240)
(AES-ECB for data encryption)

Missing Immutable Root of Trust in Hardware (CWE-1326)
(Firmware manipulation)

Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240)
(Offline brute-force attack)

Insufficient Verification of Data Authenticity (CWE-345)
{Data integrity check)

Expected Behavior Violation (CWE-440)
(Lockout)

Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240)
(Password retrieval)

Violation of Secure Design Principles (CWE-657)
(Authentication bypass attack)

Affected Products

Verbatim Keypad Secure USB 3.2 Gen 1 Drive
Verbatim Store 'n' Go Secure Portable HDD
Verbatim Executive Fingerprint Secure SSD
Verbatim Fingerprint Secure Portable Hard Drive
Verbatim Store 'n' Go Secure Portable SSD

Verbatim Keypad Secure USB 3.2 Gen 1 Drive
Verbatim Store 'n' Go Secure Portable HDD
Verbatim Executive Fingerprint Secure SSD
Verbatim Fingerprint Secure Portable Hard Drive
Verbatim Store 'n' Go Secure Portable SSD

Verbatim Keypad Secure USB 3.2 Gen 1 Drive
Verbatim Store 'n' Go Secure Portable HDD
Verbatim Store 'n' Go Secure Portable SSD

Verbatim Executive Fingerprint Secure SSD
Verbatim Fingerprint Secure Portable Hard Drive

Verbatim Keypad Secure USB 3.2 Gen 1 Drive
Verbatim Store 'n' Go Secure Portable HDD
Verbatim Store 'n' Go Secure Portable SSD

Verbatim Executive Fingerprint Secure SSD
Verbatim Fingerprint Secure Portable Hard Drive

Lepin EP-KP0O1

Matthias Deeg | BruCONOXOE
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ySS
Vendor/Manufacturer Feedback i

= To date: None to me directly

= But Verbatim released security updates for different affected products in July 2022
= The security updates contain a Windows updater tool with new device firmware

= Example: Verbatim Keypad Secure Security Update

** SECURITY UPDATE **
A software update to improve the security of this product is available now
and should be implemented as soon as possible.

Viewing Documents For: Verbatim Keypad Secure USB 3.2 Gen 1 Drive 32GB

Please download the update from the support link at the bottom of the Firmware
page and follow the instructions from the manual. Flle Description Format File Size Action
} July 2022 Verbatim Keypad Security Update +
gzrct:ﬁ};mﬁeg;id Manual - Download and update according to the . 7P 8.42 MB 4 Download
1.0.0 6y+ I\,Iijanua\ attached manual to strengthen security = . 9 Boldies

functions

(Source: https://www.verbatim-europe.co.uk/en/support-centre/?part_no=49427)
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ecurity Update July 2022

= | Release

Start
»* "
=]

An Schnellzugriff Kopieren Einflgen

Freigeben Ansicht

/
Ausschneiden

] « Verschieben nach - ¥ Laschen +

W Pfad kopieren

E Verknidpfung einfigen B KoniEIErfuhy

anheften
Zwischenablage Organisieren
€ = e <« update » Keypad Security Update 1.0.0.6 » Release ~
~ .
Mame Anderungsdatum

> g Schnellzugriff

19.07.2022 09:45

Common.dll

> [ DieserPC ## Config.exe 15.07.2022 10:41
> g Netowerk FP_APP_APLdIl 19.07.2022 09:45
N iCommon.dil 22.07.2022 08:49
BiR iCommeon.lib 22.07.2022 08:49
D INIC_3637E_FREECOM_V0131.bin 22.07.2022 08:54
D INIC36XX_MANUFACTURE_RAM_V016.bin
[ INIC36XXE_MANUFACTURE_RAM_VO16.bin
Initic_USB_APP_APLdII 19.07.2022 09:45
D license.bin 14.07.2022 03:35
ManufaturedRAMcode.ini 14.07.2022 03:35
{2 MTPcont.ini 22.07.2022 08:55
& MTPwin2(forFAE).exe 14.07.2022 03:35
& MTPwin2.exe 22.07.2022 08:50
] Nuram.ini 14072022 03:
odbccp32.dil 14.07.2022 03:35
PEThroughUSB.dIl 19.07.2022 09:45
BEE PEThroughUSB.lib 19.07.2022 09:45
SPTIASPLAII 19.07.2022 09:45
D test.NVM 14.07.2022 03:35
20 Elemente

-;Iw Umbenennen

Typ

Anwendungserweiterung
Anwendung
Anwendungserweiterung
Anwendungserweiterung
Object File Library
BIN-Datei

BIN-Datei

BIN-Datei
Anwendungserweiterung
BIN-Datei
Konfigurationseinstellungen
Konfigurationseinstellungen
Anwendung

Anwendung
Konfigurationseinstellungen
Anwendungserweiterung
Anwendungserweiterung
Object File Library
Anwendungserweiterung
MNVM-Datei

File content of Verbatim Keypad Secure Security Update
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Neuer Eigenschaften =
Ordner i
Neu Offnen
(<] J©  Release durchsuchen

Gro

e

1.883 KB
1.946 KB
1770 KB
1.985KB
T3KB
128 KB
T3KB
113KB
2015 KB
1KBE
1KB
1KE
2220KB
2,006 KB
1KB
160 KB
1730KB
2KB
1790 KB
TKB
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Verbatim Keypad Secure USB 3 2 Gen 1 Drive
l Comment

1 CVE-2022-28382  Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) New firmware version uses AES-XTS (XEX Tweakable Block Cipher with
(AES-ECB for data encryption) Ciphertext Stealing) for data encryption.
2 CVE-2022-28383  Missing Immutable Root of Trust in Hardware (CWE-1326) No Probably the used hardware (INIC-3637) does not support fixing this issue
(Firmware manipulation) (no more information, e.g. datasheet, available to verify this assumption).
3 (CVE-2022-28384  Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) Yes New firmware version fixes the implemented offline brute-force attack by
(Offline brute-force attack) (fornow)  switching to AES-XTS and a different pin verification check.
If the new implementation is understood, offline brute-force attacks should
be possible.
4 CVE-2022-28386  Expected Behavior Violation (CWE-440) No The lockout security feature still does not work as specified.
(Lockout)

September 30, 2022 Matthias Deeg | BruCONOXOE 90



Security Update July 2022 S

Verbatim Executive Fingerprint Secure SSD

. CVEID Vulnerability Type Comment

1 CVE-2022-28382  Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) New firmware version still uses AES-ECB for data encryption.

(AES-ECB for data encryption) AES-XTS seems only to be used for encrypting the sector with the
administrative password.

2 CVE-2022-28383  Missing Immutable Root of Trust in Hardware (CWE-1326) No Probably the used hardware (INIC-3637) does not support fixing this issue
(Firmware manipulation) (no more information, e.g. datasheet, available to verify this assumption).

3 CVE-2022-28385 Insufficient Verification of Data Authenticity (CWE-345) The content of the emulated CD-ROM drive stored as an ISO-9660 image
(Data integrity check) No can still be manipulated.

4 CVE-2022-28387  Use of a Cryptographic Primitive with a Risky Implementation (CWE-1240) Yes The found IOCTL command for retrieving the administrative password does
(Password retrieval) not work anymore with the new firmware version.
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Interesting Web Find @

= A web search using some keywords found on device PCBs showed some interesting
results concerning the probable source of some devices
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sec 68 y - External

External Flas
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amazon, de

Computers & Accessories *

amazon. g

Select your address

Computers Deals PCs&Laptops™  Tablets~ PCs~ PCGaming”  Computes Accessories~  Computer Components~  Monltors ™ Printers~  Best Sellers  Software

Back to results

Verbatim Executive Fingerprint Secure
SSD - 512 GB - Grey - External SSD with
Fingerprint Scanner - USB 3.0 - External
SSD - for Windows & Mac OS X - USB-C
SSD - External Flash Drive 53656

Visit the Verbatim Store

“105*

& FREE Returns

Prices for items sold by Amazon include VAT. Depending on your
delivery address, VAT may vary at Checkout. For other items, please
see detalls.

R M=\ =\

Available at a lower price from othe
Prime delivery.

that may not offer free

New (16) from €105.92

Capacity: 512 GB

51268 178
€05.99 | 14440

Digital storage 512 GB

capacity
Compatible  Laptop
devices
Hard disk Us8 3.0
interface
Brand Verbatim
Roll over Image to z -
+ See more
About this item

+ Quick and compatible: the combination connection with USB-C
makes the solid state drive compatible with the latest devices -
high transfer speed thanks to the USB 3.0 technology.

« HIGH CAPACITY: With the Verbatim SSD, you have enough space
to store your files or games - also keep all files convenientiy in one
place.

= Extremely quiet: the portable SS contains no moving parts, so
the drive Is extremely qulet and reliable, 50 you can work
continuously concentrated.
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€105%

& FREE Returns

FREE dell
25

ry Friday, February

O fastest delivery Tomorrow,
February 23. Order within 9 hrs
32 mins

Setect detivery location

In stock.

Quantity: 1 +

Add to Basket

@ secure transaction

Dispatched from and sold by
Amazon.

Support: Free Amazon product

support included

amazonprime

[ Click here and get FREE
Premium delivery with
Prime. 30-days free trial

Add Extra Protection? Check if
this cover meets your needs:
O 2 Jahre Gerateschutz for

€399
O 3 Jahre Gerteschutz for
€79
O Add gift options
Add to List
New (16) from €105.92 >
sae A K Y @
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Interesting Web Find

USB 3.0 to M.2 NVME/PCIE SSD Mini External Enclosure fingerprint encryption Enclosure, M.2 PCIE SSD Enclosure M.2 SSD Enclosure M.2 NVME SSD Enclosure - Buy China fingerprint encryption SSD Enclosure on Globalsources.com — Mozilla Firefox

7 USB 3.0 to M.2 NV

C @ (0= I .globalsources.com
=
ﬁ RedeemRewards [] Getthe App < Favorites I Cart (2 Messages A Signin | Register

Request for @
Search @;’ Quotations Orders

Categories v Trade Shows v Services v English v

Storage Solid state drives

1sumer Electronics

USB 3.0 to M.2 NVME/PCIE SSD Mini External Enclosure fingerprint encryption Enclosure Dongguan Gangda Electronic Co.
Ltd

Lead Time 45-60 days
@ Follow © Chat

USS 19 /1 Piece Verified Manufacturer

1000 Pieces Minimum order China [ 3 7vears
We exhibited at 21 Global Sources

Trade Shows View More

com/dongguan_g = Inquire N Show:
Oct 11-14, 2022, Hong Kong SAR, B.

Sample Policy : Contact us for information regarding our sample policy Avg Response Time: >72h

Business Type:Exporter,
Manufacturer, Trading Company

sz P>
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Interestl ng Web Find

2.5 inch Type-C HDD Enclosure with encryption storage hdd enclosure, HDD enclosure HDD HDD Enclosure with encryption - Buy China HDD enclosure on Globalsources.com — Mozilla Firefox

7 2.5 inch Type-C HC

£ C @ Q& I globalsources.com
We use cookies to give you the best possible experience on our website. For more details including how to change your cookie settings, please read our Cookie Palicy. x
Categories ~  TradeShows v  Services v English v WK Redeem Rewards  [J GettheApp < Favorites '\ Cart (D Messages A, Signiin| Register
D) @ Lunl @ o
Home / Consumer Electronics / mputer Su rCases / 2.54inch hard drive enclosures

28" SATA SSD/HDD 2.5 inch Type-C HDD Enclosure with encryption storage hdd enclosure Dongguan Gangda Electronic Co.
Lead Time 40-45 days Shipping Notes o
@ Follow & chat
USS 9.2 /1Piece Verified Manufacturer
1000 Pieces Minimum order Ehios CE 7vears

We exhibited at 21 Global Sources
Trade Shows View More

| e Now Avg Response Time: 24-48 h

Business Type:Exporter,
Manufacturer, Trading Company

m/dongguan-gange

GD2SLKOL

RUCR We
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Conclusion 2] g

= New portable storage devices with old security issues are still produced and
sold, despite better knowledge

= Some security vulnerabilities are hard or even impossible to fix in hardware
products already in use (e. g. no or limited update functionality, insecure
design)

= Forever bugs may affect the security of a product until its end of life
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- AN
Recommendations @1

1. Forusers
= (hoose your secure portable USB storage device wisely
= Perform a thorough online research before buying such a product
= Do not have too much faith in product certificates and marketing claims

= Ask for further security testing beyond product certification and the scope of
those tests (very important)
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Recommendations @

7. For manufacturers and vendors

= Check your product for security issues with the help of knowledgeable IT security
professionals before mass producing and selling it

= Hire cryptographers for your product’s crypto design

= Publish your crypto design (no security by obscurity until someone took the time to
analyze your product more thoroughly)

= Make sure that your entire product (soft-, firm- and hardware) meets state of the art
security standards

= Refrain from false marketing claims
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Thank you very much ... @1

... for your attention.

Do you have any questions?

E-mail:  matthias.deeg@syss.de

Twitter:  (@matthiasdeeg

YouTube: https://www.youtube.com/c/SySSPentestTV
Blog: https://blog.syss.com
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