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INTRO

• Companies moving to ‘signed macro’s’
• We located a vulerability in a Microsoft signed document
• What other vulnerabilities are there?

• This is about Office, not only as a phishing vector
• Not everything is patched, in process of disclosing

Macro document



Hardening Against 
Macro’s
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S E T T I N G S :  O N L Y  D I G I T A L L Y  S I G N E D  M A C R O S
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OFFICE  GUI  BEHAVIOUR

Self-signed document – Yellow bar – User executed

Unsigned document - No warning – No execution
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SETT INGS :  REMOVE THE  MESSAGE BAR

Self-signed document – No warning - No execution
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XLA/XLAM – EXCEL  ADD- INS

Unsigned xlam – No warning - No execution

Self-Signed xlam – No bar but a dialogue – User executed

Transpose XLSM->XLAM
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SETT INGS :  ADD- IN  CONFIGURAT IONS

Now opening a Self-Signed XLA/XLAM…
Still a dialogue!!
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BLOCKING XLA/XLAM F ILES  – FOR GOOD!
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RELEVANCE &  RECAP

Takeaways

● XLAM’s are cool

● Settings are complex, companies will fail



Pattern 1:
Read from cells -
MS signed XLAMs
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S IGNED BY MICROSOFT

Contains Macros
Valid signature
Timestamp signed
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VARIABLE  VALUES  IN  CELLS



outflank.nl 15

FLOW TO LOAD AN XLL

● Code runs on open

● XLLName is obtained from
cell B8

● Code loads XLL using
RegisterXLL function with 
XLLName as input
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PRACTICAL  ABUSE

demo64.dat
PoC 1 - B8=

Success: Different extension, XLL loads!

= "demo" & IF(ISERROR(SEARCH("64";INFO("OSVERSION"))); "32"; "64") & ".dat"
PoC 2 - B8=

Success: Formulas work!
demo64.dat for x64, demo32.dat for x86 process!

ANALYS32.XLL
Original B8=

B8
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DEMO
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RECAP

● Microsoft signed XLAM depended on cell contents
- RegisterXLL (Load XLL) & ExecuteExcel4Macro (Excel4 abuse)

● Using signed files ‘out of context’
● Owned if you had MS as ‘trusted publisher’

● Patch for CVE-2021-28449
- Fix input validation
- No signing downgrade: Unsigned XLL’s are not loaded from signed VBA
- Complex: Files are timestamp signed, no easy option to revoke
- Microsoft also patched other files…

Open question: What other vulnerable signed files are there!



More
Signed Files
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LOCATING S IGNED CONTENT

Internal recon
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SOME INTEREST ING F ILES?

~ 60K lines of VBA… 
Hits all OLEVBA warnings 
is legit…



Pattern 2: 
Declare 

& DLL hijack
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A B U S I N G  D E C L A R E S  – P A T C H E D  IN  CVE-2021-28449

1: Function 
declared from 
external DLL

2: Current path is changed to workbook path
3: Declared function executed (=DLL load)
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ABUS ING DECLARES  &  SEARCH ORDER

Without the VBA directory changes
tried to abuse similar declares, but initially failed..

Document is on desktop, searches in “documents” folder. Why?
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SEARCH ORDER IN  OFF ICE
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M A N I P U L A T I N G  T H E  D O C U M E N T S  D I R E C T O R Y

Social engineering
Make sure that the user 
places the provided files in 
the ‘documents’ folder

Technical engineering
Startup flags can manipulate the searchpath (e.g. send .lnk)
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MIT IGAT IONS  ON DECLARES

Microsoft patch for Solver:

1.Get current working dir 
2.Chdir to 
application.librarypath

3.Call the function from 
external DLL

4.Chdir to the ‘original 
path’ from step 1



Pattern 3:
Abuse Loading
of Documents
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ABUSE  LOADING OF DOCUMENTS  – APPL ICAT ION .RUN
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ABUSE  LOADING OF DOCUMENTS  – OPEN DOC

Vulnerable or not?
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CROSS  OFF ICE  APP  F ILE  OPENING

StackOverflow: Excel instantiates 
Word and opens file

Question
What methods to ‘open a file’ via 
VBA and what impact on ‘macros 
running or not’
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CROSS  OFF ICE  APP  F ILE  OPENING

Vulnerable
appWord.Run (ThisWorkbook.Path & "\doc1.docm!macro")

appWord.Documents.Open (ThisWorkbook.Path & "\doc1.docm")

Vulnerable when called with doc ,docm,…, not vulnerable when called with docx
(note: a renamed docm->docx fails)

Not vulnerable?
docu = appWord.Documents.Add(ThisWorkbook.Path & "\doc1.doc")
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OTHER MIT IGAT ION D IRECT IONS

Can we disable macros while running macros?

One option seems to ”Disable events”
avoids autoopen, document_open events from firing
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THIS  IS  SUBTLE

Vulnerable or not?



Pattern 4:

XLL: Ghost DLL 
hijack
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S IGNED XLLS
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XLL  &  SEARCH ORDER

Excel loads dlls from current dir, not in “documents”
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PRACTICAL  EXPLOITAT ION – EXCEL  BEHAVIOUR

If XLL has loading issues (e.g. DLL imports) then Excel generates an error 
and XLL content is shown in Excel

Solution:
● Function proxying

● exportstoc - https://github.com/michaellandi/exportstoc

https://github.com/michaellandi/exportstoc
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PRACTICAL  EXPLOITAT ION

1: User gets an XLL and a bunch of DLL’s (e.g. via zip, iso, etc)

2: Starts add-in and enables signed XLL (or automatic if trusted publisher)

3: Got Shell..
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MIT IGAT ION

● Full paths for DLL’s when possible
(Not feasible on user selected paths/install dirs)

● Configure DLL loading via linker configuration e.g.

LOAD_LIBRARY_SEARCH_APPLICATION_DIR
LOAD_LIBRARY_REQUIRE_SIGNED_TARGET

● Configure search order via SetDefaultDllDirectories function
before loadlibrary calls (or linker /DELAYLOAD (Delay Load Import))

https://docs.microsoft.com/en-us/windows/win32/dlls/dynamic-link-
library-security

https://docs.microsoft.com/en-us/windows/win32/dlls/dynamic-link-library-security


SUMMARY
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COMMON VULNERABLE  CODE PATTERNS

ß
Microsoft

signed 
Public samples 

signed 
Public code / 

stack overflow 

1. Code flow depending on cell 
contents

2. VBA Declare Ghost DLL hijack

3. Document loading

4. XLL Ghost DLL hijack
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TAKE AWAYS

Blue teams

● Office Security settings are complex...

● LOLDocs: An attacker can use signed files out of application/installer    

context

● Reconsider your trusted publishers

● Code review prior to signing VBA code and XLLs and consider the listed

attacks

● To timestamp or not? Revoking strategy?
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TAKE AWAYS

Red teams

● There are many vulnerable public signed samples out there

● Revoking these files is hard! Typically no AMSI (runtimescanscope)

● When inside, check trusted publishers, download signed files

Initial access, lateral, long term persistence!

MS Office: The product that keeps on giving!



LOLDOCS:
Sideloading in Signed Office fi les

Dima van de Wouw @DaWouw

Pieter Ceelen   @ptrpieter


