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				Dear BruCON Fan, 

				Welcome to our thirteenth edition: BruCON 0x0E!

				BruCON is an annual security and hacker conference providing two days of a great atmosphere for open discussions of critical information security issues, privacy, information technology and its cultural/technical implications on society. We offer you a high-quality line-up of speakers, multiple security challenges and interesting workshops.
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				Stay in touch BruCON mail list:

				brucon.org/sit It will not help your e-mail addiction,but we will be your premier source for BruCON gossip and news!
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				We would love for you let us know what your impression was and how we can improve your BruCON experience in the future:

				brucon.org/fb

				We thank all the volunteers and sponsors for making this event possible. And we thank you for joining us! We are sure you will have as much fun as we had while preparing BruCON.
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				This guide will help you find your way around the program and the venue. However, last minute changes will be published online on brucon.org/sched and will be displayed on the screen in the BruCON Lounge. 
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				Free wireless internet access is available. you are responsible for your own dealings and maintaining the security of your information when accessing the Internet or your corporate intranet via the provided Internet Access. BruCON can provide no security and does not interfere with or can otherwise protect your content. For that reason, we cannot, and are not responsible for the security of the information you transmit on the provided Internet Access.

				Our free Wi-Fi network is available via the following parameters:

				SSID: brucon 

				WPA pre-shared key: “BruCON2022” (“BruCON - two - zero - two - two”)

				Again, don’t forget that BruCON is a security conference that might have attendees that are interested in your data. We strongly recommendyou to encrypt all your data sent over this network! Do not let your devices (laptops, smartphones,or tablets) unlocked and always keep them with you. If you detect suspicious activities,don’t hesitate to contact the BruCON Crew!
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						Corellium helps developer and security teams build, test, and secure mobile and IoT apps, firm-ware, and hardware through the power of virtual-ization. Our Arm-native virtualization platform is used by businesses, agencies and security com-munities around the world to strengthen securi-ty testing and streamline DevSecOps. With highly performant, scalable, and accurate virtual devices, Corellium dramatically accelerates R&D and ena-bles never-before-possible security research and testing.

						In a world of increasing security threats, malware attacks, and dynamic security regulations, effec-tive mobile and IoT device security testing is more critical and complex than ever. Over the last two decades, virtualization has transformed Intel-based server and desktop computing. Corellium is bring-ing that same revolution to the next generation of Arm-based mobile and IoT devices. This means step-function improvement in the research, devel-opment, and security testing of Linux, Android, and iOS apps and devices.

						We founded Corellium because we understand firsthand the challenges that mobile developers face. We strive to equip our peers with the scal-able, efficient, and innovative tools they need to push the ecosystem of Arm-based devices forward. We change what’s possible, so you can build what’s next.

						With more than 400 customers including numer-ous Fortune 500 companies, Corellium has prov-en the need for better DevSecOps for mobile and IoT computing technology security. In only a few years, we have established ourselves as a leader for research, development, and security testing of Arm-powered devices – from phones to routers to robots.

						Unlike Intel-powered computers and servers, the vast majority of new mobile and IoT devices are powered by Arm processors. The Corellium virtu-alization platform enables developer and security teams to run highly accurate, scalable, and per-formant full-stack virtual models of mobile apps, OS firmware, and device hardware. Because the models run natively on Arm, developers can run production code without making changes, and they run with native-like speed and functionality. Com-bined with powerful Corellium developer tools, the advanced virtual environment vastly improves and accelerates end-to-end development, testing, and security acceptance lifecycles.

						By virtualizing Arm-based devices, organizations no longer have to manage physical device labs, ship hardware to teams in different locations, or risk their security testing with the limitations of emu-lators. As the world’s 13M Arm developers shift to DevSecOps, Corellium provides the tools they need in a scalable, high-performance, and cost-effective solution.
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						Abstract

						The industry has come a long ways in a short time in regards to understanding attack patterns and the ability to defend organizations. In 2011, David gave a talk on Adaptive Penetration Testing at Der-byCon and how we needed to understand an organ-ization and craft our attacks based on the defenses of the organization for high levels of success. This talk went into how attacker methodologies would evolve over time and focus more on targeted attack vs. mass commodity In 2011, organized crime re-ally hadn’t kicked off or had the high level of suc-cess it does today. When we look at the defenses we have – its through crowd sourcing breach data, various TTPs, and building defenses against known attacks. In this talk, we’ll dive into how adversar-ies capabilities ranging from novice to some of the most advanced that have adapted their techniques and what to expect on the horizon. This talk will dive into what we need to do to evolve to our next level, and most importantly how to build better defenses that aren’t heavily reliant on previously identified attacks. 

						Bio

						David Kennedy is founder of Binary Defense and TrustedSec. Both organizations focus on the bet-terment of the security industry. David also served as a board of director for the ISC2 organization. David was the former CSO for a Diebold Incorpo-rated where he ran the entire INFOSEC program. David is a co-author of the book “Metasploit: The Penetration Testers Guide”, the creator of the So-cial-Engineer Toolkit (SET), Artillery, Unicorn, PenTesters Framework, and several popular open source tools. David has been interviewed by sev-eral news organizations including CNN, Fox News, MSNBC, CNBC, Katie Couric, and BBC World News. David is the co-host of the social-engineer podcast and on several additional podcasts. David helped on the TV show Mr. Robot and was featured on the show through David’s software and name. David has testified in front of Congress on two oc-casions on the security around government web-sites. David is one of the founding authors of the Penetration Testing Execution Standard (PTES); a framework designed to fix the penetration testing industry. David was the co-founder of DerbyCon, a large-scale conference started in Louisville, Ken-tucky. Prior to the private sector, David worked for the United States Marine Corps and deployed to Iraq twice for intelligence related missions.
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						Abstract

						Between Agile, DevOps, and infrastructure as code, development is happening faster than ever. As a security team, it can be tough to keep up. How can you help empower your engineering counterparts to ship software quickly and securely?

						An increasingly popular answer is secure defaults - make it easy to do the secure thing, and hard to do the insecure æ, whether that’s parsing XML files, interacting with the database, authorization, or any other security-relevant functionality.

						Done properly, secure defaults (also called “guard-rails” or building a “paved path”) can effectively eliminate classes of vulnerabilities from ever oc-curring in the first place, effectively scaling your security team. The power of secure defaults have been praised by established companies like Netflix, Google, Facebook, and Microsoft as well as rapidly growing mid-sized companies and even start-ups.

						Security maturity frameworks such as BSIMM, OWASP SAMM and NIST SSDF indicate that the most mature and efficient security programs will tailor these secure defaults to their organization. Many security tools allow such customization, but they are not all created equally. With Semgrep cre-ating custom rules is done in a simple YAML for-mat and the first rule can be written within several minutes.

						This workshop will teach you:

						• Why the current approach to software security is not working to reduce vulnerabilities

						• Why developers should be considered early and often in the SDLC

						• How a paved security path for developers can cre-ate a higher standard of secure code, without com-promising speed of delivery

						• How to enforce security best practices unique to your organization (for the workshop we will be us-ing the open source static analysis tool Semgrep)

						This workshop will be part big picture ideas and best practices, and a lot of hands on examples and demos. You’ll leave with some insights, open source tools, and actionable tips to get started immediate-ly.

						Bio’s

						Claudio is a veteran security expert. After com-pleting his Master in Computer Engineering at the Politecnico di Milano University, he started a now more than 15 years long journey in the secu-rity space. Security consultant first, then moving through different roles, from technical sales engi-neering to security research and product engineer-ing. This has allowed him to experience application security from a variety of perspectives.

						He fell in love with static source code analysis early on and spent most of his career working with, and on, the leading static analysis solutions.

						He’s now part of the security research team at r2c, the makers of Semgrep, and trying to make the world a safer place, one rule at a time.

						In his free time he enjoys doing way too many things. If he had to pick up four: synthesizer nerd, avid runner, beginner Go player, foreign languages enthusiast.

						Pieter De Cremer is a long-time security enthusi-ast. He joined Secure Code Warrior as part of an internship in 2015. During his master he contin-ued to work at this company and wrote more than 100 rules for Sensei, their IDE security plugin. During this time he was closely involved in the early designs of this tool. After graduating with a Master in Computer Science Engineering at UGent in 2017, he decided to pursue a Ph.D, backed by a personal Baekeland mandaat from VLAIO. Over the next four years, he built his vision of collabora-tion between developers and the security team. He designed, implemented, and evaluated innovative improvements for both the training and tools pro-vided by SCW. During this time, he published three papers and built a portfolio of three patents related to his work.

						After graduating, Pieter joined r2c and is now con-tributing to their fast open-source static analysis tool Semgrep.

						In his spare time, Pieter enjoys hitting the security conference circuit to engage with other enthusiasts around the world, his afternoon coffee ritual, and a few rounds of Back4Blood.
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						Abstract

						Strings analysis consists of extracting readable strings from binary files. It’s a simple reverse-engi-neering technique, applicable to malware analysis too.

						And although a lot of malware is obfuscated, strings analysis can still be valuable.

						For example with sophisticated Excel 4 macros, that employ complex string obfuscation to hide the URL from which they download their payload. In these documents, the cleartext URL can be cached and easily retrieved.

						Didier Stevens has developed several tools to help with strings analysis, because it is a simple tech-nique that everyone can learn.

						That’s the advantage of strings analysis: it’s a sim-ple technique, that can easily be explained and un-derstood.

						The disadvantage: if the strings are obfuscated, we can try some simple tricks to deobfuscate them (like with tool xorsearch), but that’s as far as it goes.

						There is a lot to learn about strings analysis. For ex-ample, how to Pascal strings in malware written in Delphi.

						In his typical style hands-on no BS-style, Didier Stevens will lead the participants through many exercises, learning to discern meaningful strings. Because with strings analysis, the problem is not extracting strings, but detecting the strings that are meaningful in the context of the analysis.

						For this workshop, Didier Stevens is also working on new and updated tools to facilitate strings anal-ysis.

						As usual, this workshop is 100% hands-on. Just a few slides, many exercises.

						Bio

						Didier Stevens (Microsoft MVP, SANS ISC Handler, ...) is a Senior Analyst working at NVISO (https://www.nviso.be). Didier has developed and published more than 100 tools, several of them popular in the security community.

						You can find his open source security tools on his IT security related blog http://blog.DidierStevens.com

					

				

			

		

	
		
			[image: ]
		

		
			[image: ]
		

		
			
				[image: ]
			

		

		
			
				[image: ]
			

		

		
			
				[image: ]
			

		

		
			
				[image: ]
			

		

		
			
				I am become loadbalancer,

				owner of your network

			

		

		
			
				Nate Warfield

			

		

		
			
				Talk

			

		

		
			[image: ]
		

		
			
				date

				29/09

				start

				11:00

				venue

				gouden carolus

			

		

		
			[image: ]
		

		
			
				
					
						Abstract

						In the last few years, a slew of high-profile, most critical remote code execution vulnerabilities have been found, disclosed and then promptly exploit-ed en-masse against the category of networking hardware known as load balancers. These devices primarily serve to distribute traffic across server farms & offload SSL processing; they cost between $40k-$250k per device and are largely viewed as black box systems due to restrictive licensing, pro-prietary hardware and a lack of transparency from the vendors into the guts of the systems. They run at the borders and cores of most cell carriers, banks, Fortune 500 companies, ISPs and some cloud providers.

						Since many of these devices function not only to balance traffic, but as VPN concentrators, WAFs and SSL proxies, they are generally installed in high-access parts of the network. Due to their mis-sion criticality, they also frequently run outdated vendor code and, even worse, the Linux/BSD based operating systems they use are generally numerous versions behind current and due to the proprietary nature of their code, one does not simply ‘apt get upgrade -y’. Since they all run Linux/BSD as the management OS, once you’ve breached one with an ‘exploit that fits in a tweet’ the environment is ripe for lateral movement, persistence and further exploitation using commonly available open source tools.

						In this talk, I will lean on a decade of experience working for one of the most prominent load bal-ancing vendors and teach you the architecture, how the devices operate, how they’re deployed, what their management plane looks like and the access it affords you post-breach. You will also learn how to avoid common mistakes which can interrupt traf-fic processing, trigger device failures and otherwise give away your presence on the system. While this talk will focus on a specific architecture, all vendors use essentially the same design concepts so the information is applicable across most platforms. Additionally, armed with an understanding of the designs you’ll be able to use freely available vendor documentation to hone & tune your post-exploita-tion shenanigans across other load balancing prod-ucts.

						While this talk is primary aimed at offensive oper-ations, the information provided can also be lev-eraged by defenders to harden their environments and provide guidance on DFIR operations post-breach.

						Bio

						Nate has been a hacker since he first laid hands on a 2400 baud modem. After his first hack of a di-al-up BBS at 12, he was hooked and over the follow-ing 25 years he sharpened his skills through jobs in network engineering, vulnerability response, end-point research and side projects - hacking phones & researching network attack surface. He was fea-tured in WIRED magazines’ “25 people doing good in 2020” for his role in starting CTI League; a vol-unteer group formed in 2020 to provide threat in-telligence to hospitals.
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						Abstract

						The domain name system, or DNS, is a critical com-ponent of the Internet ecosystem we use. Almost every single transaction and connection from email to online commerce makes use of DNS as an initial a fundamental step. While the primary purpose in the eyes of the public is to mask the complexities of host addressing, it’s use has evolved to be critical for a whole lot more – one of the oldest and argu-ably the second most important component being its foundation for email delivery though the use of MX records. In recent years we have seen the in-troduction and gradual adoption of several security measures rooted within and implemented by ex-tending the DNS protocol. These include DNSSEC, SPF, and more recently CAA. In essence the global domain Domain Name Systems should be regard-ed as critical infrastructure. However, for many organisations, especially those reliant on hosting providers, ISPs or MSPs, despite the requirement for functional DNS, the deployment and operation of the servers (as outlined in RFC 2182) and asso-ciated domain zones, are often neglected. This may be due to the ‘care and feeding’ been seen as ‘too complex’, mundane or unexciting in comparison to more exciting areas with ‘Cyber operations’ such as Threat Intelligence, Malware Analysis and ML/AI based security solutions. The irony is these all have a strong dependence on DNS!

						This talk has a dual focus initially presents an over-view of the state of DNS operations for several ccT-LD’s and in comparison, with top domains globally. A concern worth raising particularly considering the Global sanctions on the Russian Federation is to consider – where is ones DNS hosted physically and logically, and who has control? An evaluation of risk, particularly the dependency on key provid-ers (for example about a third of the .no domains surveyed are hosted by a single provider), as well as adherence to good practice is presented.

						The secondary part of the talk presents several short case studies of the adoption rate of security functionality (primarily the adoption of DNSSEC and CAA records) within and offered by DNS for ccTLDs investigated. As appropriate these are com-pared with adoption rates in neighbouring ccTLDs.

						From the research undertaken a number of key operational and risk management principles and associated tests are offered with a specific focus on smaller organisations to enable better compliance with current best practice.

						The research was undertaken using domain lists constructed and gathered from various public sources. These were then queried over a period in March to May 2022.

						Bio

						Barry Irwin started off as a Systems and Network administrator at the dawn of the millennium and tripped and fell into the security field. Finding nothing on the market that met the operational needs, he led the development and deployment of an open-source derived firewalling system in the early 2000’s for a global telecoms operator. He re-turned to academia and has spent the last 19 years working in academia on research in the larger in-formation security field, often returning to his first love of packets and network traffic analysis. He has significant experience in, and a passion for training the next generation of security professionals with-in academia and a cross section of public and pri-vate sector industry. His current areas of research include network traffic analysis, data visualisation, web-based malware, botnet identification and an-ti-phishing tools. Prior to relocating to Norway in 2019, he developed and headed a very successful information security focussed postgraduate pro-gram at Rhodes University, South Africa. He has a love of military history especially as it relates to codes, ciphers and espionage, and is a somewhat dormant rhykenologist.
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						Abstract

						Securing Industrial Control Systems from cyber-attacks often starts by properly segmenting the network, securing remote accesses and overall fo-cusing on traditional “IT” cybersecurity measures. However, we can also leverage existing technology to detect and protect from cyberattacks.

						The Top 20 Secure PLC Coding Practices (www.plc-security.com) is a community-led effort to iden-tify best practices in Programmable Logic Control-lers (PLC) code development that improve cyberse-curity.

						In this workshop, you will learn how to program a PLC and connect it to a SCADA system. You will then perform attacks on this system and finally im-plement a sample of the TOP20 coding practices to block or detect such attacks.

						You will be provided with access to cloud VMs pre-configured with a SCADA software as well as a PLC simulator. Some demonstrations will also be per-formed on-site on real hardware PLCs.

						The workshop is accessible to anyone, even with no prior ICS experience.

						Bio

						Arnaud Soullié (@arnaudsoullie) is a Senior Man-ager at Wavestone, a global consulting company. For 12 years, he has been performing security as-sessments and pentests on all types of targets. He started specializing in ICS cybersecurity 10 years ago. He spoke and taught workshops at numerous security conferences on ICS topics : BlackHat Eu-rope, BruCon, CS3STHLM, BSides Las Vegas, DEF-CON... He is also the creator of the DYODE pro-ject, an opensource data diode aimed at ICS. He has been teaching ICS cybersecurity training since 2015.
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						Abstract

						The SpaceX operated Starlink low Earth orbit sat-ellite constellation aims to provide satellite inter-net coverage to the whole world. The widespread availability of Starlink User Terminals (UT) exposes them to hardware hackers and opens the door for an attacker to freely explore the network.

						The recent Viasat attack demonstrates a need for satellite communication security and the impact security vulnerabilities can have on UTs that are of-ten deployed in isolated locations.

						This presentation covers the first black-box hard-ware security evaluation of the SpaceX Starlink UT. The UT uses a custom quad-core Cortex-A53 Sys-tem-on-Chip (SoC) that implements verified boot based on the ARM trusted firmware (TF-A) project. The early stage TF-A bootloaders, and in particu-lar the immutable ROM bootloader include custom fault injection countermeasures. Despite the black-box nature of our evaluation we were able to bypass firmware signature verification during execution of the ROM bootloader using voltage fault injection.

						Using a modified second stage bootloader we could extract the ROM bootloader and eFuse memory. Our emulation based analysis demonstrates that the fault model used during countermeasure devel-opment does not hold in practice. Our voltage fault injection attack was first performed in a laboratory setting and later implemented as a custom printed circuit board or ‘modchip’. Our attack results in an unfixable compromise of the Starlink UT and al-lows us to execute arbitrary code.

						The ability to obtain root access on the Starlink UT is a prerequisite to freely explore the Starlink network. This presentation will cover an initial exploration of the Starlink network and provides some details on the communication links. Other researchers should be able to build on our work to further explore the Starlink ecosystem.

						The documented attacks were performed within the scope of the SpaceX Bug Bounty program and were responsibly disclosed.

						Bio

						Lennert Wouters obtained a Master in Engineering Technology and an Advanced Master in Artificial Intelligence from the University of Leuven. After completing his studies, Lennert joined the Com-puter Security and Industrial Cryptography (COS-IC) research group, an imec research group at KU Leuven. As a PhD researcher his research interests include hardware security of connected embedded devices, reverse engineering and physical attacks.
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						Abstract

						Microsoft Defender for Identity (MDI) is a ser-vice that protects on-premises Active Directory identities. MDI analyses network traffic, Windows events, SIEM/Syslog and ETW data on DCs and/or AD FS servers to create user profiles and behaviour baselines that used to detect deviations from base-line and anomalies. MDI can generate alerts across phases of an attack “kill chain” - Reconnaissance, Compromised credentials, Lateral Movements, Do-main Dominance and Exfiltration.

						MDI detects popular attacks like Kerberoasting, AS-REP roasting, Pass-the-hash, Pass-the-ticket, Overpass-the-hash, Brute Force, DCSync, DCShad-ow, Golden Ticket, Remote code execution and more.

						This talk focuses on TTPs that Red Teams can use to avoid generating anomalies that trigger detec-tions. We will execute high impact attacks across the kill chain with precision to bypass or avoid MDI instance that has sensors configured and enriched in our target environment. Behold the 0wning of on-premises identities!

						Bio

						Nikhil Mittal is a hacker, infosec researcher, speak-er and enthusiast. His area of interest includes red teaming, Azure and active directory security, at-tack research, defense strategies and post exploita-tion research. He has 13+ years of experience in red teaming.

						He specializes in assessing security risks at secure environments that require novel attack vectors and “out of the box” approach. He has worked exten-sively on Azure, Active Directory attacks, defense and bypassing detection mechanisms. Nikhil has held trainings and boot camps for various corpo-rate clients (in US, Europe and SE Asia), and at the world’s top information security conferences.

						He has spoken/trained at conferences like DEF CON, BlackHat, BruCON and more.

						He is the founder of Altered Security - a company focusing on hands-on enterprise security learning - https://www.alteredsecurity.com/
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						About Mandiant, Inc.

						Since 2004, Mandiant® has been a trusted partner to security-conscious organizations. Effective security is based on the right combination of expertise, intelligence, and adaptive technology, and the Mandiant Advantage SaaS platform scales decades of frontline experience and industry-leading threat intelligence to deliver a range of dynamic cyber defense solutions. Mandiant’s approach helps organizations develop more effective and efficient cyber security programs and instills confidence in their readiness to defend against and respond to cyber threats.

						www.mandiant.com
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						Abstract

						In recent years companies and Microsoft have in-creased hardening against malicious Office docu-ments. Hence, we started a quest for unexplored Office features that could be abused for phishing. After various research directions, we identified “code side-loading in signed documents” as an in-novative approach for phishing.

						We identified vulnerabilities in various Microsoft signed Office add-in’s and believe that there are many more unidentified. For example, the MS Of-fice installation comes with signed Microsoft Anal-ysis ToolPak Excel add-ins (.XLAM file type) which are vulnerable to multiple code injections (CVE-2021-28449). An attacker can abuse the provided file (LOLFile) and embed malicious code without invalidating the signature for use in phishing sce-narios.

						This presentation will cover the process of finding, exploiting and weaponising this class of vulnerabil-ities and the complexities in mitigations.

						Bio’s

						Pieter Ceelen is Red Teamer and Wizard with Word at Outflank

						Dima van de Wouw is Red Teamer and Offensive Developer at Outflank
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				What better way is there to start the second conference day than running a few km with a bunch of hackers? Put on your running shoes and join us at the entrance of the Novotel (aside the conference venue) on Friday at 07:30. We’ll be back in time to freshen up and attend the first presentation of the day. Word is that it’s also a good way to get rid of a hangover! 
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						Abstract

						What does it mean to be a cyberdefender ? What’s the true nature of the job ? We’re going to talk about how we deal with cyberattacks in an organ-ization, how do we manage all their impacts, and what it means to you and me as cyber profession-als.

						Bio

						Sabine d’Argoeuves is currently leading the cyber-defense activities at Danone, through the CERT and SOC teams. She has around 20 years of infos-ec background working in securing infrastructures, PCI DSS compliance, penetration tests, and digital forensics and Incident response.
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						Abstract

						In this workshop, SANS instructor Jean-Francois Maes is going to walk over several tactics on how to compromise organizations from the inside.

						Let Jean-Francois guide you on how AD authenti-cation works and how an inside threat can abuse the flow to establish a foothold and potentially es-calate privileges.

						This workshop will use 3 virtual machines, which cannot be deployed to the cloud so make sure to bring a beefy enough laptop that is able to run three VMS in tandem!

						This workshop will cover:

						- Introduction to AD authentication (NTLM + Ker-beros)

						- using responder and impacket to capture creden-tials and relay them

						- Active Directory Certificate Services

						- Shadow Credentials

						Bio

						Jean-Francois is a SANS instructor and author, pri-marily focused on red teaming and internal pen-etration testing, he teaches SANS purple and red teaming courses.

						Jean-Francois is also a senior researcher at HelpSystems and helps define Cobalt-Strike’s roadmap.

						On top of his work at SANS and HelpSystems, Jean-Francois is also a freelance consultant work-ing for big consulting firms such as TrustedSec.
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						Abstract

						Strings analysis consists of extracting readable strings from binary files. It’s a simple reverse-engi-neering technique, applicable to malware analysis too.

						And although a lot of malware is obfuscated, strings analysis can still be valuable.

						For example with sophisticated Excel 4 macros, that employ complex string obfuscation to hide the URL from which they download their payload. In these documents, the cleartext URL can be cached and easily retrieved.

						Didier Stevens has developed several tools to help with strings analysis, because it is a simple tech-nique that everyone can learn.

						That’s the advantage of strings analysis: it’s a sim-ple technique, that can easily be explained and un-derstood.

						The disadvantage: if the strings are obfuscated, we can try some simple tricks to deobfuscate them (like with tool xorsearch), but that’s as far as it goes.

						There is a lot to learn about strings analysis. For ex-ample, how to Pascal strings in malware written in Delphi.

						In his typical style hands-on no BS-style, Didier Stevens will lead the participants through many exercises, learning to discern meaningful strings. Because with strings analysis, the problem is not extracting strings, but detecting the strings that are meaningful in the context of the analysis.

						For this workshop, Didier Stevens is also working on new and updated tools to facilitate strings anal-ysis.

						As usual, this workshop is 100% hands-on. Just a few slides, many exercises.

						Bio

						Didier Stevens (Microsoft MVP, SANS ISC Handler, ...) is a Senior Analyst working at NVISO (https://www.nviso.be). Didier has developed and published more than 100 tools, several of them popular in the security community.

						You can find his open source security tools on his IT security related blog http://blog.DidierStevens.com
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						Brief description Get some insight into hardware attacks that can be performed on insufficiently se-cured devices. Five CTF-like challenges are waiting for you. Challenges have different levels of difficul-ty, ranging from a simple communication with an unknown component to a multi-step attack. Bring your laptop. 

						Bio’s

						Samuel Mertenat is a senior security engineer in the Security Labs at Kudelski IoT. He holds a Bach-elor’s degree in Telecommunications and has been with the company for 5 years. He mainly performs device security discoveries, mobile application analysis, and certifications. Thierry Kaufmann is a security expert in the Security Labs at Kudelski IoT. He holds a Master’s degree in Computer Sci-ence and has been with the company for 6 years. He mainly performs hardware faults attacks for se-curity evaluations. He is also a trainer for the Ku-delski IoT Workshop.
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						Fictile is a fast-growing fiction tile producing com-pany. Under the steady and continuous leadership of J.C., Fictile is the unrivalled market leader in their sector since 2016. Their factory contains tree main halls. A hall containing the hydraulic presses, baking installation and a painting hall. To remain brand independent, the lead engineer of the fac-tory (T.D.) decided to equip each hall with differ-ent types of industrial controllers. The tree market leaders were chosen for each hall: Siemens, Beck-hoff and Phoenix Contact. But according to the investor K.C., there is no room in the budget for cyber-security. According to him: “Current energy prices don’t allow for pet projects. Production must come first.”

						Can you prove them wrong, by capturing all the flags?

						 

						Fictile is a demo setup made by the research group Industrial Control & Communication Competence Center, or IC4 in short. It is a handy tool to con-duct research on industrial environments, without hindering production or potentially harming actu-al humans! The setup is also used to showcase the many vulnerabilities that exist in industrial net-works and devices, and how to mitigate them.

						IC4 is a collaboration between University of Ghent (Campus Kortrijk) and the Howest, bringing to-gether respectively the expertise of industrial de-vices and networks, and the top-notch IT security knowledge. They offer a wide variety of services, from pentesting to awareness training.

						Bio’s

						Tijl graduated in 2020 and has a Bachelor Ap-plied Computer Science. Now he is a Cybersecurity teacher and researcher for the Security and Privacy research group of HOWEST. The focus of his re-search is mainly Industrial Security and maintains the Fictile factory.

						Tinus is an engineer specialized in industrial auto-mation. After graduating in 2016 at the University of Ghent, he joined the ISyE, a research group in the same university, specialized in providing auto-mation expertise for the Belgium Industry. There he focussed on RFID applications, Industrial Com-puter Vision and eventually Cyber Security for In-dustrial Devices (PLC’s). 

						Kurt Callewaert (Master Mathematics) is Valorisa-tion Manager Digital Transformation and former coordinator of the research group of Applied In-formatics at HOWEST. He was responsible for the very well known Cyber Security Professional track. Kurt and his team conduct research on Blockchain, Cybersecurity (including Industrial security), Data Protection (GDPR), RPA, AR and AI. Kurt is the project leader of the various projects. Kurt is ‘chair’ of the NIS Focus Group of the Cyber Security Coali-tion asbl in Belgium to translate the new European Cybersecurity legislation NIS into concrete meas-ures for the companies. Kurt is a member of the Cyber Security Coalition asbl and a founding mem-ber of the Beltug Blockchain Task Force and IoTbe asbl. He is also a member of the ISO TC307 Block-chain & DLT standardization committee. Kurt is part of the CEB-BEC 65 working group in Belgium (Industrial process measurement, control and auto-mation) as a cybersecurity expert. Kurt is a mem-ber of the Physical Internet expert group of POM West Flanders and a member of ALICE Alliance for Logistics Innovation through Collaboration in Eu-rope . Kurt is a much sought after speaker at C-lev-el seminars around the topics of cybersecurity , AI and blockchain technology. Kurt can also add the RSA Conference in San Francisco to his list of speakers since 2020. Kurt Callewaert is a member of the Flemish Steering Committee Cyber Securi-ty - Outreach & Training. Kurt is a member of the steering committees IOF i4S and IOF M&F in the association UGent.
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						Abstract

						Only a few times in history we have seen public-ly documented malware developed to target in-dustrial control systems (ICS). Over ten years ago STUXNET impacted Iranian nuclear centrifuges. Then INDUSTROYER turned off electric power in Ukraine and TRITON targeted the safety systems from a critical infrastructure organization. Today, a couple years later, we ran into INCONTROLLER.

						INCONTROLLER is a set of novel ICS- oriented attack tools built to target specific Schneider Elec-tric and Omron devices that are embedded in dif-ferent types of machinery leveraged across mul-tiple industries. The tools – which are very likely state-sponsored – represent an exceptionally rare and dangerous cyber-attack that contains capabili-ties related to disruption, sabotage, and potentially physical destruction. In this talk I will present our analysis of INCONTROLLER, its components, at-tack scenarios, and the implications for defenders.

						Bio’s

						Daniel is senior Analysis Manager for Mandiant where he oversees the strategic coverage of cyber physical threat intelligence and coordinates the development of solutions to collect and analyze data. He is a frequent speaker on ICS/OT topics at international conferences and collaborates as inter-national liaison for the ICS Joint Working Group Steering Team from CISA. As a former Fulbright scholar from Mexico, he holds a master’s degree from the University of Washington specialized in Information Security and Risk Management. In 2017, he was awarded first place at Kaspersky Academy Talent Lab’s competition for designing an application to address security beyond anti-virus.

						Ken Proska is a Senior Technical Analyst on the Mandiant threat intelligence cyber-physical team, where he leads the collection and analysis of threat detections. Prior to working with Mandiant, Ken has worked in the ICS/OT environment helping to protect and defend critical infrastructure at nuclear power generation facilities. Ken’s interests include malware analysis and signature development.
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						Abstract

						Encrypting sensitive data at rest has always been a good idea, especially when storing it on small, port-able devices like external hard drives or USB flash drives. Because in case of loss or theft of such a storage device, you want to be quite sure that un-authorized access to your confidential data is not possible. Unfortunately, even in 2022, “secure” portable storage devices with 256-bit AES hardware encryption and sometimes also biometric technolo-gy are sold that are actually not secure when taking a closer look.

						In this presentation, I will talk about how a cus-tomer request led to further research resulting in several cryptographically broken “secure” portable storage devices. This research continues the long story of insecure portable storage devices with hardware AES encryption that goes back many years. With this presentation, I want to raise the awareness of security issues and practical attacks against vulnerable “secure” portable USB storage devices, and tell an interesting story.

						Bio

						Matthias Deeg is interested in information tech-nology - especially IT security - since his early days and has a great interest in seeing whether security assumptions in soft-, firm- or hardware hold true when taking a closer look. Since 2007 he works as IT security consultant for the IT security compa-ny SySS GmbH and is head of Research & Develop-ment.

						His research results concerning different IT securi-ty topics were presented on different national and international IT security conferences (e.g. Black Alps, BSidesVienna, Chaos Communication Con-gress, CONFidence, DeepSec, Hacktivity, Hack.lu, PHDays, Ruxcon, t2, ZeroNights). He also pub-lished several IT security papers, security adviso-ries, and security-related YouTube videos.
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						Abstract

						How do anti-debug tricks actually work? Is there a way to automate tedious debugging tasks like un-packing malware? Have you ever wondered what is happening under the hood of a debugger?

						In this workshop you will build your own program-mable Windows debugger from scratch (using Py-thon). Each component in the debugger will be built as a separate module with an accompanying lab used to explain the concepts and Windows in-ternals that support the component. In the final lab you will have the chance to test your new de-bugger against various malware samples and at-tempt to automatically unpack them, and extract IOCs.

						This workshop is aimed at malware analysts and reverse engineers who are interested in learning more about debuggers and how programmable debuggers can be used to automate some reverse engineering workflows. Students must be able to write basic Python scripts, and have a working knowledge of the Windows OS.

						You will be provided with a VirtualMachine to use during the workshop. Please make sure to bring a laptop that meets the following requirements.

						- Your laptop must have VirtualBox or VMWare in-stalled and working prior to the start of the course.

						- Your laptop must have at least 60GB of disk space free.

						- Your laptop must also be able to mount USB stor-age devices. (Make sure you have the appropriate dongle if you need one.)

						Bio’s

						Sergei is a co-founder of Open Analysis. When he is not reverse engineering malware Sergei is focused on building automation tools for malware analysis. Sergei is a strong believer in taking an open, com-munity approach to combating cyber crime and is an active contributor to multiple open source pro-jects. With over a decade in the security industry Sergei has extensive experience working at the in-tersection of incident response and threat intelli-gence.

						Sean is a co-founder of Open Analysis. He splits his time between reverse engineering malware and building automation tools for incident response. He is an active contributor to open source securi-ty tools focused on incident response and analysis. Sean brings over a decade of experience working in a number of incident response and application security roles with a focus on security testing and threat modelling.
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						Abstract

						The cyber threat intelligence (CTI) analyst role is arguably the most recent entrant to emerge under the cyber security career tracks with the job role, responsibilities, and skill requirements wide rang-ing and not well understood by organization lead-ership or cyber security peers. During this talk, we use the newly developed, open sourced, Mandiant Cyber Threat Intelligence (CTI) Analyst Core Com-petencies Framework, which outlines the predicate knowledge, skills, and abilities requirements for analysts to aptly support organizational risk expo-sure reduction initiatives.

						We unpack the significant overlaps that exist be-tween those in a cyber threat analyst’s role and the other cyber security disciplines defined by NIST SP 800-181 to provide the groundwork for threat hunters, incident responders, red teamers, and oth-ers to understand how to optimize collaboration and support received from cyber threat intelligence analysts. We highlight the overlaps by examining the Framework’s identifies 4 underpinning pil-lars--Problem Solving, Professional Effectiveness, Technical Literacy, and Cyber Threat Proficien-cy--with a distinct focus on how acute knowledge of cyber adversary operations can empower hunt-ers and red teams to properly perform adversary emulation when testing the security posture of an organization.

						We conclude by discussing how organizations can use this framework as a guidepost to grow and shape their CTI programs; ensure proper knowl-edge, skills, and ability coverage commensurate to support organizational cyber security elements; and to inform future training and hiring decisions.

						Bio

						Mr. Doyle has over fifteen years of experience working in Cyber Threat Intelligence, Digital Foren-sics, Cyber Policy, and Security Awareness and Ed-ucation. He has spent over a decade tracking multi-ple state-sponsored cyber actors (APTs) to support strategic, operational, and tactical intelligence re-quirements.
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						Abstract

						Just like many organizations, we are ingesting Threat Intelligence from a number of different sources. Very frequently however, we notice that the data received is lacking context or generates a lot of false positives (which in turn causes alert fatigue). In this talk we would like to demonstrate how we achieved to get around this problem by set-ting up a MISP ecosystem backed by a number of automation scripts and processes that support us in the curation and contextualization of individual events.

						This dedicated MISP ecosystem consists of multiple MISP instance and ZeroMQ scripts. In conjunction with the extensive use of the MISP tagging features and workflow procedures, we were able to set up a curation process that not only saves us a lot of time, but also provides a clean feed of directly ac-tionable threat intelligence. A happy side effect of this setup was that it allowed us to instill a full TI feedback loop between the SOC, Incident response team and our malware analysts.

						Attendees will learn how we at NVISO have set up a functional MISP architecture and operational cu-ration process. The attendees will then be able to duplicate this setup in their own organization to ensure an optimal threat intelligence feedback loop and workflow.

						Bio’s

						Michel is a senior manager at NVISO where he is responsible for the Incident Response and Threat Intelligence services. As an incident responder, Michel has been (and still is) involved in large scale incidents and forensic investigations. Additionally, Michel is a certified instructor for the SANS Insti-tute.

						Robert Nixon is a seasoned cybersecurity veteran with more than 13 years of experience in the realm of information technology and cybersecurity. He currently leads the Cyber Threat Intelligence servic-es at NVISO as a part of the larger CSIRT Team. He specializes in Cyber Threat Intelligence at tactical, organizational, and strategic levels as well as auto-mation, CTI infrastructure, malware analysis and SIEM integrations/use case development. Robert is also is a member of the NVISO CSIRT incident response team. Here he shows his skills in threat hunting, compromise assessments, and forensics.
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						Abstract

						In a series of events that began in March, 2022, Sophos learned of the bug designated CVE-2022-1040, and discovered that two different APT groups were exploiting the devices to install malware, and exfiltrate sensitive information. It’s unclear wheth-er the two groups were coordinating their efforts.

						 

						 The exploit combined two separate vulnerabil-ities - an authentication bypass bug, and a com-mand injection bug - that would have required the attacker to have deep knowledge of not-public-ly-disclosed APIs and opcodes that are integral to the functioning of the devices. Using these bugs, the attackers launched a chain of commands that resulted in a few different malware families being introduced into the devices. 

						 

						 One APT group deployed two common malware families onto the exploited devices - GoMet and Gh0st RAT - while the other opted to create a be-spoke ELF executable malware specifically for the purpose of conducting espionage on the owners’ networks. The attackers also hijacked system ser-vices and processes running on the devices to listen for, and respond to, specially crafted PING pack-ets, which do not occur “in nature” and, if received by an infected device, would open a reverse shell back-connection to an IP address of the attacker’s choosing. 

						 

						 In this talk we will discuss the technical details of the exploit, the technical details about the common and uncommon malware they deployed, and the techniques and procedures used by the APT actors to evade detection and blend in to their network surroundings.
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						Craig leads Sophos’ Global Security Operations Center, focussing on automation and sophisticated detection to protect Sophos Infrastructure, Appli-cations and Users. He leads a world class team of Security engineers and incident responders tack-ling cyberthreats to Sophos and customers.
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Proximus Luxembourg, which comes
from the merger of Telindus and Tango,
is a subsidiary of the Proximus group,
the leading provider of telephony,
Internet, TV and ICT services in Belgium.

It participates in the development of
telecommunication infrastructures and
|ICT services in Luxembourg.

It also supports Luxembourg start-ups
through its investment in the Digital
Tech Fund and its participation in
Luxembourg House of Financial
Technologies
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