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ProxyNotShell &

Lero-day in Microsoft
Exchange server,
again



ProxyLogon G

Remote Code Execution (RCE)
IN Microsoft Exchange

ProxyShell

Again, RCE in Microsoft
Exchange server,
mass exploited
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ProxyLogon

Remote Code Execution (RCE)
IN Microsoft Exchange

ProxyShell

Again, RCE in Microsoft
Exchange server,
mass exploited



ProxyNotShell () wwmemnomn

Lero-day In Microsoft
Exchange server,
again



Update: Microsoft have been through triage now, and issued CVE-2022-

41040 and CVE-2022-41082. These are two new zero day vulnerabilities in

Exchange.

as it is the same path and SSRF/RCE pair from

back then... but with authentication.

7. Add String “.*autodiscover\.json.*\(@.*Powershell.*" (excluding quotes) and click OK.




03/10:

Janggggs
@testanull

Lol

The URL pattern to detect/prevent the Exchange Oday provided in
MSRC's blog post can easily be bypassed
@GossiTheDog

Post vertalen

Edit Condition

Condition input:

Check if input string | | | Inbound Rules

al

Matches the Pattern - Burp Project Intruder Repeater Window Help irp Suite Prof

Dashboard Target Proxy Intruder Repeater Sequencer Comparer Logger
Pattern: | Project options User options Learn

Jautodiscover\.json."\@."Powershell.”

4 Ignore case

Request esponse
|

View

"MB NT AUTHORITY\SYSTEM  Windows Logon Application

5:19 a.m. - 3 okt. 2022




More than a day later:

4th October 2022-9pm BST

Microsoft have corrected the mitigation guidance for the bypass:

© Added security | https://msrc-blog.microsoft.com/2022/09/29/customer-guidance-for-reported-zero-day-vulnerabilities-in-microsoft-exchange-server/

6. Add the string “.*autodiscover\.json.*Powershell.*" (excluding quotes).
7. Select Regular Expression under Using.

8. Select Abort Request under How to block and then click OK.

If you manually applied this mitigation you need to manually *change* the
mitigation string above. If you ran EOMTVv2, you need to redownload the script
and run it again. The EOMTv2 website doesn’t say the script has changed —




One day later:

5th October 2022-4pm BST

There is now

Microsoft forgot to enable URL decoding in [IS URL Rewrite, so you can just

encode the P in Powershell as %50 as an example:




Two days later:

7th October 2022-10am BST

People have found there is

MESSAGE/BOX TOLD ME TO CONTACH
SYSTEM ADMINISTRATOR




Two days later:

7th October 2022-10am BST

People have found there is another bypass to the mitigation to bypass to the

mitigation to the bypass to the mitigation.

MESSAGE/BOX TOLD ME TO CONTACH
SYSTEM ADMINISTRATOR

!

| AM THE SYSTEM ADMINISTRATOR



Two days later:

October 9th 2022-10am BST
The mitigation has been updated again by MS.
Regex changed from:

‘ (?=.*autodiscover.json)(?=.*powershell)

to:

‘ (?=.*autodiscover)(?=.*powershell)




One month and 6 t*ups later...

8th November 2022-7pm GMT

Microsoft have finally released a patch for this. Head over to Security Updates
on this to grab the patches (you need to be on a supported Cumulative
Update to have a patch).




Rackspace Cloud Office suffers
destructive security breach

P Kevin Beaumont - Follow
' . Published in DoublePulsar - 9 min read - Dec 3, 2022

B CHILL..

.
Rewrite, which Microsoft used for mitigations, doesn’t decode all URLs |
correct and as such can be bypassed for exploitation. If you relied on the & L\
PowerShell mitigation or EEMS application, your Exchange Server is still '2 g \

vulnerable — . Thefixisto |
_\WHAT S THE WORST

patch. \\__THAT-COULDHAPPEN? |
. / e emeo,




Microsoft Exchange Server Elevation of Privilege Vulnerability

rackspace CVE-2022-41080

technology. Security Vulnerability
Released: 8 nov. 2022 Last updated: 15 dec. 2022

Hosted Exchange Issues = Back to Dashboard
Assigning CNA: ©  Microsoft

CVE-2022-41080 2
Impact: Elevation of Privilege Max Severity: Critical

Hosted Exchange Disruption
Cvss:3.188/77 ©

. 0341 PMEST  The forensic investigation determined that the threat actor,

01/05/23 known as PLAY, used a previously unknown security exploit to
gain initial access to the Rackspace Hosted Exchange email
environment. This zero-day exploit is associated with CVE-2022-
41080. Microsoft disclosed CVE-2022-41080 as a privilege
escalation vulnerability and did not include notes for being part of
a Remote Code Execution chain that was exploitable.

Exploitability

The following table provides an exploitability assessment for this vulnerability at the time of original
publication.

Publicly disclosed  Exploited Exploitability assessment

No Exploitation More Likely




OWASSRF: CrowdStrike Identifies New
Exploit Method for Exchange Bypassing
ProxyNotShell Mitigations

CrowdStrike recently discovered a new exploit method (called OWASSRF) consisting of
CVE_2022_4108O and CVE_QF\’)").A 1NKR2 tn archicve reamnte code evecnition (RCE)Y ernugh
Outlook Web Access (OWA) s for
the autocdiscover endpoint provided by Microsoft in response 10 ProxyNotSg€il.

The discovery was part of recent CrowdStrike Services investigations into seWweral Play
ransomware intrusions where the common entry vector was confirmed to be MifsQsoft
Exchange.

CVE-2022-41080
Privilege Escalation Vulnerability

Outloock Web Access (OWA) endpoint
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Remote PowerShell (RPS)

CVE-2022-41082
Microsoft Exchange Server
Remote Code Execution Vulnerabilit




OWASSREF: Critical Vulnerability in
Exchange Servers

The hackers behind the Play ransomware, which also shut down the services of the City of Antwerp, found
a way to penetrate Exchange servers with OWASSRF.

Researchers from cybersecurity firm CrowdStrike were the first to discover the vulnerability. It concerns a
vulnerability in Microsoft Exchange called OWASSRF. This allows the people behind Play Exchange
servers to penetrate and remotely load and activate their malware.

Microsoft cataloged the vulnerability as CVE-2022-41082 and immediately assigned it a “critical” status.
The vulnerability allows hackers to bypass security mechanisms such as ProxyNotShell and remotely run
code on a system. To do that, Remote PowerShell is abused.

Source: techpulse.be

DataNews Nieuws v Analyse v Opinies Reviews Carmrriere v Events Generative Al

7 nths after the ¢
why have some Antwerp city
services still not been restored?

The city hall in Antwerp.

f v Pieterjan Van Leemputten

in D 25-05-2023, 10:51 * Updated on: 25-05-2023, 12:08 « Source: Data News *

At the beginning of December, Antwerp was hit by a cyber attack.
Almost six months later, not all services are operational again.
Complexity, but also extra measures, mean that the recovery will
take some time.

R esidents of the city of Antwerp will remember the ransomware
attack for a long time. Although the stolen data, 557 gigabytes, has
not been misused anywhere as far as is known, the attack compromised a
large part of the digital service. The city estimates that the cost of the

attack could be as higl

Source:; datanews.be

ICT Guide




ProxyNotShell (=

3rd zero-day RCE in Microsoft
Exchange server since 2021

OWASSRF ()

4™ zero-day RCE in
Microsoft Exchange server



‘Critical’ bug in OpensSSL v3 @

It was a ‘Heartbleed-level’ bug!

But... almost impossible 1o exploit.
Winner of the Most Overnyped Bug of the Year.

Honorable mention for Text4Shell (19 October)

() Police Zwijndrecht

Home Page of Ragnar_Locker Leaks site

9,
RAGNAR _LOCKER




Home Page Of Ragnar—LOCker Leaks Site ;:- s 5 oL ‘ > - o 4 V _ LOKALE POLITIE ZWIJNDRECHT vaolu1plocos-vnrl)a_

Q) LOKALE POLITIE ZWIINDRECHT NAVOLGEND PROCES-VERBAAL
5346

Politie ; S —
—_— A _ Aard, plaats, tijdstip, kennisname van de feiten:
| « Inbreuk op artikel SWB 393: poging tot Doodslag
« Inbreuk op artikel SWB 398, 399, 400, 401, 405bis, 4
PRO JUSTITIA o san finderarige, door
. elijk " + Inbreuk op artikel

[Boslemmeling: Plaat:
Tijdstip: o

« Procureur y c o (origineel + afschrift)

RASIAR _LIKKER = v e e, | =

[Feiten (verdachte)

« Inbreuk op artikel SWB 393 g
« Inbreuk op artikel SWB 398, 399, 400, 401, 405bis, 405ter: ke n en/of ve

(slachtoffer)

WALL OF SHAME

 will be permanent list of companies who would like to keep in secret the ir ) ; - \ ! ‘ [Verdach

Tijdstip: op

Vaststellingen door de opstellers:

posing themselves and their customers, partners to even greater risk than a . e X :

bug-hunting reward! Vg URTS 0 * ) )
- ) ] . e oto z r de nek v offer me: hrammen zijn. Dit komt

- Leaked & e T e v / [Bijlagen:

« bijlage 01: f ! 3 n van hef

Published: 1

Vak bestemd voor het parket

y Zwijndrecht - Leaked --———

Pubhshed: 1 i 09

Source: Bleepingcomputer Example of speed camera picture. Source: hin.be Source: hin.be



‘Critical’ bug in OpenSSL v3 @

It was a ‘Heartbleed-level’ bug!

But... almost impossible to exploit.

Winner of the Most Overhyped Bug of the Year.

And an honorable mention for Text4Shell (October 19)

33
RAGNAR _LOCKER

() Police Zwijndrecht

ChatGPT released @

I'm not going to say anything about
GhatGPT & A.l. But | do have @
message from someone who will...




A messagenfatteR bnoop Dogg
(& Midjourney & Speechity)



Belgian City of Diest @

City of Diest: “The impact of the
ransomware aftfack was gigantic”

@ Zero-day Citrix Netscaler
CIfrix.



/ero-day being sold on
underground forum

[0-Day] RCE for Citrix ADC

&
L 2. 0. 0.8 8 1

product: Citrix ADC management port.
version: 13.1 Build 48.47 is ok.

Contact with PM.

CVE-2023-24489 in StorageZones
Controller in Citrix ShareFile

PoC exploit published

An unauthenticated attacker can
remotely compromise customer-
managed ShareFile storage zones
controllers

Clfrx.

Dec 13

CVE-2022-27518 Zero-
day RCE in Citrix
Netscaler Gateway &
ADC.

For appliances are
configured as SAML SP
or IaP

ﬂ
C Exploited by Chinese

state-sponsored
hacking group APTS

Distribution of backdoored Citrix NetScaler servers (Fox-IT)

July 18

CVE-2023-3519 Citrix
Netscaler ADC & Gateway

Webshells on around 2000
Citrix systems

Almost no web shells in
Russia, Canada, U.S.



"we dont
have the logs

t hat T ' [
NS LastPass: "Our customers’ passwords remain safely

they accessed"

encrypted due to LastPass’s Zero Knowledge
architecture”

"We have no
evidence that

this incident ShT .
involved any access $35 million in crypto stolen from more than 150
confirmed victims

...for the eight time since 2018.
37 million personal records stolen.

In March they were breached for the 9th time.



Belgian law ethical hacking @

As first country in the world, it's allowed to search for
vulnerabilities of Belgian companies without their approval.

Be aware: there are a lot of rules that force you to be
really ethical.



(%) Journalist opens USB
bomb in newsroom

Five Ecuadorian journalists received a USB-stick.
One journalist inserted it in the newsroom af
which point it exploded in his face.

The USB-stick contained explosives that
detonate when it is connected to 5-volt.




That moment when

your life is saved by a faulty
Chinese USB cable




Allows hackers to remotely steal hashed
passwords by simply receiving an emaill
(in NTLM-relay attacks)

By APT28/Fancy Bear/Strontium = Unit
26165 from the GRU

May 11: The patch was...



FSB (Federal Security
Service)

Centre 16: Centre of
the collection of
Radio-Electronic

Intelligence on
communications
facilities - Field post
number 71330

Publicly known as
Energetic Bear
Beserk Bear
Dragonfly
IRON LIBERTY
ALLANITE
CASTLE
Crounching Yeti
DYMALLOY
T1G-4192

Russian Intelligence
Services Cyber
Structure

TR GRU

GRU 85th: Field post
number 26165

~ Publicly known as:
‘Sandworm

Source: gov.uk



Lero-day that allows hackers to remotely
steal hashed passwords by simply receiving
an email (in NTLM-relay attacks).

By APT28/Fancy Bear/Strontium = Unit
26165 from the GRU

May 11: The patch was...
bypassed, and Microsoft patched it again.




An ‘underground’ forum used to buy and sell stolen data (or
release them for free)

Owner was a 20-year-old

Law enforcement got their hands on a chat between the
owner and someone who leaked data: why is this e-maill
address not in this leak because on HavelBeenPwned it is. It's
myfirstname.lastname2002@gmail.com

He plead guilty and the maximum penalty is 40 years of
Imprisonment

UK’s National Crime Agency publishes that they set up a
number of fake DDoS-for-hire sites to infilirate the online
criminal underground


mailto:hisfirstname.lastname2002@gmail.com
mailto:hisfirstname.lastname2002@gmail.com
mailto:hisfirstname.lastname2002@gmail.com

Make love not war @

Ukrainian hackers send surprise
delivery of 25 000 EUR
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Ukrainian hackers hacked into the L el
account of a Z-volunteer who was

raising money for the Russian army

and ordered sex toys

The money was supposed to be used to buy drones

Llen MmaTepian Takox AOCTYNHWA YKPaiHChKOK




This legend deserves a monument.

A giant butt plug must be erectec
in his honour.

- GooseTheSluice,
Some random guy on Reddit -




Snake was “the most sophisticated cyber espionage tool”
Operated by Center 16 of the FSB

Russian Intelligence
Services Cyber
Structure

FSB (Federal Security
Service)

Centre 16: Centre of .
the collection of number 26165
Radio-Electronic

Intelligence on
communications
facilities - Field post .
number 71330 Publicly known as:
Fancy Bear Sandworm
Strontium

Publicly known as
Energetic Bear
Beserk Bear
Dragonfly
IRON LIBERTY
ALLANITE
CASTLE
Crounching Yeti
DYMALLOY
TG-4192




FSB (Federal Security
Service)

Centre 16: Centre o

communications
facilities - Field post
number 71330

Publicly known as
Energetic Bear
Beserk Bear
Dragonfly
IRON LIBERTY
ALLANITE
CASTLE
Crounching Yeti
DYMALLOY
T1G-4192

Russian Intelligence
Services Cyber
Structure

TR GRU

number 26165 74455

~ Publicly known as:
‘Sandworm

Source: gov.uk
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nake was “the most sophisticate

d cyber espionage tool”

perated by Center 16 of the FSB

Russian Intelligence
Services Cyber
Structure

FSB (Federal Security
Service)

Centre 16: Centre of
the collection of number 26165
Radio-Electronic
Intelligence on
communications
facilities - Field post
number 71330
Fancy Bear
Strontium

Publicly known as
Energetic Bear
Beserk Bear
Dragonfly
IRON LIBERTY
ALLANITE
CASTLE
Crounching Yeti
DYMALLOY
TG-4192

Publicly known as:
Sandworm




e One week later

Barracuda says all hacked
appliances must be replaced
immediately, even those already
patched.

What happened? After Barracuda
released the patches, the Chinese

Ten dCIYS later ¢ APT started using totally new UNCA8A1
The company revealed that malware to be more persistent. Also
) the zer(oj—dayttexpllm]g hadt The hacker anticipated being Hackers gonna hack ’
een used in attacks for a e 3
least seven months Caught! ® d pl’edICfIOn
Barracuda urges to replace
the ESGs.

Throw it out and get a new
one. Many companies will
say: Throw it out. And don't
get a new one.

Source: Bleepingcomputer

Future prediction

This will not stop.

mmmmmmmmmmmmm

Mandiant:

“It is likely that we will

that a zero-day continue to observe Chmese
vulnerability in the cyber espionage operations

Barracuda Email ® | targeting edge infrastructure STATE-SPONSORED APTS

May 23

Barracuda announces

Security Gateway (ESG) June 15 with zero-day vulnerabilities”.
has been exploited in Mandiant discovered that d Just try and stop me
the wild. Chinese state-sponsored

APT UNC4841 was behind it.
71 .
C UNCategorized because

Mandiant doesn't know
yet which Chinese APT is
really behind it



Clop (2

...and the
Massive MOVEIt Massacre



Dec 2020

CIOP breached up to 100
companies using a RCE zero-
day in Accellion's File Transfer

Appliance

Jan 2023

Zero-day attack on GoAnywhere
Managed File Transfer servers.
The group claimed to have
exfiltrated data from
approximately 130 victims over
the course of 10 days.

ClOp

Ransomware gang

= Russian based TA505.
Active since 2014. One of the
most prolific cybercrime
organizations in the world.

CISA estimates they have
compromised more than
3,000 organizations
worldwide.

July 2021

ClOp exploited SolarWinds
Serv-U file transfer servers
with a zero-day

Sroups make huncreds of

eaumont @GossiTheDog-

Never change a
winning formula

Trend to buy zero-days to mass
exploit internet-facing servers,
also for ransomware



Turns out letting ransomware
groups make hundreds of millions
to reinvest in exploits

IS a bad idea.

- Kevin Beaumont @GossiTheDog -




\

Deutsche Bank S ONY

¢ July

Coveware estimates ClOp
earns between 75 and 100
million dollars with this
Massive MOVEit Massacre

June 01,
° 2023

/ero-day attack on MOVEit
Transfer.

Used by thousands of
governments, financial
institutions and so on.

Scanning started in March.

* July
EMSISOFT:
more than 2000
organizations have been
impacted



Organization [gle\[e[VEIS

Maximus 11 million

L ouisiana Office of Motor o million
Vehicles

Alogent 4.5 million
ClOp stole personal data of

Colorado Department of Health 4 million
Care Policy and Financing

56 million individuals

Oregon Department of 3.5 million
Transportation

Teachers Insurance and Annuity 2.6 million
Association of America

Genworth 2.5 million ,
- Emsisoft-
PH Tech 1.7 million

Milliman Solutions 1.2 million

Wilton Reassurance Company 1.2 million
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Source: BleepingComputer
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@ Fortinet

5 zero-days in total since last Brucon



10 Okt

ﬂ rewaHS & FOFtIPFOxy |ranian State_ Dieter Van Den Bosch @DieterDroptable - 13 jun.
aUtheﬂtICatIOﬂ bypaSS Iﬂ L/ Sponsored APTS EA DosS Exploit for new Forinet SSL-VPN RCE public. Full RCE exploit is
admin interface. g expected.
3 dayS |ater actlve|y £ Fortinet says CVE-2023-27997 'may’ be exploited in the wild.
eXp|O|ted |n the W||d Aga|n dgmc’lx‘:)cf);fhyai'ﬁo 000+ SSL-VPNs are exposed. But | found it's more then
3 days later PoC exploit
public.
? S s June 13
e CVE-2023-27997 RCE in SSL-VPN
—7
C Exploited by Chinese
state-sponsored APT
o ® ® o ® ‘Volt Typhoon'
o
CVE-2022-41328:
Other exploited authenticated RCE in CLI
HHH Fortinet firewalls and
vulnerabilities: | .
CVE-2018-13379: FortiProxy in March 2023
500 000 SSL-VPN N
credentials stolen and ® DeC ‘| 2
eeiked for it CVE-2022-42475: RCE in Exploited by Chinese
Fortinet SSL-VPN servers state-sponsored APT

CVE-2018-13382: UNC3886, again

Change the SSL-VPN
password

CVE-2020-12812:
Bypass 2FA




RCEIN INTERNET-FACING SERVICE

Why is It, when something happens, It Is always you three?

FORTINET CITRIK  exchnnce



KEVIN MITNICK

T 6 augustus 1963 - 16 July 2023
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Compromised @

Microsoft Keys

Chinese cyber-espionage group Storm-0558
found the signing keys in a crash dump

@ lvanti Mobile Iron zero-day

Who needs authentication for your admin-APl anyway?e

TrickBot/Conti/Wizard Spider @

US and the UK sactioned this year 18 individuals
of the Russia-based Trickbot/Conti group

The Trickbot crew one of the biggest
cybercrime gengs companies in the world




GOLD ULRICK

(Conti) GOLD BLACKBURN
(TrickBot)

GZED 8 N

Terry -

Professor
gt ~c

Bentley

f@ 00

Reshaey

GOLD SWATHMORE
(_IcedID

Méngo

N Salamandra

Al {;\“:it't‘
Ne=d  Dominik

GOLD CRESTWOOD
(Emotet)

Source: Secureworks
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We manage your attack surface

& threatexposure.eu/brucon.pdf

4 dieter.vandenbosch@threatexposure.eu
X @Threat_Exposure (Twitter/X)

(@ @Threat_Exposure@infosec.exchange (Mastadon)
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