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SEP
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Zero-day in Microsoft 

Exchange server,

again

ProxyNotShell Kevin Beaumont @GossiTheDog writes a blog



30/09:



03/10:



More than a day later:



One day later:



Two days later:



Two days later:



Two days later: 



One month and 6 f*ups later…



Dec 3

CHILL…

WHAT’S THE WORST 

THAT COULD HAPPEN?





Does that name ring a bell?



Source: techpulse.be Source: datanews.be



SEP
30

3rd zero-day RCE in Microsoft 

Exchange server since 2021

ProxyNotShell

NOV/
DECOWASSRF

4th zero-day RCE in 

Microsoft Exchange server



OWASSRF

NOV
16 Police Zwijndrecht

OCT
25‘Critical’ bug in OpenSSL v3 

It was a ‘Heartbleed-level’ bug! 

But… almost impossible to exploit.
Winner of the Most Overhyped Bug of the Year.

 
Honorable mention for Text4Shell (19 October)



Source: Bleepingcomputer Example of speed camera picture. Source: hln.be Source: hln.be



OWASSRF

NOV
16 Police Zwijndrecht

OCT
25‘Critical’ bug in OpenSSL v3 

It was a ‘Heartbleed-level’ bug! 

But… almost impossible to exploit. 

Winner of the Most Overhyped Bug of the Year.

 And an honorable mention for Text4Shell (October 19)

NOV
30ChatGPT released

I’m not going to say anything about 

GhatGPT & A.I. But I do have a 

message from someone who will…



ChatGPTA message from Snoop Dogg
 (& Midjourney & Speechify)



DEC
12

City of Diest: “The impact of the 

ransomware attack was gigantic”

Belgian City of Diest

DEC
13 Zero-day Citrix Netscaler



Dec 13
CVE-2022-27518 Zero-
day RCE in Citrix 
Netscaler Gateway & 
ADC. 

For appliances are 
configured as SAML SP 
or IdP

July 18
CVE-2023-3519 Citrix 
Netscaler ADC & Gateway

Webshells on around 2000 
Citrix systems

Almost no web shells in 
Russia, Canada, U.S. 

Exploited by Chinese 
state-sponsored 
hacking group APT5

Distribution of backdoored Citrix NetScaler servers (Fox-IT)



JAN
19T-Mobile breached

…for the eight time since 2018.

37 million personal records stolen. 

In March they were breached for the 9th time.

DEC
22 The LastPass hack

LastPass: “Our customers’ passwords remain safely 

encrypted due to LastPass’s Zero Knowledge 

architecture”

$35 million in crypto stolen from more than 150 

confirmed victims



FEB 
15Belgian law ethical hacking

As first country in the world, it’s allowed to search for 

vulnerabilities of Belgian companies without their approval.

Be aware: there are a lot of rules that force you to be 

really ethical.



MAR
12 Journalist opens USB 

bomb in newsroom 

Five Ecuadorian journalists received a USB-stick. 

One journalist inserted it in the newsroom at 

which point it exploded in his face. 

The USB-stick contained explosives that 

detonate when it is connected to 5-volt.



That moment when

your life is saved by a faulty 
Chinese USB cable



MAR
15 Zero-day in Outlook

Allows hackers to remotely steal hashed 

passwords by simply receiving an email

(in NTLM-relay attacks)

By APT28/Fancy Bear/Strontium = Unit 

26165 from the GRU

May 11: The patch was…



Source: gov.uk



MAR
15 Zero-day in Outlook

Zero-day that allows hackers to remotely 

steal hashed passwords by simply receiving 

an email (in NTLM-relay attacks).

By APT28/Fancy Bear/Strontium = Unit 

26165 from the GRU

May 11: The patch was…

bypassed, and Microsoft patched it again.



MAR 
24

MAR
17

Owner BreachForums arrested
An ‘underground’ forum used to buy and sell stolen data (or 

release them for free)

Owner was a 20-year-old

Law enforcement got their hands on a chat between the 

owner and someone who leaked data: why is this e-mail 

address not in this leak because on HaveIBeenPwned it is. It’s 

myfirstname.lastname2002@gmail.com

He plead guilty and the maximum penalty is 40 years of 

imprisonment

UK ran fake DDoS-for-hire sites 
UK’s National Crime Agency publishes that they set up a 

number of fake DDoS-for-hire sites to infiltrate the online 

criminal underground

mailto:hisfirstname.lastname2002@gmail.com
mailto:hisfirstname.lastname2002@gmail.com
mailto:hisfirstname.lastname2002@gmail.com


APR
3

Ukrainian hackers send surprise 

delivery of 25 000 EUR

Make love not war



•



This legend deserves a monument. 

A giant butt plug must be erected 

in his honour.



May
23Barracuda zero-day

MAY
09 Snake takedown

Snake was “the most sophisticated cyber espionage tool” 

Operated by Center 16 of the FSB



Source: gov.uk
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Snake was “the most sophisticated cyber espionage tool” 

Operated by Center 16 of the FSB



May 23
Barracuda announces 
that a zero-day 
vulnerability in the 
Barracuda Email 
Security Gateway (ESG) 
has been exploited in 
the wild.

Ten days later 
The company revealed that 

the zero-day exploit had 
been used in attacks for at 

least seven months
.

Future prediction
This will not stop.
 
Mandiant:
“It is likely that we will 
continue to observe Chinese 
cyber espionage operations 
targeting edge infrastructure 
with zero-day vulnerabilities”.

Also,
a prediction
Barracuda urges to replace 
the ESGs.

Throw it out and get a new 
one. Many companies will 
say: Throw it out. And don’t 
get a new one. 

One week later
Barracuda says all hacked 
appliances must be replaced 
immediately, even those already 
patched.

What happened? After Barracuda 
released the patches, the Chinese 
APT started using totally new 
malware to be more persistent. 
The hacker anticipated being 
caught!

UNC4841
Hackers gonna hack

June 15
Mandiant discovered that 
Chinese state-sponsored 
APT UNC4841 was behind it.

UNCategorized because
Mandiant doesn’t know
yet which Chinese APT is 
really behind it

Source: Bleepingcomputer

Victims (in percentage)

STATE-SPONSORED APTs
Just try and stop me



June
1 Cl0p

…and the 

Massive MOVEit Massacre



Cl0p
Ransomware gang

= Russian based TA505. 
Active since 2014. One of the 
most prolific cybercrime 
organizations in the world. 

CISA estimates they have 
compromised more than 
8,000 organizations 
worldwide.

Dec 2020
Cl0P breached up to 100 

companies using a RCE zero-
day in Accellion's File Transfer 

Appliance

Never change a 
winning formula
Trend to buy zero-days to mass 
exploit internet-facing servers,
also for ransomware

Jan 2023
Zero-day attack on GoAnywhere 
Managed File Transfer servers. 
The group claimed to have 
exfiltrated data from 
approximately 130 victims over 
the course of 10 days.

July 2021
Cl0p exploited SolarWinds 
Serv-U file transfer servers 
with a zero-day

Turns out letting ransomware
groups make hundreds of 

millions to reinvest in exploits

is a bad idea. 



Turns out letting ransomware
groups make hundreds of millions

to reinvest in exploits

is a bad idea. 



June 01, 
2023
Zero-day attack on MOVEit 
Transfer.

Used by thousands of 
governments, financial 
institutions and so on.

Scanning started in March.

July
Coveware estimates Cl0p 
earns between 75 and 100 
million dollars with this 
Massive MOVEit Massacre

July
EMSISOFT: 
more than 2000 
organizations have been 
impacted
 



- Emsisoft -

Organization Individuals

Maximus 11 million

Louisiana Office of Motor 
Vehicles

6 million

Alogent 4.5 million

Colorado Department of Health 
Care Policy and Financing

4 million

Oregon Department of 
Transportation

3.5 million

Teachers Insurance and Annuity 
Association of America

2.6 million

Genworth 2.5 million

PH Tech 1.7 million

Milliman Solutions 1.2 million

Wilton Reassurance Company 1.2 million

Cl0p stole personal data of 

56 million individuals



🤣



Source: BleepingComputer





Fortinet
5 zero-days in total since last Brucon

June
13 



Other exploited 
vulnerabilities:
CVE-2018-13379: 
500 000 SSL-VPN 
credentials stolen and 
leaked for free

CVE-2018-13382:
Change the SSL-VPN 
password

CVE-2020-12812: 
Bypass 2FA

10 Okt
CVE-2022-40684: Fortinet 

firewalls & FortiProxy 
authentication bypass in 

admin interface. 
3 days later actively 

exploited in the wild. Again 
3 days later PoC exploit 

public.

June 13
CVE-2023-27997 RCE in SSL-VPN 

Dec 12 
CVE-2022-42475: RCE in 
Fortinet SSL-VPN servers

Exploited by Chinese 
state-sponsored APT 
‘Volt Typhoon’

By Chinese APTs & 
Iranian state-
sponsored APTs

Exploited by Chinese 
state-sponsored APT 
UNC3886, again





KEVIN MITNICK

† 6 augustus 1963 - 16 July 2023



JUL
12 

Ivanti Mobile Iron zero-day
Who needs authentication for your admin-API anyway?

Compromised 

Microsoft Keys
Chinese cyber-espionage group Storm-0558

found the signing keys in a crash dump 

JUL
25

TrickBot/Conti/Wizard Spider
US and the UK sactioned this year 18 individuals 

of the Russia-based Trickbot/Conti group

The Trickbot crew one of the biggest 

cybercrime gangs companies in the world

SEP
7



Source: Secureworks





The End

BruCON 2023



74

Questions?



threatexposure.eu/brucon.pdf

dieter.vandenbosch@threatexposure.eu

@Threat_Exposure (Twitter/X)

@Threat_Exposure@infosec.exchange (Mastadon)
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