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Disclaimer

The Following Commentary Represents The 
Author’s Own, Personal Reflections On The 
Associated Topics & Is Not Associated With 

Any Employer Or Other Organization



Agenda

•Background: Volt Typhoon
•Defender’s Dilemma
•Information Sharing & Disclosure
•Making Decisions
•Lessons & Implications



Volt Typhoon
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What Is Volt Typhoon?
Volt Typhoon

PRC-Linked Threat Actor Active Since At Least 2021*

Targeting Critical Infrastructure Entities In The US, 
Related Entities

Assessed To Focus On Preparation & Prepositioning For 
Disruptive Attacks

Theoretically Linked To Potential Taiwan Strait Scenario 
To Deter Or Disrupt US Support To The Country Of Taiwan



Defining Volt Typhoon
Volt Typhoon

Volt
Typhoon

Adversary:
• PRC-Linked
• Not Associated To Any Specific PRC Group

Infrastructure:
• Heavily Reliant On Botnets Of 

Compromised Devices
• Linked To Owned VPS Instances 

Managing Compromised Nodes

Capabilities:
• Persistent Use Of Living Off The 

Land Capabilities
• Supplemented With Publicly-

Available Tools & Software

Victim:
• Primarily Focused On US, US-Related 

Critical Infrastructure
• Potential Targeting Of Entities Such As 

Australia, New Zealand; Activity In Africa?



Initial Reporting
Volt Typhoon

https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-
targets-us-critical-infrastructure-with-living-off-the-land-techniques/

https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-144a



Media Follow-Up
Volt Typhoon

https://www.washingtonpost.com/technology/2023/12/11/china-hacking-
hawaii-pacific-taiwan-conflict/

https://www.washingtonpost.com/technology/2023/12/11/china-hacking-
hawaii-pacific-taiwan-conflict/



Victims & Targeting
Volt Typhoon

Critical Infrastructure 
Entities On Guam

Hawaiian Critical 
Infrastructure Entities

Ports & Logistics 
Facilities

Critical Infrastructure 
Entities Associated 

With Military 
Facilities

ISPs & MSPs
Smaller Utilities Such 

As Cooperatives & 
Municipal Entities



Intrusion Methodology
Volt Typhoon

Use Of Proxy 
Networks Of 

Compromised 
Systems For Initial 

Access, Command & 
Control

Emphasis On 
Credential Capture & 
Re-Use For Access, 
Lateral Movement

Lack Of Unique 
Malware Or Tools, 

Reliance On Living Off 
The Land Techniques 
& Commodity Tools



Command & Control Infrastructure
Volt Typhoon

https://www.justice.gov/opa/pr/us-government-disrupts-botnet-peoples-
republic-china-used-conceal-hacking-critical

https://blog.lumen.com/routers-roasting-on-an-open-firewall-the-kv-
botnet-investigation/



Command & Control Infrastructure
Volt Typhoon

https://blog.lumen.com/taking-the-crossroads-the-versa-director-zero-day-
exploitation/



Impacts
Volt Typhoon
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Impacts
Volt Typhoon

To Date There Is No Publicly Known or 
Acknowledged Impact Resulting From Volt 

Typhoon Activity… 

…Except Maybe A Lot Of Busy, Frustrated 
Analysts



Continued Hype
Volt Typhoon
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Continued Hype!
Volt Typhoon

https://www.politico.com/news/2024/08/09/china-hacking-group-cybersecurity-00173454



Lack Of Information
Volt Typhoon

Despite Concerns, Publicly Available 
Information On Volt Typhoon Activity 

Remains Scarce, With Only A Handful Of 
Reports & Analysis
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Attacks With No Impact (Yet)
The Defender’s Dilemma

Volt Typhoon Is A Concerning Entity – 
But Has Resulted In No, Known Impacts 

Or Effects

How Do Defenders & Decision Makers 
Evaluate A Threat With No Existing 

Impact?



Defense & Scarcity
The Defender’s Dilemma

Defensive Resources 
Are Scarce & Can't 

Be Allocated 
Everywhere

Result Is Tradeoffs & 
Need To Economize 

On Defense

Defense Will 
Typically Be Oriented 
To The Most Likely & 

Impactful Threats



The Risk Of Volt Typhoon
The Defender’s Dilemma

Volt Typhoon Operations Currently 
Represent A Great STRATEGIC Risk To 

US Interests, But Thus Far Have Not 
Manifested As An IMMEDIATE Concern 

To Potential Victims!



Priorities
The Defender’s Dilemma

Volt Typhoon 
Represents A 
High-Level 
Strategic Risk 
Relative To 
PRC Conflict

Ransomware 
& ECrime Are 
Likely More 
Immediate & 
Impactful 
Threats
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Priorities Simplified
The Defender’s Dilemma

Does The Security Team Invest Untold 
Hours & Resources Chasing Volt 

Typhoon, Or Hardening The Network 
Against Ransomware Activity?



Information Sharing & 
Disclosure



What If Everything Is Secret?
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What If Everything Is Secret?
Information Sharing & Disclosure

Volt Typhoon Risk & Activity (To An Extent) Is A Matter Of 
Public Record

But The Precise Risk - Specific Targeting, Actions, & Intentions - 
Remain Largely Unreported

What If This Is A Matter Of HOW Information Has Been 
Gathered?



The Disclosure Dilemma
Information Sharing & Disclosure



The Disclosure Dilemma
Information Sharing & Disclosure

Intelligence 
Supports Decisions

Impactful Decisions 
Result In Actions

Actions Have 
Impacts

Impacts Alert 
Adversaries

Acting On 
Intelligence Informs 

Adversaries Of 
Discovery



The Limits Of Sharing
Information Sharing & Disclosure

SIGNIFICANT Information May Exist 
About Volt Typhoon – But Sharing This 

Information May Risk Continued 
Information Collection & Surveillance!



Balancing Acts
Information Sharing & Disclosure

Complete Visibility Into 
Volt Typhoon Activity To 

Decision Makers, Risking 
Continued Visibility Into 
Threat Actor Operations

Limited Disclosure To 
Preserve Access & 

Methods While Limiting 
Defender Response & 

Possibilities



Sharing Objectives & Outcomes
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Presumably Authorities Desire To 
Improve Critical Infrastructure Defense
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Sharing Objectives & Outcomes
Information Sharing & Disclosure

Presumably Authorities Desire To 
Improve Critical Infrastructure Defense

But The Very Act Of Doing So May Imperil 
Continued Visibility Into Adversary Activity

Stakeholders Need To Balance Defense 
& Intelligence Needs!



Making Decisions
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Decisions Are Not Easy
Making Decisions



Context, Balance, & Impact
Making Decisions

Entities Such As 
Volt Typhoon 

Represent 
Significant 
Concerns

However, Sharing 
Too Much Can 

Jeopardize 
Continued 

Visibility

Sharing Too Little 
Can Ruin 

Reputations & 
Foster A "Cry 

Wolf" Scenario

Circumstances 
Require Balance 

& Nuance To 
Appropriately 

Address



Strategic Context
Making Decisions

Defining 
Objectives

Defense At All 
Costs?

Favors 
Information 

Sharing

Likely Will Result 
In Intelligence 

Loss

Balance Sources 
& Methods?

Reduces Scope 
For Maximum 

Defense

Maintains 
Visibility Into 
Threat Actor



Defender Context
Making Decisions

Defenders Must Prioritize The Greatest Risks To 
The Organization

Identifying Long-Running, Long-Term Intrusions 
Is Therefore Hard To Do, Hard To Prioritize

Guidance Is Required From Leadership & 
Stakeholders To Shift Priorities



Communication Concerns
Making Decisions

Highlighting A Threat Can Call 
Attention To Concerns

But Doing So 
Absent Visible 
Impacts Risks 
"Crying Wolf"

Stakeholders 
Need To Be VERY 

CAREFUL In 
Balancing 
Between 

Awareness & 
Hype!



Threading The Needle
Making Decisions

Managing Latent, Emerging, Or Long-
Running Threats With No Immediate Or 

Near-Term Impact Is VERY HARD!



Threading The Needle
Making Decisions

Managing Latent, Emerging, Or Long-
Running Threats With No Immediate Or 

Near-Term Impact Is VERY HARD!

Best Course Of Action May Be To Keep 
Matters Quiet Outside Of Industry & 

Trusted Channels!
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Thorny Issues
Lessons & Implications

National Security 
Concerns In Cyber 
Are Long-Running 

& Complex

Primary Concerns 
In Network 

Defense Are 
Immediate

Identifying A Way 
To Bridge The Two 

Is Difficult & 
Challenging!



Conflicting Concerns
Lessons & Implications

Individual 
Security 
Priorities

National 
Strategic 
Interests



Conflicting Concerns
Lessons & Implications

Individual 
Security 
Priorities

National 
Strategic 
Interests

Tension 
& 

Conflict!



Addressing Concerns
Lessons & Implications

Clear Communication Of Risk & Gravity

Highlighting Overlaps Between Specific Issue & More 
General Concerns

Emphasizing How Individual Organizations Can Benefit From 
Taking Action



Overlapping Actions?
Lessons & Implications

Some Problem Sets – Like LOLBIN 
Defense – May Benefit Organizations In 
Both Immediate & Strategic Contexts – 

This Benefit Needs To Be 
Communicated & Highlighted!



Unlocking Resources?
Lessons & Implications

https://media.istockphoto.com/id/160429199/photo/golden-pot-full-of-gold-coins-against-a-white-
background.jpg?s=612x612&w=0&k=20&c=sq7GU--gNhRSnoQp9mAil8KBRmG4PqW1FjS5RqVxTbM=



Or Carrying Sticks?
Lessons & Implications

https://digital-strategy.ec.europa.eu/en/policies/nis2-directive



Seeking Alignment
Lessons & Implications

Complex, Long-Running Threats 
(Whether Cyber, Climate, Or Similar) 

Require Aligning Long-Term & 
Specific/Short-Term Interests To 

Adequately Address & Combat Them



Questions?
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