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Introduction

STAGE 00



DECEMBER 2023 - São Paulo, Brazil



DECEMBER 2023 - São Paulo, Brazil

A looooooot of parties



● Mall arcade



● Mall arcade 

● Totem for buy cards, recharge, check





Brazilian arcade

STAGE 01



NAME



Directory list

NAME



Directory list

NAME

● Drupal -> PHP 

● info.php



info.php

01

You can enter a subtitle here if you need it

● Old versions



info.php

01

You can enter a subtitle here if you need it

● Old versions 

● File_uploads=On 

● But, we need a LFI

Brett Moore - 2011



● Subfinder 

● Dnsx

DNS Search





Login/Register 

Check credits 

Last movements 

Middleware :(



Argentinian Company

STAGE 02









2.3 K installations 

+70 countries





●API V2 

●Request token = sha1(sha1($api_key."~".$api_secret))





We need API_KEY & API_SECRET



What if we delete /V2?



What if we delete /V2?



Some 200 OK 

Some 200 wo data 

Some 400 w errors



IDOR’S AND BA

STAGE 03



● Access control vulnerability that arises when an application uses user-supplied input to 

access objects directly

Insecure direct object 
references (IDOR)

GET document/100?

200 OK

GET document/101?

200 OK



So now, what if  

/card/{id}



So now, what if  

/card/{id}



/CUSTOMERS

01

You can enter a subtitle here if you need it



/CUSTOMERS

01

You can enter a subtitle here if you need it

● Secuencial ID wo auth 

● Name, email, phone, photo 

● History 

● All the cards w pin code





Get all the cards w credit



2.3K installations 
w same vulns?



2.3K installations 
w same vulns?

YES















Android APK

STAGE 04



Exists an app?



APKCOMBO/APKPURE



DECOMPILE

01

You can enter a subtitle here if you need it

● Apktool / javadecompilers.com 

● JS but we need more pretty



DECOMPILE

01

You can enter a subtitle here if you need it

● JS-BEAUTIFY



DECOMPILE

01

You can enter a subtitle here if you need it

● JS-BEAUTIFY 

● Now we can filter:



Checking other apks



APKS

01
● Same ENDPOINT 

● Header: ACCOUNT_CODE -> Hexa 13 char 

● ENDPOINT + ACCOUNT -> COMPANY



APKS

01
● Same ENDPOINT 

● Header: ACCOUNT_CODE -> Hexa 13 char 

● ENDPOINT + ACCOUNT -> COMPANY

● We have the list of clients 

● Google search 

● Api wo ACCOUNT_CODE









CHARGE CREDIT

01

• Request token: 

sha1(sha1($api_key."~".$api_secret))



CHARGE CREDIT

01

• Request token: 

sha1(sha1($api_key."~".$api_secret))



CHARGE CREDIT



CHARGE CREDIT



CHARGE CREDIT





ENDPOINTS

01

You can enter a subtitle here if you need it

● Endpoint in apk: ~30 

● All in plain text 

● W params





POST BODY:



EMAIL?





Account Takeover 
& 

Race Condition

STAGE 05



CHANGE EMAIL



CHANGE EMAIL

You can enter a subtitle here if you need it



DEMO ACCOUNT 
TAKEOVER





Race Condition

01

You can enter a subtitle here if you need it

● This occur when websites process requests concurrently without adequate 
safeguards. 

● Can lead to multiple distinct threads interacting with the same data at the same 
time, resulting in a "collision" that causes unintended behavior in the application.

PortSwigger











Others 
rewards..



Bookings

STAGE 06



ONLINE EVENT BOOKING



ONLINE EVENT BOOKING

● /TMP 
● /UPLOADS 
● /DATA



/TMP

● XML Body Data 
● Store data 
● Endpoint data 
● Not much



/UPLOADS



/UPLOADS



/UPLOADS

Certificates 
used to generate 

invoices



/DATA



Booking manager

STAGE 07



Booking Manager



Booking Manager



Booking Manager



Booking Manager

Manage all bookings wo auth 

Change prices/discount $ 

Some leak information



Side servers

STAGE 08



ZENDESK



ZENDESK



ZENDESK



ZENDESK

● Network diagram 
● Some ip’s and ports 
● Leaked credentials/mails



ZENDESK



GO-KARTING - U.S



GO-KARTING - U.S



GO-KARTING - U.S

● Login page 
● Api wo token 
● Endpoints wo firewall



AMUSEMENT PARK - SPAIN



AMUSEMENT PARK - SPAIN



AMUSEMENT PARK - SPAIN





What if 420?







SKYTALKS!



SKYTALKS!



SKYTALKS!



SKYTALKS!



SKYTALKS!



SKYTALKS!



SKYTALKS!



SKYTALKS!



SKYTALKS!



SKYTALKS!



SKYTALKS!

ALGORITHM 
& 

PASS?



SKYTALKS!





SKYTALKS!



SKYTALKS!



SKYTALKS!

Some random magic



SKYTALKS!



SKYTALKS!



SKYTALKS!



NFC cards

STAGE 09



Brazilian card

Easy reading using Flipper

NAME ➕

Interesting article in  
elladodelmal.com

https://www.elladodelmal.com/2023/01/hacking-de-tarjetas-nfc-mifare-classic.html


Brazilian card



Brazilian card









● Key A&B by default 
● Almost empty 
● Just card number



Spain card



Spain card

● Same as Brazil 
● Sooooo...



Spain card

● Same as Brazil 
● Sooooo...



Mobile NFC



Mobile NFC





Ending

STAGE 10



What we can do?

● Information about all the customers(card + bookings) 
● Access and emulate all the cards 
● Earn the same prizes multiple times 
● Charge money



Europe:

Spain(x16),Turkey(x10),Netherlands(x8),
Portugal(x4),UK(x3),Italy(x3),Czech(x2)
,Poland(x2),Germany,etc.



Europe:

Spain(x16),Turkey(x10),Netherlands(x8),
Portugal(x4),UK(x3),Italy(x3),Czech(x2)
,Poland(x2),Germany,etc.

WHAT ABOUT BELGIUM?? 
🇧🇪





Belgium

● Bowling, Arcade, Sports bar, Billards, VR

🇧🇪



Belgium

● Bowling, Arcade, Sports bar, Billiards, VR  
● Locations: Brussels, Arlon, Malmedy, Liège, Eupen, 

Tilff, Waremme

🇧🇪



CONCLUSIONS
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CONCLUSIONS

● At 2024 we can found a lot of basic vulns 👾 
● DevSecOps culture 💻 
● Security education & training📚 
● MAY/JUNE 2024: UPDATE 🚨 
● If u found something, REPORT THAT ‼ 
● If someone sends u a report, PAY SOME ATTENTION 🙌



THANKS!

Any questions? 
@ignavarro1


