
Mail in the Middle
Like Man in the Middle, but for Mail
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EHLO



> EHLO felipe.es szymon.pl

• Felipe Molina  de la Torre

• Proud dad & Simpsons fan

• Security Analyst (~10 y)

• Szymon Ziółkowski

• Pentester

• Exposed Phishing Campaign



Agenda

The Problem with Phishing

A Manual Approach
The Process
Infrastructure
Impact

Automated Approach
Further Benefits
How it Works?
Demo

Defenses

Landscape
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Technique
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alice@microsoft.com
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alice@microsoft.com

alice@micorsoft.com
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alice@micorsoft.com

alice@microsoft.com



              



A Manual Approach



A Manual Approach



Why?
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The Process
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The Process
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InfrastructureDomains Impact



Domains

              
39



              
40

Domains
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Theory Says
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Practically We Do
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https://www.youtube.com/watch?v=R_roEB2sz9M
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https://github.com/happycakefriends/certainly 

https://www.blackhat.com/us-24/briefings.html#flipping-bits-your-credentials-are-certainly-mine 

https://github.com/happycakefriends/certainly
https://www.blackhat.com/us-24/briefings.html


Infrastructure
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Infrastructure
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Root domain MX Entry

micrsoft.com mail.micrsoft.com

microsft.com mail.micrsoft.com

micosoft.com mail.micrsoft.com

… mail.micrsoft.com
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Impact
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Impact
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Links
UNC Paths

Attachments
Headers



 Automated Approach



 Automated Approach



 Why Automate?



HTTPS://XKCD.COM/303/ 66

https://xkcd.com/303/


9/20/2024
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Mail in the Middle
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Date
Read status
Subject

Source Domain
Destination Domain

Links
UNC Paths

Attachments
Headers

Delivery
Notify Webhooks



How it works?



How it works?
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Login to
catchall 

inbox

All emails

Unread 
emails

List emails 
from date

Filter
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Replace 
Links

All domains

Specific 
Domains

Inject UNC
Link

Replace or 
Inject 

Attachments

Inject 
Custom 
Headers
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Fix Domain 
Typos

Deliver 
Poisoned 

Emails

Remove CC 
& BCC

Webhooks



Demo
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Demo
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OTP Email
Link and Attachment injection
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Newsletter
TUI usage 

Link, tracking & UNC injection
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The Landscape
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Bit-flipping 100K
popular domains

Retrieve MX entries
and find differences

Query
DNS Block Lists

 and other sources*

Spot Malicious MX 
and bitflipped-domains
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Different MX

Detected

?

Bit-flipping

Malicious

~4.3M flipped
 domains

~65K domains

117 MX servers



117 MX servers
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117 Potential MX servers
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The Defenses



The Defenses



              



              



              



              



              



              

* not affiliated – but a cool tool
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Success!



Success?
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Recap

The Problem with Phishing 

The effort

A Manual Approach 
  Nice but tedious

Automated Approach 
  Much better than manual!

Defenses
  Say bye to typos in mails!
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Takeaways

Leaks to typo-squatted 

domains pose a real threat

Anybody (including you) can 
take advantage of it

Automating the process 
relieves some of the pains
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Implement detection and 
prevention mechanisms 
(for typos and mistyped domains)

Define incident response 
policies

Takeaways



Questions?



              

Thank 
you!



              

https://shorturl.at/h7Alj 
https://shorturl.at/hHkmF 

https://github.com/sensepost/mail-in-the-middle 

https://sensepost.com/blog/2024/mail-in-the-middle-a-tool-to-automate-spear-phishing-campaigns/

https://shorturl.at/4XI0K 

@felmoltor @TH3_GOAT_FARM3R

https://shorturl.at/h7Alj
https://shorturl.at/hHkmF
https://github.com/sensepost/mail-in-the-middle
https://sensepost.com/blog/2024/mail-in-the-middle-a-tool-to-automate-spear-phishing-campaigns/
https://shorturl.at/4XI0K
https://x.com/felmoltor
https://x.com/TH3_GOAT_FARM3R
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