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Practically We Do
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https://www.youtube.com/watch?v=R_roEB2sz9M






https://github.com/happycakefriends/certainly
https://www.blackhat.com/us-24/briefings.html
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Root domain

MX Entry
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john@micrsoft.com

michael@micrsoft.com

szymon@micosoft.com -

emmanuele@microsft.com

mail.micrsoft.com

maitm@micrsoft.com
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Why Automate?



THE #1 Pentester ExcusSeE
FOR LEGITIMATELY SLACKING OFF:

HEY! GETBACK
TOWORK!



https://xkcd.com/303/







Mail in Viiddle




Date Source Domain
Read status Destination Domain
Subject

Links Attachments
UNC Paths Headers

Delivery
Notify Webhooks
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Login to
catchall
inbox

List emails
from date

Unread
emails

All emails

Filter
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Specific
Domains

Inject Replace or
Custom Inject
Headers Attachments

Inject UNC
Link

All domains
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Fix Domain
Typos

Remove CC
& BCC

Deliver
Poisoned
Emails

Webhooks
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Link
and Attachment injection



® Amazon

Verify your new Amazon account

Pinterest

Reset you

Flixier

We will delete your old data

Pinterest

Art for Felipe

Ashly Crow
# Your 30-day Jira Premium tr

Atlassian
Your Jira Premium tria

Atlassian No Reply

Get ready t tart ething amazing

Atlassian

Verify your email to start

Bizcommunity | Africa

Kantar's Media Reactions 2024

Black Hat Webinars

Unsolved Problems in Applicat

Black Hat Webinars
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ty |

Chinese autos make waves i

on Security | September 12

September 12

Amazon

L Verify your new Amazon account

Verify your new
Amazon account

amazon

To verify your email address, please use the following
One Time Password (OTP):

993513

Don't share this OTP with anyone. Amazon takes your
account security very seriously. Amazon Customer
Service will never ask you to disclose or verify your
Amazon password, OTP, credit card, or banking account
number. If you receive a suspicious email with a link to
update your account information, do not click on the link
—instead, report the email to Amazon for investigation.

Thank you

Other

What a productive day!

Docker Desktop
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Black Hat Webinars

Unsolved Problems in App
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Black Hat Webinars

Unsolved Problems Application Security | September 12

Black Hat Europe )
What to Expect + New Trainings Announced

Black Hat Webinars

TODAY: Defeating the ingers of a Data Breach | Register Now

Black Hat Webinars

TODAY: Defeating the Dan

Paul from Flixier

Upgrade your GIF making experience with Flixier

Bizcommunity | Construction

MEIB( oks to expand react sfuno Maishe is lifting wome

Bizcommunity | HR & Recruitment

#WomensMonth: Amaris Buckham Rennie | Increase in 'accid

Bizcommunity | Legal

Judge guilty of misconduct | Brazil bans X

Paul from Flixier

Learn How to Make or Edit GIFs in minutes

Paul from Flixier

Did you forget something

s of a Data Breach | Register Now

Black Hat Europe
¥ What to Expect + New Trainings Announced

Reply-To

VIEW THE WEB VERSION

N

n 'DECEMBER 9-12, 2024

b'mkhat EXCEL LONDON / UTNGDOM
EUROEE 2024 R —

Top 5 Reasons to Attend Black Hat Europe

Register by Friday, September 27 to save on your pass

Black Hat Europe takes place December 9-12, and is packed with 4 days of the latest
frends, vulnerabilities, and advancements in the field of information security. Whether
you are a seasoned professional or new to the industry, we offer many opportunities to
advance your career and learn from the indusiry’s best. Here are a few things to

expect at this year’s event:

1. Exclusive Briefings: Gain insights from top-tier researchers and thought leaders
and leam about the latest research in information security risks, developments,
and frends.

2. Hands-On Trainings: Participate in immersive, hands-on training sessions.
Gain practical experience through interactive labs, simulations, and exercises
that mirror real-world scenarios.

Mank and callabacnie il o ol accmnde

Reset your password on Pinterest 3

a Amazon <amazon@microsorftonline....

sword on Pinterest
S in this email for additional deta

Verify your new Amazon account
her documentation' Click her

< Block () Report [g@ Move E Flag

To: maitm-victim@sensepost.com

Allow images in this email for additional details

®

We got your request
You can now reset your password!

Reset password

Just so you know: You have 24 hours to pick your password.
After that, you'll have to ask for a new one.

Didn't ask for a new password? You can ignore this email.
Keep your account extra safe
You can add extra security to your account by turning on two-

factor authentication-we'll send you a text message every time
you log in, to make sure it's really you.

This email was sent to
Not my account

Help Center - Privacy Policy - Terms & Conditions

Pinterest. Inc, 651 Brannan Street
San Francisco, CA, 9 /
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\ Bit-flipping 100K

popular domains

Retrieve MX entries
and find differences

Query
DNS Block Lists

and other sources*

Spot Malicious MX
and bitflipped-domains
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~4 .3M flipped
domains

~65K domains

MX servers
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117 MX servers
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Local Disk (C)
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* not affiliated — but a cool tool












Home View

Focused Other

Microsoft Security
Microsoft Entra ID Protection Weekl...

e your Microsoft Entra ID Protection Weekly [
Yesterday

Microsoft 365 Message center
Weekly digest: Microsoft servi... Mon 7:33 AM

View a summary of the upc
This week

Microsoft Security
Your weekly PIM digest for Ora...  Sun 3:18 AM

Last week

Microsoft Security
Microsoft Entra ID Protection Week...  Tue 9/10

e your Microsoft Entra ID Protection Weekly D...

Select an item to read

Nothing is selected
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The Problem with Phishing
The effort

A Manual Approach
Nice but tedious

Automated Approach
Much better than manual!

Defenses
Say bye to typos in mails!




Leaks to typo-squatted
domains pose a real threat

Anybody (including you) can Ta k

take advantage of it

Automating the process
relieves some of the pains



Implement detection and

prevention mechanisms
(for typos and mistyped domains)

Tak EVE

Define incident response
policies
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https://shorturl.at/h7Alj
https://shorturl.at/hHkmF
https://github.com/sensepost/mail-in-the-middle
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