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THE BEST OF 2023-202k:

Inside the biggest hacks and facts of the past year
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A Addicted to learning geeky stuff

A All things technical, SciFi, Science, Astronomy, Birds,
Unsects, ¥

A Since 2009 in security

A Threat Intelligence analyst in group CERT

A International lead Attack Surface Management
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We manage your attack surface
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& threatexposure.eu

X dieter@threatexposure.eu

m www.linkedin.com/in/vdbdieter/






Ransomware MGM @

Sep 11: Scattered Spider gets in by calling
MGM's helpdesk posing as an employee

Even key cards for rooms not functioning

Jan - June: 3 young adults from US & UK arrested

MGM doesnodot pay any r
Cyberattack costed $100 million




Ransomware Caesars @

Days before MGMOSs yberattack,
Caesars paid a $15 million ransom

Ransomware MGM @

Sep 11: Scattered Spider gets in by calling
MGM's helpdesk posing as an employee

Even key cards for rooms not functioning

Jan - June: 3 young adults from US & UK arrested

MGM doesnot pay any r
Cyberattack costed $100 million




Citrix Bleed @ m

Steal authentication cookies from Citrix

NetScaler ADC and Gateway appliances ,/( \
MIIlTI*M‘I hﬂﬁcmnﬂn
Mandiant revealed that the flaw was abused " . g
months before the patch came out GVBEHSEG“HITIV SPEND'NG
Victims:
Boeing
Allen & Overy
DP World
Industrial and Commercial Bank of China HIHGIIT 'm-pn]'c“
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New DDoS record: 400 million requests per
second. Many times bigger than the last
record.

A primary design goal of HTTP/2 was
efficiency, and unfortunately the features
that make HTTP/2 more efficient for
legitimate clients can also be used to make
DDoS attacks more efficient.




23andMe spent months downplaying it
and blaming their customers

DNA related data of 6.9 million, about half of
customers, Iin the hands of hackers

The names, addresses belonging to 1 million
23andMe customers with Jewish heritage
on BreachForums

Lacking MFA



De Standaard Nieuws Opinie Inspiratie Podcasts
) By Medusa

Meestrecent Binnenland Politiek Buitenland Economie Cultuur Wetenschap S

HACKING

One server hacked with data of 311.000 families. Also

Van “niets gelekt” naar “grootste hack leaked: data of 61 people in debt mediation etc.
ooit”: aanval op Limburg.net neemt

steeds grotere proporties aan

RDP server exposed to the internet
Source: Belang van Limburg



Ransom payments to ransomware gangs

alre
tax-deductible as

business expenses

- Minister of FinancesVincent VanPeteghem-




By paying ransom, you are financing

cybercrime. Cybercriminals use their
profit from ransomware attacks to launch

new attacks on other companies.

- SimenVan DerPerre (Orange Cyberdefense, de Tijd-




Ransom payments to ransomware

gangs are tax-deductible as

business expenses

- Minister of FinancesVincent VanPeteghem-




The toothbrush DDo0S attack

Reported by Swissnewspaper
after an interview with Fortinet.

The DDoS knocked out a Swiss company
for several hours, costing millions of euros

The news quickly went viral around the world.
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Excepté it washnot | .
Fortinet said it was just a hypothetical story. BE
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Did we all think it was indeed plausible? o B]
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<> Code ( lIssues 64 11 Pullrequests 6

APT-for-hire for multiple Chinese authorities I | OO0 forks

[ README.md

It got quickly deleted

LBZHEEARE

80 targets: government of India, Thailand, SRR, AR

ZAERHER.

Viet nam, South Kor ea, Pakil st a

Chat logs reveal:
A: we've got stuff from
their chairman Jens Stoltenberg
B: they are not interested
A: what about making it cheaper?
I'm running low on money




